Java Backend Interview Q&A; — Production
Debugging
Real-world distributed systems questions with code examples

The shift in backend interviews: not “Can you explain annotations?” but “Can you debug distributed
systems under production load?”

1. Your APl works perfectly locally but becomes slow only in production. What
would you check first?

What to check first (in order):

1. Latency breakdown — measure where time is spent: app, DB, downstream, network. Locally
everything is on | ocal host (sub-millisecond); in prod each hop adds latency.

2. N+1 queries — small datasets locally hide them; prod data exposes them instantly.

3. Connection pools (HikariCP, HTTP client, Redis) — defaults are often too small for prod
concurrency.

4. GC pauses — heap sized differently in prod; check - Xl og: gc* and pause times.
5. TLS/ DNS / proxy hops — gateway, service mesh, sidecars add hidden overhead.
6. Noisy neighbor / cold caches — JIT not warm, OS page cache empty after deploy.

Example: instrument with Micrometer to find the slow hop.

@Rest Control |l er
@Requi r edAr gsConst ruct or
public class OrderController {

private final MeterRegistry registry,;
private final OrderService service;

@zet Mappi ng("/orders/ {id}")
public Order get(@athVariable Long id) {
Tiner. Sanpl e sanple = Tiner.start(registry);

try {
return service.findByld(id);
} finally {
/'l Tag by outcone so prod dashboards split fast vs slow paths
sanpl e. stop(registry.tiner("orders.get", "id", String.valueO(id % 10)));

2. Kafka consumers are running normally, but message lag keeps increasing.
Why can this happen?

Common root causes:



 Slow processing per record — a downstream call, DB write, or heavy deserialization makes each
pol I () cycle longer than the production rate.

* Too few partitions — consumer parallelism is capped by partition count. 1 partition = 1 consumer
thread, regardless of how many instances you run.

* ‘max.poll.records’ too high combined with slow handler — broker thinks consumer is dead,
triggers rebalance, lag grows.

» Synchronous external calls inside the consumer loop without batching.
» Single-threaded listener when records are independent and could be processed in parallel.

Fix: bounded parallel processing inside the listener.

@Xaf kalLi stener(topics = "paynents”, concurrency = "6")
public void consune(List<Consumer Record<String, Payment>> batch, Acknow edgment ack) ({
/1l Process batch in parallel but bounded —don't unbounded-fan-out to a thread pool
Li st <Conpl et abl eFut ur e<Voi d>> futures = batch. strean()
.map(rec -> Conpl et abl eFuture.runAsync(() -> handl e(rec.value()), workerPool))
.toList();

Conpl et abl eFuture. al | O (futures.toArray(new Conpl etabl eFuture[0])).join();
ack. acknowl edge(); // commit only after all succeed; otherw se replay

}

private void handl e(Payment p) {
/]l keep this idenpotent —see duplicate-paynent Q bel ow
paynent Servi ce. process(p);

3. Database connections suddenly get exhausted during peak traffic. What
could cause this?

Likely causes:
* Pool size too small for peak concurrency (default Hikari = 10).

* Long-running transactions holding connections (e.g., @r ansact i onal wrapping an external
HTTP call).

» Connection leaks — code paths that don't return connections (missing try-with-resources, manual
get Connecti on()).

* Idle-in-transaction sessions from a misconfigured ORM.
» Cascade from a slow query — every request queues for a connection, pool saturates.

Fixes: size pool fromt hreads x (1 + wait/conpute), never call remote services inside a
transaction, enable Hikari leak detection.

@configuration
public class DataSourceConfig {

@Bean
public Hi kari Dat aSource dataSource() {
Hi kari Config cfg = new Hikari Config();



cfg.setJdbcUrl (System getenv("DB_URL"));

cf g. set Maxi nmunPool Si ze( 30) ; /1 tune fromreal netrics, not guess
cfg.setM ni munm dl e( 10);
cf g. set Connecti onTi neout (2_000) ; [/ fail fast instead of queuing forever

cfg.setLeakDet ecti onThreshol d(10_000); // log stack trace if held > 10s
cfg.set MaxLifetime(1_800_000);
return new Hi kari Dat aSour ce(cfqg);

}

// m BAD: holds a DB connection for the entire HTTP round-trip

@ransacti onal

public void badCharge(Long id) {
Order o = repo. findByld(id).orEl seThrow);
paynent Gat eway. charge(o); // 2s renote call —connection held the whole tine
0. mar kPai d() ;

}

// m GOOD: do renpte work outside the transaction

public void goodCharge(Long id) {
Oder o = readOnly(() -> repo.findByld(id).orEl seThrow());
var recei pt = paynent Gat eway. charge(o0); /1 no DB connection held
t xTenpl at e. execut eW t hout Resul t (s -> repo. markPai d(id, receipt));

4. Autoscaling creates more pods, but response time still keeps increasing.

The bottleneck is downstream, not the app. More pods just multiply the pressure on the shared
resource.

*« DB/ cache / queue saturated — adding pods adds connections, not capacity.

» External API rate limit — more pods = more 429s.

» Shared lock / single-writer pattern somewhere in the path.

* Cold start dominates for short-lived pods.

» Scaling on the wrong metric (CPU) when the real bottleneck is latency or queue depth.

Fix: scale on a saturation signal AND protect the bottleneck with a bulkhead.

/'l Resiliencedj bul khead —cap concurrent calls into a shared dependency,
/1 so addi ng pods cannot nultiply pressure beyond what the DB can handl e
@Bean
publ i c Bul khead dbBul khead() {
return Bul khead. of ("db", Bul kheadConfi g. custom()
. maxConcurrent Cal | s(20)
. maxWai t Duration(Duration.of MI1is(50))
Cbuild());

}

@>er vi ce

@requi r edAr gsConst ruct or

public class ReportService {
private final Bul khead dbBul khead;
private final ReportRepo repo;



public Report build(Long id) {
return Bul khead. decor at eSuppl i er (dbBul khead, () -> repo. heavyQuery(id)).get();
}

5. Retry logic starts creating duplicate payment transactions during failures.

Retries without idempotency = duplicates. A timeout doesn't mean the call didn't happen — only that
you didn't get the response.

Fix:
* Use an idempotency key per logical operation; the payment provider deduplicates.
* Persist the key + state before calling the provider.

* Retrv onlv on idempotent failures (network/timeout). not on 200 + business error.

@>er vi ce
@Requi r edAr gsConst ruct or
public class Paynment Service {

private final Paynment Repo repo;
private final Stripedient stripe;

@Retryabl e(retryFor = | OException.class, maxAttenpts = 3,
backof f = @ackoff(delay = 200, nmultiplier = 2))
publi ¢ Recei pt charge(ChargeRequest req) {
/1 1. Reserve a stable idenpotency key tied to the business operation
String key = "charge:" + req.orderld();
Paynent Record rec = repo.findByKey(key). orElseGet(() ->
repo. save(new Paynent Record(key, req.orderld(), Status.PEND NG));

if (rec.getStatus() == Status. SUCCEEDED) return rec.toReceipt(); // short-circuit

/[l 2. Provider sees the same key on retry and returns the original charge
Recei pt r = stripe.charge(req, key);

repo. mar kSucceeded(rec.getld(), r.id());
return r;

6. A scheduled job suddenly starts executing multiple times after scaling.
Every replicaruns its own "@Scheduled’. With N pods you get N executions.
Fixes:
« Distributed lock (ShedLock, Redisson) — only one node executes per tick.
» External scheduler (Quartz with JDBC store, K8s Cr onJob, Temporal) — scheduling is centralized.

» Leader election (Sprina Cloud, K8s lease).

/| ShedLock: backed by JDBC / Redis / Mongo —only one pod runs the job per w ndow
@configuration



@nabl eSchedul er Lock(def aul t LockAt Mbst For = "PT5M')
public class Schedul erConfig {

@Bean
publ i c LockProvider | ockProvider(DataSource ds) {
return new JdbcTenpl at eLockProvi der (ds);

}
}

@onponent
public class ReportJob {
@schedul ed(cron = "0 0 * * * *")
@chedul er Lock(nane = "hourl yReport", |ockAtLeastFor = "PT1M', | ockAt MostFor = "PT4M')
public void run() {
/'l guaranteed single execution cluster-w de

}

7. One slow downstream service starts affecting the entire platform.

Threads pile up waiting on the slow dependency, then every endpoint stalls — classic cascading
failure.

Isolate it:
* Timeouts everywhere (connect + read).
« Circuit breaker — fail fast when error rate spikes.
* Bulkhead — cap concurrent calls so the slow path can't drain the shared thread pool.

 Fallback — return cached or dearaded response.

@>ervi ce
@Requi r edAr gsConst ruct or
public class Reconmendati onService {

private final RecommendationClient client;

@i rcuitBreaker (name = "reco", fallbackMethod = "fall back")
@i neLimter(name = "reco")
@ul khead(name = "reco", type = Bul khead. Type. THREADPOCL)
publ i ¢ Conpl et abl eFut ur e<Li st <It em>> recomend(Long userld) {
return Conpl et abl eFuture. suppl yAsync(() -> client.fetch(userld));

}

@uppr essWar ni ngs( " unused")

private Conpl et abl eFut ure<Li st<Itenr> fallback(Long userld, Throwable t) {
/'l degraded but available —better than a cascadi ng out age
return Conpl et abl eFuture. conpl et edFuture(List.of());

8. APIs randomly return 500 errors, but infrastructure looks healthy.
"Healthy infra" usually means CPU/RAM are fine — but 500s come from application-level issues:

» Connection pool exhaustion intermittently (see Q3).



* Race conditions on shared mutable state.

* Unhandled edge cases in deserialization (nulls, missing fields).
* Downstream returning malformed payloads at certain hours.
» Thread-local leaks after async boundaries.

* Bad pod in the set — one replica is misconfigured.

First move: correlate the 500s — by pod, endpoint, payload shape, time window.

/1 dobal handler that |ogs *everything* needed to correlate |ater
@rest Control | er Advi ce

@5l f 4j

public class d obal Excepti onHandl er {

@xcept i onHandl er (Excepti on. cl ass)
publ i c ResponseEntity<ErrorBody> handl e( Excepti on ex, HttpServl et Request req) ({
String traceld = MDC. get("traceld"); // set by your tracing filter
| og. error ("Unhandl ed: nethod={} uri={} pod={} traceld={}",
req. get Method(), req.getRequestURI (), System getenv("HOSTNAME'), traceld, ex);
return ResponseEntity. status(500)
. body(new ErrorBody("| NTERNAL", traceld)); // give clients the trace id
}

record ErrorBody(String code, String traceld) {}

9. Health checks pass, but users still face failures.

The health check is too shallow — it returns 200 as long as the process is alive, but doesn't verify the
dependencies users actually need.

Use two probes:
* Liveness — only checks the process is not deadlocked. Failing restarts the pod.

» Readiness — checks DB, cache, downstream auth are reachable. Failing removes the pod from the
load balancer but doesn't restart it.

Never reuse the same endpoint for both.

@conponent
public class DbReadi nessl ndi cator inplenments Healthlndicator {
private final JdbcTenpl ate jdbc;
publ i ¢ DbReadi nessl ndi cat or (JdbcTenpl ate jdbc) { this.jdbc = jdbc; }

@verride
public Health health() {
try {
j dbc. quer yFor Obj ect (" SELECT 1", Integer.class);
return Heal th.up().build();
} catch (Exception e) {
/'l Pod | eaves | oad bal ancer rotation; users stop seeing failures fromthis pod
return Heal th.down(e). buil d();



/1 application.ym

/'l managenent . endpoi nt . heal t h. probes. enabl ed: true
/'l managenent. heal th.|ivenessstate. enabl ed: true
/'l managenent . heal t h. readi nessst at e. enabl ed: true

10. Cache improves performance initially, but later starts returning stale data.
Caching strategy mismatched to the write pattern:

* No TTL + no invalidation — stale forever.

« TTL only - window of inconsistency tolerated but unbounded for hot keys updated mid-window.

» Write-through / invalidate-on-write missing in some code paths (e.g., a batch job updates DB
directly).

» Cache stampede when the key expires under load - many DB reads, then re-cached with old value
due to race.

Fix: invalidate on every write path + short TTL + single-flight refresh.

@ber vi ce
@requi r edAr gsConst ruct or
public class ProductService {

private final ProductRepo repo;

@cacheabl e(val ue = "product”, key = "#id")
public Product get(Long id) {
return repo.findByld(id).orEl seThrow();

}

/1 Every nutation path MJUST evict —including admi n tools and batch jobs
@cacheEvi ct (val ue = "product", key = "#p.id")
@r ansact i onal
publi ¢ Product update(Product p) {
return repo.save(p);

}

@cacheEvi ct (val ue = "product”, allEntries = true)
public void onBul klmport() { /* called frombatch job */ }

11. Logs exist everywhere, but debugging across services is still difficult.

Missing correlation. Each service logs independently; without a shared identifier you cannot reconstruct
a single request's path.

Fix:
« Distributed tracing (OpenTelemetry / Micrometer Tracing) — propagate t r acel d + spanl d across
HTTP and Kafka.

* MDC —puttracel d,userld, tenant|d into every log line.



 Structured loas (JSON) — searchable in Loki/ELK/Datadoa.

/] Filter that ensures every request has a traceld in MDC and | ogs
@conponent

@ der (Or der ed. H GHEST_PRECEDENCE)

public class Tracel dFilter extends OncePer RequestFilter {

@verride
protected void doFilterlnternal (HtpServl et Request req, HttpServlet Response res,
FilterChain chain) throws | OException, ServletExceptio

n {
String traceld = Optional.of Null abl e(req. get Header (" X-Trace-1d"))
.orEl se(UUl D. randonmJUl D().toString());
MDC. put ("tracel d", traceld);
res. set Header (" X-Trace-1d", traceld);
try {
chain.doFilter(req, res);
} finally {
MDC.clear(); // critical with thread pools —avoid | eaking into next request
}
}
}

/'l 1 oghack pattern: %l %5l evel [%X{traceld}] % ogger - %rsg%

12. JVM memory usage slowly increases after every deployment.
Classic memory leak sighatures:

« ‘static” collections growing unbounded (caches without eviction).

e “ThreadLocal" not cleared in pooled threads.

* Listeners/observers registered but never deregistered.

* Classloader leak with hot reloads (old class versions retained).

» Connection / stream not closed.

Process: take a heap dump (j map - dunp: | i ve), open with Eclipse MAT, look at the dominator tree.

/1 m unbounded static cache —heap grows forever
public class BadCache {
private static final Mp<String, byte[]> CACHE = new HashMap<>();
public static void put(String k, byte[] v) { CACHE. put(k, v); }
}

// wm bounded with Caffeine —evicts by size and tinme
public class GoodCache {
private static final Cache<String, byte[]> CACHE = Caffei ne. newBuil der ()

. maxi numAéi ght (64L * 1024 * 1024) /| 64MB cap
.weigher((String k, byte[] v) -> v.length)
.expireAfterWite(Duration.of Mnutes(10))
.recordStats()
.build();

}

/'l ThreadLocal in a pooled thread —always clear in finally
Thr eadLocal <User > CURRENT = new ThreadLocal <>();



try {
CURRENT. set (user);
handl e() ;

} finally {
CURRENT. renmove(); // otherw se the next request inherits this user

}

13. APIs work in staging but fail behind the production gateway.
The gateway changes the request shape. Things that pass in staging (direct calls) fail in prod:
» Header rewriting / stripping (Aut hori zat i on, Host , custom headers).
» Body size limits smaller than the app's.
» Timeouts stricter than the app's processing time.
* TLS termination — X- For war ded- Pr ot o not honored, redirect loops.
» Path rewriting — / api / v1/ x becomes / x, breaking route matching.
* WAF rules blocking certain payloads.

Debug by capturing what the app actually receives.

/'l Log the exact request the gateway delivers, once, to diff against staging
@conponent
public class GatewayDi agnosti csFilter extends OncePerRRequestFilter {

@verride
protected void doFilterlnternal (HtpServl et Request req, HttpServlet Response res,
FilterChain chain) throws | OException, ServletExceptio
n {
if ("true".equal sl gnoreCase(req. getHeader ("X-Di ag"))) {
Col l ections. |ist(req.getHeader Nanes()).forEach(h ->
log.info("hdr {}={}", h, req.getHeader(h)));
log.info("uri={} query={} proto={} forwarded={}",
req. get Request URI (), req.getQeryString(),
req. get Header (" X- For war ded- Prot 0"),
req. get Header (" For war ded")) ;
}

chain.doFilter(req, res);

14. Thread pools become exhausted even though CPU usage is stable.
Threads are blocked on I/O, not burning CPU. Low CPU + high latency = blocked threads.
Causes:

 Synchronous calls to a slow downstream — threads wait, pool drains.

* Lock contention (a synchr oni zed block around a hot resource).

* Blocking calls inside reactive code (bl ock() on a Reactor pipeline).

» DB connection wait — threads queued for a connection.



Fix: separate thread pools per dependency, async / non-blocking 1/O, timeouts on every blocking call.

/| Dedicated, bounded pool per downstream —slow service can't drain the shared pool
@onfiguration
public class Pools {

@ean( " paynent sPool ")
publ i ¢ Executor Servi ce paynment sPool () {
return new Thr eadPool Execut or (

10, 10,
60, Ti meUnit. SECONDS,
new ArrayBl ocki ngQueue<>(100), /1 bounded queue
new Thr eadFact oryBui | der (). set NameFor mat (" paynent s- %d") . bui I d(),
new Thr eadPool Execut or . Abort Pol i cy() // fail fast —don't queue for
ever
)
}
}
@ber vi ce

@Requi r edAr gsConst ruct or

public class PaynentsFacade {
@ualifier("paynmentsPool ") private final ExecutorService pool;
private final PaynmentsClient client;

publ i ¢ Conpl et abl eFut ur e<Recei pt > char ge( ChargeRequest r) {
return Conpl etabl eFut ure. suppl yAsync(() -> client.charge(r), pool)
.orTimeout (2, TineUnit.SECONDS); // every blocking call gets a tineout

15. Circuit breakers are configured, but cascading failures still happen.
A circuit breaker alone is not enough. Common reasons it fails to stop a cascade:

* No timeout — the breaker waits forever for the slow call, never opens.

» Thresholds too lenient — opens only after damage is done.

* No bulkhead — even when open, queued threads are already exhausted.

» Shared breaker across very different operations — one bad endpoint poisons the metrics for the
healthy ones.

» Missing fallback — open breaker throws, caller cascades anyway.
* Retries inside the protected call amplify load and keep the breaker closed.

Fix: timeout + breaker + bulkhead + fallback, per dependency, with retries OUTSIDE.

[l Full resiliency stack —order matters: bul khead — tineLimter - circuitBreaker - retr
y

@ber vi ce

@Requi r edAr gsConst ruct or

public class |InventoryFacade {

private final InventoryCient client;

@ul khead(name = "inventory", type = Bul khead. Type. THREADPOQOL)



@i neLinmter(name = "inventory") /'l hard deadline so breaker can see failures
@i rcuitBreaker (name = "inventory", fallbackMethod = "fall back")
@retry(name = "inventory") /'l retries only when breaker is closed
publ i ¢ Conpl et abl eFut ur e<St ock> check(Long sku) {
return Conpl et abl eFut ure. suppl yAsync(() -> client.stock(sku));

}

@uppr essWar ni ngs( " unused")
private Conpl et abl eFut ure<Stock> fall back(Long sku, Throwable t) {
return Conpl et abl eFut ur e. conpl et edFut ur e( St ock. unknown(sku)); // degraded, never t

hr ow
}
}
/1 application.ym
/'l resiliencedj.circuitbreaker.instances.inventory:
I sl i di ngW ndowSi ze: 50
I failureRateThreshol d: 30
I wai t Dur at i onl nOpenSt ate: 10s
/1 perm ttedNunber O Cal | sl nHal f OpenState: 5



