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apiVersion: v1
kind: Pod
metadata:
  name: node-js-pod
spec:
  containers:
  - name: node-js-pod
    image: bitnami/apache:latest
    ports:
    - containerPort: 80
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subsets:
- addresses:
  - IP: �;�;�;�;!
  ports:
    - name: http
      port: 80
      protocol: TCP
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GCE prerequisite check

�"d5+1.dgcloudd�+),+*!*0/d�.!d*+0d1,d0+d �0!Ld5+1d)�5d�!d,.+),0! d0+
1, �0!d0$!)K

�$!d,.!�! %*#d%)�#!Ld	��`,.!.!-1%/%0!`�$!�'Ld/$+3/d0$!d�$!�'/d"+.d,.!.!-1%/%0!/d�/d3!((d�/
)�'%*#d/1.!d0$�0d�((d�+),+*!*0/d�.!d1,d0+d �0!Kd�$%/d%/d/,!�%"%�d0+d!��$d,.+2% !.Kd�*d0$!d��/!
+"d	��Ld%0d3%((d2!.%"5d0$�0d0$!d��
d%/d%*/0�((! d�* d0$�0d�((d�+),+*!*0/d�.!d1,d0+d �0!Kd�"d*+0L
5+1d3%((d/!!d�d,.+),0d�0d0$%/d,+%*0d0+d%*/0�((d+.d1, �0!M



�*0.+ 1�0%+*`0+`
1�!.*!0!/

Sa8?aT

Upload cluster packages
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Master creation
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Minion creation
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Cluster completion
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Cluster validation
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Cluster summary
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Kubernetes UI dashboard
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Kubernetes Node Dashboard
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Kubernetes Grafana dashboard
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Master container listing
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��5!.d>d(+� d��(�*�%*#d1/%*#d0$!d*!3d�*#.!//d��,��%(%05K
kube-addon-managerMd�$%/d�+),+*!*0d%/d�+.!d0+d0$!d!40!*/%+*d+"d
1�!.*!0!/
0$.+1#$d2�.%+1/d�  a+*/Kd�0d�(/+d,!.%+ %��((5d�,,(%!/d�*5d�$�*#!/d0+
d0$!d/etc/kubernetes/addonsd %.!�0+.5K
etcd-empty-dir-cleanupMd�d10%(%05d0+d�(!�*1,d!),05d'!5/d%*d!0� K
kube-controller-managerMd�$%/d%/d�d�+*0.+((!.d)�*�#!.d0$�0d�+*0.+(/d�d2�.%!05
+"d�(1/0!.d"1*�0%+*/Ld!*/1.%*#d���1.�0!d�* d1,a0+a �0!d.!,(%��0%+*d%/d+*!d+"d%0/d2%0�(
.+(!/Kd�  %0%+*�((5Ld%0d)+*%0+./Ld)�*�#!/Ld�* d %/�+2!./d*!3d*+ !/Kd�%*�((5Ld%0
)�*�#!/d�* d1, �0!/d/!.2%�!d!* ,+%*0/K
kube-apiserverMd�$%/d�+*0�%*!.d.1*/d0$!d���d/!.2!.Kd�/d3!d!4,(+.! d%*d0$!
�3�##!.d%*0!."��!Ld0$%/d����"1(d���d�((+3/d1/d0+d�.!�0!Ld-1!.5Ld1, �0!Ld�* 
.!)+2!d2�.%+1/d�+),+*!*0/d+"d+1.d
1�!.*!0!/d�(1/0!.K
kube-schedulerMd�$%/d/�$! 1(!.d0�'!/d1*/�$! 1(! d,+ /d�* d�%* /d0$!)d0+
*+ !/d��/! d+*d0$!d�1..!*0d/�$! 1(%*#d�(#+.%0$)K
etcdMd�$%/d.1*/d0$!d!0� d/+"03�.!d�1%(0d�5d�+.!��Ld�* d%0d%/d�d %/0.%�10! d�* 
�+*/%/0!*0d'!5a2�(1!d/0+.!Kd�$%/d%/d3$!.!d0$!d
1�!.*!0!/d�(1/0!.d/0�0!d%/d/0+.! L
1, �0! Ld�* d.!0.%!2! d�5d2�.%+1/d�+),+*!*0/d+"d
?/K
pauseMd�$%/d�+*0�%*!.d%/d+"0!*d.!"!..! d0+d�/d0$!d,+ d%*".�/0.1�01.!d�+*0�%*!.d�* 
%/d1/! d0+d/!0d1,d�* d$+( d0$!d*!03+.'%*#d*�)!/,��!d�* d.!/+1.�!d(%)%0/d"+.d!��$
,+ K

�d+)%00! d0$!d�) =;d"+.d)�*5d+"d0$!/!d*�)!/d0+d)�'!d0$%/d)+.!d#!*!.%�K
�$!d,1.,+/!d+"d0$!d,+ /d.!)�%*/d0$!d/�)!K

�+d!4%0d0$!d��
d/!//%+*Ld/%),(5d05,!dexitd�0d0$!d,.+),0K

�*d0$!d*!40d�$�,0!.Ld3!d3%((d�(/+d/$+3d$+3d�d"!3d+"d0$!/!d/!.2%�!/d3+.'
0+#!0$!.d%*d0$!d"%./0d%)�#!Ld
1�!.*!0!/`�+.!`�.�$%0!�01.!K
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6HUYLFHV�UXQQLQJ�RQ�WKH�PLQLRQV
�!d�+1( d��
d0+d+*!d+"d0$!d)%*%+*/Ld�10d/%*�!d
1�!.*!0!/d/�$! 1(!/d3+.'(+� /d��.+//d0$!
�(1/0!.Ld3!d3+1( d*+0d/!!d�((d0$!d�+*0�%*!./d+*d�d/%*#(!d)%*%+*Kd
+3!2!.Ld3!d��*d(++'d�0d0$!
,+ /d.1**%*#d+*d�((d0$!d)%*%+*/d1/%*#d0$!dkubectld�+))�* M

��NXEHFWO�JHW�SRGV

�%*�!d3!d$�2!d*+0d/0�.0! d�*5d�,,(%��0%+*/d+*d0$!d�(1/0!.d5!0Ld3!d +*X0d/!!d�*5d,+ /K

+3!2!.Ld0$!.!d�.!d��01�((5d/!2!.�(d/5/0!)d,+ /d.1**%*#d,%!�!/d+"d0$!d
1�!.*!0!/
%*".�/0.1�01.!Kd�!d��*d/!!d0$!/!d,+ /d�5d/,!�%"5%*#d0$!dkube-systemd*�)!/,��!Kd�!d3%((
!4,(+.!d*�)!/,��!/d�* d0$!%.d/%#*%"%��*�!d(�0!.Ld�10d"+.d*+3Ld0$!d--namespace=kube-
systemd�+))�* d��*d�!d1/! d0+d(++'d�0d0$!/!d
?/d/5/0!)d.!/+1.�!/Ld�/d"+((+3/M

��NXEHFWO�JHW�SRGV���QDPHVSDFH NXEH�V\VWHP

�!d/$+1( d/!!d/+)!0$%*#d/%)%(�.d0+d0$!d"+((+3%*#M

HWFG�HPSW\�GLU�FOHDQXS�NXEHUQHWHV�PDVWHU
HWFG�VHUYHU�HYHQWV�NXEHUQHWHV�PDVWHU
HWFG�VHUYHU�NXEHUQHWHV�PDVWHU
IOXHQWG�FORXG�ORJJLQJ�NXEHUQHWHV�PDVWHU
IOXHQWG�FORXG�ORJJLQJ�NXEHUQHWHV�PLQLRQ�JURXS�[[[[
KHDSVWHU�Y������[[[[
NXEH�DGGRQ�PDQDJHU�NXEHUQHWHV�PDVWHU
NXEH�DSLVHUYHU�NXEHUQHWHV�PDVWHU
NXEH�FRQWUROOHU�PDQDJHU�NXEHUQHWHV�PDVWHU
NXEH�GQV�[[[[
NXEH�GQV�DXWRVFDOHU�[[[[
NXEH�SUR[\�NXEHUQHWHV�PLQLRQ�JURXS�[[[[
NXEH�VFKHGXOHU�NXEHUQHWHV�PDVWHU
NXEHUQHWHV�GDVKERDUG�[[[[
O��GHIDXOW�EDFNHQG�[[[[
O��OE�FRQWUROOHU�Y������NXEHUQHWHV�PDVWHU
PRQLWRULQJ�LQIOX[GE�JUDIDQD�[[[[
QRGH�SUREOHP�GHWHFWRU�Y����[[[[
UHVFKHGXOHU�Y������NXEHUQHWHV�PDVWHU
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�$!d"%./0d/%4d(%*!/d/$+1( d(++'d"�)%(%�.Kd�+)!d+"d0$!/!d�.!d0$!d/!.2%�!/d3!d/�3d.1**%*#d+*d0$!
)�/0!.d�* d3%((d/!!d,%!�!/d+"d0$!/!d+*d0$!d*+ !/Kd�$!.!d�.!d�d"!3d�  %0%+*�(d/!.2%�!/d3!
$�2!d*+0d/!!*d5!0Kd�$!dkube-dnsd+,0%+*d,.+2% !/d0$!d���d�* d/!.2%�!d %/�+2!.5
,(1)�%*#Ldkubernetes-dashboard-xxxxd%/d0$!d1/!.d%*0!."��!d"+.d
1�!.*!0!/Ldl7-
default-backend-xxxxd,.+2% !/d0$!d !"�1(0d(+� d��(�*�%*#d���'!* d"+.d0$!d*!3d��5!.a>
(+� d��(�*�%*#d��,��%(%05Ld�* dheapster-v1.2.0-xxxxd�* dmonitoring-influx-
grafanad,.+2% !d0$!d
!�,/0!.d �0���/!d�* d1/!.d%*0!."��!d0+d)+*%0+.d.!/+1.�!d1/�#!
��.+//d0$!d�(1/0!.Kd�%*�((5Ldkube-proxy-kubernetes-minion-group-xxxxdd%/d0$!d,.+45
3$%�$d %.!�0/d0.�""%�d0+d0$!d,.+,!.d���'%*#d/!.2%�!/d�* d,+ /d.1**%*#d+*d+1.d�(1/0!.K

�"d3!d % d��
d%*0+d�d.�* +)d)%*%+*Ld3!d3+1( d/!!d/!2!.�(d�+*0�%*!./d0$�0d.1*d��.+//d�d"!3
+"d0$!/!d,+ /Kd�d/�),(!d)%#$0d(++'d(%'!d0$%/d%)�#!M

Minion container listing

�#�%*Ld3!d/�3d�d/%)%(�.d(%*!d1,d+"d/!.2%�!/d+*d0$!d)�/0!.Kd�$!d/!.2%�!/d3!d % d*+0d/!!d+*d0$!
)�/0!.d%*�(1 !d0$!d"+((+3%*#M

kubednsMd�$%/d�+*0�%*!.d)+*%0+./d0$!d/!.2%�!d�* d!* ,+%*0d.!/+1.�!/d%*

1�!.*!0!/d�* d/5*�$.+*%6!/d�*5d�$�*#!/d0+d���d(++'1,/K
kube-dnsmasqMd�$%/d%/d�*+0$!.d�+*0�%*!.d0$�0d,.+2% !/d���d���$%*#K
dnsmasq-metricsMd�$%/d,.+2% !/d)!0.%�d.!,+.0%*#d"+.d���d/!.2%�!/d%*d�(1/0!.K
l7-defaultbackendMd�$%/d%/d0$!d !"�1(0d���'!* d"+.d$�* (%*#d0$!d	��d�>d(+� 
��(�*�!.d�* d�*#.!//K
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kube-proxyMd�$%/d%/d0$!d*!03+.'d�* d/!.2%�!d,.+45d"+.d5+1.d�(1/0!.Kd�$%/
�+),+*!*0d)�'!/d/1.!d/!.2%�!d0.�""%�d%/d %.!�0! d0+d3$!.!2!.d5+1.d3+.'(+� /d�.!
.1**%*#d+*d0$!d�(1/0!.Kd�!d3%((d!4,(+.!d0$%/d%*d)+.!d !,0$d(�0!.d%*d0$!d�++'K
heapsterMd�$%/d�+*0�%*!.d%/d"+.d)+*%0+.%*#d�* d�*�(50%�/K
addon-resizerMd�$%/d�(1/0!.d10%(%05d%/d"+.d/��(%*#d�+*0�%*!./K
heapster_grafanaMd�$%/d +!/d.!/+1.�!d1/�#!d�* d)+*%0+.%*#K
heapster_influxdbMd�$%/d0%)!a/!.%!/d �0���/!d%/d"+.d
!�,/0!.d �0�K
cluster-proportional-autoscalerMd�$%/d�(1/0!.d10%(%05d%/d"+.d/��(%*#
�+*0�%*!./d%*d,.+,+.0%+*d0+d0$!d�(1/0!.d/%6!K
exechealthzMd�$%/d,!."+.)/d$!�(0$d�$!�'/d+*d0$!d,+ /K

�#�%*Ld�d$�2!d+)%00! d0$!d�) =;d"+.d)�*5d+"d0$!/!d*�)!/d0+d)�'!d0$%/
)+.!d#!*!.%�Kd�$!d,1.,+/!d+"d0$!d,+ /d.!)�%*/d0$!d/�)!K

7HDU�GRZQ�FOXVWHU
�(.%#$0Ld0$%/d%/d+1.d"%./0d�(1/0!.d+*d	��Ld�10d(!0X/d!4,(+.!d/+)!d+0$!.d,.+2% !./Kd�+d'!!,
0$%*#/d/%),(!Ld3!d*!! d0+d.!)+2!d0$!d+*!d3!d&1/0d�.!�0! d+*d	��Kd�!d��*d0!�.d +3*d0$!d
�(1/0!.d3%0$d+*!d/%),(!d�+))�* M

��NXEH�GRZQ�VK

:RUNLQJ�ZLWK�RWKHU�SURYLGHUV
�5d !"�1(0Ld
1�!.*!0!/d1/!/d0$!d	��d,.+2% !.d"+.d	++#(!d�(+1 Kd�!d��*d+2!..% !d0$%/
 !"�1(0d�5d/!00%*#d0$!dKUBERNETES_PROVIDERd!*2%.+*)!*0d2�.%��(!Kd�$!d"+((+3%*#d
,.+2% !./d�.!d/1,,+.0! d3%0$d2�(1!/d(%/0! d%*d0$%/d0��(!M

�.+2% !. 
���������Y��������a2�(1! �5,!

	++#(!a�+),10!
�*#%*!

gce �1�(%�d�(+1 

	++#(!a�+*0�%*!.
�*#%*!

gke �1�(%�d�(+1 

�)�6+*a�!�a�!.2%�!/ aws �1�(%�d�(+1 
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�%�.+/+"0a�61.! azure �1�(%�d�(+1 


�/$%�+.,a��#.�*0 vagrant �%.01�(d !2!(+,)!*0
!*2%.+*)!*0

��3�.!a2�,$!.! vsphere �.%2�0!d�(+1 ^+*a,.!)%/!
2%.01�(%6�0%+*

�%�2%.0a.1**%*#a�+.!�� libvirt-coreos �%.01�(%6�0%+*d)�*�#!)!*0
0++(

��*+*%��(a�1&1aQ"+('/
�!$%* a��1*01R

juju ��d/!.2%�!d+.�$!/0.�0%+*d0++(

Kubernetes providers

�!0X/d0.5d/!00%*#d1,d0$!d�(1/0!.d+*d���Kd�/d�d,.!.!-1%/%0!Ld3!d*!! d0+d$�2!d���d�+))�* 
�%*!a�*0!."��!dQ���Rd%*/0�((! d�* d�+*"%#1.! d"+.d+1.d���+1*0Kd�$!d���d���d%*/0�((�0%+*
�* d�+*"%#1.�0%+*d +�1)!*0�0%+*d��*d�!d"+1* d�0d0$!d"+((+3%*#d(%*'/M

�*/0�((�0%+*d +�1)!*0�0%+*M
http://docs.aws.amazon.com/cli/latest/userguide/installing.html#instal
l-bundle-other-os

�+*"%#1.�0%+*d +�1)!*0�0%+*M
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-start
ed.html

�$!*Ld%0d%/d�d/%),(!d!*2%.+*)!*0d2�.%��(!d/!00%*#Ld�/d"+((+3/M

��H[SRUW�.8%(51(7(6B3529,'(5 DZV

�#�%*Ld3!d��*d1/!d0$!dkube-up.shd�+))�* d0+d/,%*d1,d0$!d�(1/0!.Ld�/d"+((+3/M

��NXEH�XS�VK

http://docs.aws.amazon.com/cli/latest/userguide/installing.html#install-bundle-other-os
http://docs.aws.amazon.com/cli/latest/userguide/installing.html#install-bundle-other-os
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
http://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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�/d3%0$d	��Ld0$!d/!01,d��0%2%05d3%((d0�'!d�d"!3d)%*10!/Kd�0d3%((d/0�#!d"%(!/d%*d�:d�* d�.!�0!
0$!d�,,.+,.%�0!d%*/0�*�!/Ld�%.01�(a�.%2�0!a�(+1 aQ���RLd/!�1.%05d#.+1,/Ld�* d/+d+*d%*d+1.
���d���+1*0Kd�$!*Ld0$!d
1�!.*!0!/d�(1/0!.d3%((d�!d/!0d1,d�* d/0�.0! Kd�*�!d!2!.50$%*#d%/d
"%*%/$! d�* d/0�.0! Ld3!d/$+1( d/!!d0$!d�(1/0!.d2�(% �0%+*d�0d0$!d!* d+"d0$!d+10,10M

AWS cluster validation

�+0!d0$�0d0$!d.!#%+*d3$!.!d0$!d�(1/0!.d%/d/,1*d1,d%/d !0!.)%*! d�5d0$!
KUBE_AWS_ZONEd!*2%.+*)!*0d2�.%��(!Kd�5d !"�1(0Ld0$%/d%/d/!0d0+dus-west-2adQ0$!d.!#%+*d%/
 !.%2! d".+)d0$%/d�2�%(��%(%05d�+*!RKd�2!*d%"d5+1d$�2!d�d.!#%+*d/!0d%*d5+1.d���d���Ld%0d3%((
1/!d0$!d.!#%+*d !"%*! d%*dKUBE_AWS_ZONEK
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�*�!d�#�%*Ld3!d3%((d��
d%*0+d)�/0!.Kd�$%/d0%)!Ld3!d��*d1/!d0$!d*�0%2!d��
d�(%!*0Kd�!X((d"%* 
0$!d'!5d"%(!/d%*d/home/<username>/.sshM

��VVK��Y��L��KRPH��XVHUQDPH!��VVK�NXEHBDZVBUVD�XEXQWX#�<RXU�PDVWHU�,3!

�!X((d1/!dsudo docker ps --format 'table {{.Image}}t{{.Status}}'d0+d!4,(+.!
0$!d.1**%*#d�+*0�%*!./Kd�!d/$+1( d/!!d/+)!0$%*#d(%'!d0$!d"+((+3%*#M

Master container listing (AWS)

�!d/!!d/+)!d+"d0$!d/�)!d�+*0�%*!./d�/d+1.d	��d�(1/0!.d$� Kd
+3!2!.Ld0$!.!d�.!d/!2!.�(
)%//%*#Kd�!d/!!d0$!d�+.!d
1�!.*!0!/d�+),+*!*0/Ld�10d0$!dfluentd-gcpd/!.2%�!d%/d)%//%*#
�/d3!((d�/d/+)!d+"d0$!d*!3!.d10%(%0%!/d/1�$d�/dnode-problem-
detectordLdreschedulerdLdglbcdLdkube-addon-managerdLd�* detcd-empty-dir-
cleanupKd�$%/d.!"(!�0/d/+)!d+"d0$!d/1�0(!d %""!.!*�!/d%*d0$!dkube-upd/�.%,0d�!03!!*d2�.%+1/
�1�(%�d�(+1 d,.+2% !./Kd�$%/d%/d1(0%)�0!(5d !�% ! d�5d0$!d!""+.0/d+"d0$!d(�.#!d
1�!.*!0!/
+,!*a/+1.�!d�+))1*%05Ld�10d	��d+"0!*d$�/d)�*5d+"d0$!d(�0!/0d"!�01.!/d"%./0K

�*d0$!d���d,.+2% !.Ld�(�/0%�/!�.�$d�* d
%��*�d�.!d/!0d1,d"+.d1/Kd�!d��*d"%* d0$!d
%��*�
��d1/%*#d0$!d"+((+3%*#d/5*0�4d�/d���M

https://<your master ip>/api/v1/proxy/namespaces/kube-
system/services/kibana-logging

�/d%*d0$!d��/!d+"d0$!d��Ld5+1d3%((d�!d,.+),0! d"+.d� )%*d�.! !*0%�(/Ld3$%�$d��*d�!d+�0�%*! 
1/%*#d0$!dconfigd�+))�* Ld�/d/$+3*d$!.!M

��NXEHFWO�FRQILJ�YLHZ
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�*d0$!d"%./0d2%/%0Ld5+1X((d*!! d0+d/!0d1,d5+1.d%* !4Kd�+1d��*d(!�2!d0$!d !"�1(0/d�* d�$++/!
Z0%)!/0�),a"+.d0$!d�%)!a"%!( d*�)!Kd�$!*Ld�(%�'d+*d�.!�0!d�* d5+1X((d�!d0�'!*d0+d0$!d%* !4
/!00%*#/d,�#!Kd�.+)d0$!.!Ld�(%�'d+*d0$!d�%/�+2!.a0��d�0d0$!d0+,d�* d5+1d��*d!4,(+.!d0$!d(+#
 �/$�+�. /M

Kubernetes Kibana dashboard

5HVHWWLQJ�WKH�FOXVWHU
�+1d&1/0d$� d�d(%00(!d0�/0!d+"d.1**%*#d0$!d�(1/0!.d+*d���Kd�+.d0$!d.!)�%* !.d+"d0$!d�++'Ld�
3%((d�!d��/%*#d)5d!4�),(!/d+*d�d	��d�(1/0!.Kd�+.d0$!d�!/0d!4,!.%!*�!d"+((+3%*#d�(+*#Ld5+1
��*d#!0d���'d0+d�d	��d�(1/0!.d!�/%(5K
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�%),(5d0!�.d +3*d0$!d���d�(1/0!.Ld�/d"+((+3/M

��NXEH�GRZQ�VK

�$!*Ld�.!�0!d�d	��d�(1/0!.d�#�%*d1/%*#d0$!d"+((+3%*#M

��H[SRUW�.8%(51(7(6B3529,'(5 JFH
��NXEH�XS�VK

0RGLI\LQJ�NXEH�XS�SDUDPHWHUV
�0X/d3+.0$d#!00%*#d0+d'*+3d0$!d,�.�)!0!./d1/! d"+.d0$!dkube-up.shd/�.%,0Kd���$d,.+2% !.
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apiVersion: v1
kind: Pod
metadata:
  name: node-js-pod
spec:
  containers:
  - name: node-js-pod
    image: bitnami/apache:latest
    ports:
    - containerPort: 80
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apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js
  labels:
    name: node-js
spec:
  replicas: 3
  selector:
    name: node-js
  template:
    metadata:
      labels:
        name: node-js
    spec:
      containers:
      - name: node-js
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80

�%/0%*#`9_9Mdnodejs-controller.yaml

�$%/d%/d0$!d"%./0d.!/+1.�!d !"%*%0%+*d"%(!d"+.d+1.d�(1/0!.Ld/+d(!0X/d0�'!d�d�(+/!.d(++'Kd�+1X((d*+0!
0$�0d%0d$�/d"+1.d"%./0a(!2!(d!(!)!*0/dQkindLdapiVersionLdmetadataLd�* dspecRKd�$!/!d�.!
�+))+*d�)+*#d�((d0+,a(!2!(d
1�!.*!0!/d.!/+1.�!d !"%*%0%+*/M

KindMd�$%/d0!((/d
?/d0$!d05,!d+"d.!/+1.�!d3!d�.!d�.!�0%*#Kd�*d0$%/d��/!Ld0$!d05,!d%/
ReplicationControllerKd�$!dkubectld/�.%,0d1/!/d�d/%*#(!dcreated�+))�* 
"+.d�((d05,!/d+"d.!/+1.�!/Kd�$!d�!*!"%0d$!.!d%/d0$�0d5+1d��*d!�/%(5d�.!�0!d�d*1)�!.
+"d.!/+1.�!/d+"d2�.%+1/d05,!/d3%0$+10d0$!d*!! d"+.d/,!�%"5%*#d%* %2% 1�(
,�.�)!0!./d"+.d!��$d05,!Kd
+3!2!.Ld%0d.!-1%.!/d0$�0d0$!d !"%*%0%+*d"%(!/d��*
% !*0%"5d3$�0d%0d%/d0$!5d�.!d/,!�%"5%*#K
apiVersionMd�$%/d/%),(5d0!((/d
1�!.*!0!/d3$%�$d2!./%+*d+"d0$!d/�$!)�d3!d�.!
1/%*#Kd
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MetadataMd�$%/d%/d3$!.!d3!d3%((d#%2!d0$!d.!/+1.�!d�d*�)!d�* d�(/+d/,!�%"5d(��!(/
0$�0d3%((d�!d1/! d0+d/!�.�$d�* d/!(!�0d.!/+1.�!/d"+.d�d#%2!*d+,!.�0%+*Kd�$!
)!0� �0�d!(!)!*0d�(/+d�((+3/d5+1d0+d�.!�0!d�**+0�0%+*/Ld3$%�$d�.!d"+.d0$!d*+*a
% !*0%"5%*#d%*"+.)�0%+*d0$�0d)%#$0d�!d1/!"1(d"+.d�(%!*0d0++(/d�* d(%�.�.%!/K
�%*�((5Ld3!d$�2!dspecLd3$%�$d3%((d2�.5d��/! d+*d0$!dkindd+.d05,!d+"d.!/+1.�!d3!
�.!d�.!�0%*#Kd�*d0$%/d��/!Ld%0X/dReplicationControllerLd3$%�$d!*/1.!/d0$!
 !/%.! d*1)�!.d+"d,+ /d�.!d.1**%*#Kd�$!dreplicasd!(!)!*0d !"%*!/d0$!d !/%.! 
*1)�!.d+"d,+ /Ld0$!dselectord!(!)!*0d0!((/d0$!d�+*0.+((!.d3$%�$d,+ /d0+d3�0�$L
�* d"%*�((5Ld0$!dtemplated!(!)!*0d !"%*!/d�d0!),(�0!d0+d(�1*�$d�d*!3d,+ Kd�$!
templated/!�0%+*d�+*0�%*/d0$!d/�)!d,%!�!/d3!d/�3d%*d+1.d,+ d !"%*%0%+*d!�.(%!.K
�*d%),+.0�*0d0$%*#d0+d*+0!d%/d0$�0d0$!dselectord2�(1!/d*!! d0+d)�0�$d0$!
labelsd2�(1!/d/,!�%"%! d%*d0$!d,+ d0!),(�0!Kd�!)!)�!.d0$�0d0$%/d)�0�$%*#d%/
1/! d0+d/!(!�0d0$!d,+ /d�!%*#d)�*�#! K

�+3Ld(!0X/d0�'!d�d(++'d�0d0$!d/!.2%�!d !"%*%0%+*M

apiVersion: v1
kind: Service
metadata:
  name: node-js
  labels:
    name: node-js
spec:
  type: LoadBalancer
  ports:
  - port: 80
  selector:
    name: node-js

�%/0%*#`9_:Mdnodejs-rc-service.yaml

�$!d����d$!.!d%/d/%)%(�.d0+dReplicationControllerKd�$!d)�%*d %""!.!*�!d%/d/!!*d%*d0$!
/!.2%�!dspecd!(!)!*0Kd
!.!Ld3!d !"%*!d0$!dServiced05,!Ld(%/0!*%*#dportLd�* dselectorL
3$%�$d0!((d0$!dServiced,.+45d3$%�$d,+ /d��*d�*/3!.d0$!d/!.2%�!K


1�!.*!0!/d/1,,+.0/d�+0$d����d�* d����d"+.)�0/d"+.d !"%*%0%+*d"%(!/K
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�.!�0!d0$!d�+ !K&/d!4,.!//d.!,(%��0%+*d�+*0.+((!.M

��NXEHFWO�FUHDWH��I�QRGHMV�FRQWUROOHU�\DPO

�$!d+10,10d%/d�/d"+((+3/M

UHSOLFDWLRQFRQWUROOHU��QRGH�MV��FUHDWHG

�$%/d#%2!/d1/d�d.!,(%��0%+*d�+*0.+((!.d0$�0d!*/1.!/d0$�0d0$.!!d�+,%!/d+"d0$!d�+*0�%*!.d�.!
�(3�5/d.1**%*#M

��NXEHFWO�FUHDWH��I�QRGHMV�UF�VHUYLFH�\DPO

�$!d+10,10d%/d�/d"+((+3/M

VHUYLFH��QRGH�MV��FUHDWHG

�*d	��Ld0$%/d3%((d�.!�0!d�*d!40!.*�(d(+� d��(�*�!.d�* d"+.3�. %*#d.1(!/Ld�10d5+1d)�5d*!! 
0+d�  d�  %0%+*�(d"%.!3�((d.1(!/Kd�*d)5d��/!Ld0$!d"%.!3�((d3�/d�(.!� 5d+,!*d"+.d,+.0d80K

+3!2!.Ld5+1d)�5d*!! d0+d+,!*d0$%/d,+.0Ld!/,!�%�((5d%"d5+1d !,(+5d�d/!.2%�!d3%0$d,+.0/
+0$!.d0$�*d80d�* d443K

�(.%#$0Ld*+3d3!d$�2!d�d.1**%*#d/!.2%�!Ld3$%�$d)!�*/d0$�0d3!d��*d���!//d0$!d�+ !K&/
/!.2!./d".+)d�d.!(%��(!d���Kd�!0X/d0�'!d�d(++'d�0d+1.d.1**%*#d/!.2%�!/M

��NXEHFWO�JHW�VHUYLFHV

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Services listing
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�*d0$!d,.!�! %*#d%)�#!dQ�!.2%�!/`(%/0%*#RLd3!d/$+1( d*+0!d0$�0d0$!dnode-jsd/!.2%�!d%/
.1**%*#Ld�* d%*d0$!d��Q�Rd�+(1)*Ld3!d/$+1( d$�2!d�+0$d�d,.%2�0!d�* d�d,1�(%�
Q130.211.186.84d%*d0$!d/�.!!*/$+0Rd��d�  .!//Kd�"d5+1d +*X0d/!!d0$!d!40!.*�(d��Ld5+1d)�5
*!! d0+d3�%0d�d)%*10!d"+.d0$!d��d0+d�!d�((+��0! d".+)d	��Kd�!0X/d/!!d%"d3!d��*d�+**!�0d�5
+,!*%*#d1,d0$!d,1�(%�d�  .!//d%*d�d�.+3/!.M

Container info application

�+1d/$+1( d/!!d/+)!0$%*#d(%'!d0$!d"%#1.!d�+*0�%*!.`%*"+`�,,(%��0%+*dKd�"d3!d2%/%0d)1(0%,(!
0%)!/Ld5+1d/$+1( d*+0!d0$�0d0$!d�+*0�%*!.d*�)!d�$�*#!/Kd�//!*0%�((5Ld0$!d/!.2%�!d(+� 
��(�*�!.d%/d.+0�0%*#d�!03!!*d�2�%(��(!d,+ /d+*d0$!d���'!* K

�.+3/!./d1/1�((5d���$!d3!�d,�#!/Ld/+d0+d.!�((5d/!!d0$!d�+*0�%*!.d*�)!
�$�*#!Ld5+1d)�5d*!! d0+d�(!�.d5+1.d���$!d+.d1/!d�d,.+45d(%'!d0$%/d+*!M
https://hide.me/en/proxy

�!0X/d0.5d,(�5%*#d�$�+/d)+*'!5d�d�%0d�* d'%((d+""d�d"!3d�+*0�%*!./d0+d/!!d3$�0d
1�!.*!0!/
 +!/Kd�*d+. !.d0+d +d0$%/Ld3!d*!! d0+d/!!d3$!.!d0$!d,+ /d�.!d��01�((5d.1**%*#Kd�%./0Ld(!0X/d(%/0
+1.d,+ /M

��NXEHFWO�JHW�SRGV
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Currently running pods

�+3Ld(!0X/d#!0d/+)!d)+.!d !0�%(/d+*d+*!d+"d0$!d,+ /d.1**%*#d�dnode-jsd�+*0�%*!.Kd�+1d��*
 +d0$%/d3%0$d0$!ddescribed�+))�* d3%0$d+*!d+"d0$!d,+ d*�)!/d(%/0! d%*d0$!d(�/0d�+))�* M

��NXEHFWO�GHVFULEH�SRG�QRGH�MV�VMF��

https://hide.me/en/proxy
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Pod description

�+1d/$+1( d/!!d0$!d,.!�! %*#d+10,10Kd�$!d%*"+.)�0%+*d3!d*!! d%/d0$!dNode:d/!�0%+*Kd�!0X/
1/!d0$!d*+ !d*�)!d0+d��
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3+.'(+� M

��JFORXG�FRPSXWH���SURMHFW���<RXU�SURMHFW�,'!��VVK���]RQH���\RXU�JFH�]RQH!�
��1RGH�IURP
SRG�GHVFULEH!�

�*�!d��
! d%*0+d0$!d*+ !Ld%"d3!d.1*d�dsudo docker psd�+))�* Ld3!d/$+1( d/!!d�0d(!�/0
03+d�+*0�%*!./Md+*!d.1**%*#d0$!dpaused%)�#!d�* d+*!d.1**%*#d0$!d��01�(dnode-express-
infod%)�#!Kd�+1d)�5d/!!d)+.!d%"d0$!d
?/d/�$! 1(! d)+.!d0$�*d+*!d.!,(%��d+*d0$%/d*+ !K
�!0X/d#.��d0$!d�+*0�%*!.d��d+"d0$!djonbaier/node-express-infod%)�#!dQ*+0
gcr.io/google_containers/pauseRd�* d'%((d%0d+""d0+d/!!d3$�0d$�,,!*/Kd��2!d0$%/
�+*0�%*!.d��d/+)!3$!.!d"+.d(�0!.M

��VXGR�GRFNHU�SV���ILOWHU �QDPH QRGH�MV�
��VXGR�GRFNHU�VWRS��QRGH�H[SUHVV�FRQWDLQHU�LG!
��VXGR�GRFNHU�UP��FRQWDLQHU�LG!
��VXGR�GRFNHU�SV���ILOWHU �QDPH QRGH�MV�
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�*(!//d5+1d�.!d.!�((5d-1%�'d5+1X((d,.+���(5d*+0!d0$�0d0$!.!d%/d/0%((d�dnode-express-info
�+*0�%*!.d.1**%*#Ld�10d(++'d�(+/!(5d�* d5+1X((d*+0!d0$�0d0$!dcontainer idd%/d %""!.!*0d�* 
0$!d�.!�0%+*d0%)!d/0�),d/$+3/d+*(5d�d"!3d/!�+* /d�#+Kd�"d5+1d#+d���'d0+d0$!d/!.2%�!d���Ld%0
%/d"1*�0%+*%*#d�/d*+.)�(Kd	+d�$!� d�* d!4%0d0$!d��
d/!//%+*d"+.d*+3K


!.!Ld3!d�.!d�(.!� 5d/!!%*#d
1�!.*!0!/d,(�5%*#d0$!d.+(!d+"d+*a��((d+,!.�0%+*/d!*/1.%*#d0$�0
+1.d�,,(%��0%+*d%/d�(3�5/d.1**%*#K

�!0X/d/!!d%"d3!d��*d"%* d�*5d!2% !*�!d+"d0$!d+10�#!Kd	+d0+d0$!d�2!*0/d,�#!d%*d0$!d
1�!.*!0!/
��Kd�+1d��*d"%* d%0d�5d*�2%#�0%*#d0+d0$!d�+ !/d,�#!d+*d0$!d)�%*d
?/d �/$�+�. Kd�!(!�0d�
*+ !d".+)d0$!d(%/0dQ0$!d/�)!d+*!d0$�0d3!d��
! d%*0+Rd�* d/�.+((d +3*d0+d�2!*0/d+*d0$!d*+ !
 !0�%(/d,�#!K

�+1d3%((d/!!d�d/�.!!*d/%)%(�.d0+d0$!d"+((+3%*#d/�.!!*/$+0M

Kubernetes UI event page
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�+1d/$+1( d/!!d0$.!!d.!�!*0d!2!*0/Kd�%./0Ld
1�!.*!0!/d,1((/d0$!d%)�#!Kd�!�+* Ld%0d�.!�0!/d�
*!3d�+*0�%*!.d3%0$d0$!d,1((! d%)�#!Kd�%*�((5Ld%0d/0�.0/d0$�0d�+*0�%*!.d�#�%*Kd�+1X((d*+0!d0$�0L
".+)d0$!d0%)!d/0�),/Ld0$%/d�((d$�,,!*/d%*d(!//d0$�*d�d/!�+* Kd�%)!d0�'!*d)�5d2�.5d��/! d+*
0$!d�(1/0!.d/%6!d�* d%)�#!d,1((/Ld�10d0$!d.!�+2!.5d%/d2!.5d-1%�'K

0RUH�RQ�ODEHOV
�/d)!*0%+*! d,.!2%+1/(5Ld(��!(/d�.!d&1/0d/%),(!d'!5a2�(1!d,�%./Kd�$!5d�.!d�2�%(��(!d+*d,+ /L
.!,(%��0%+*d�+*0.+((!./Ld.!,(%��d/!0/Ld/!.2%�!/Ld�* d)+.!Kd�"d5+1d.!��((d+1.d/!.2%�!d����Ld%*
�%/0%*#`9_:Mdnodejs-rc-service.yamlLd0$!.!d3�/d�dselectord�00.%�10!Kd�$!
selectord�00.%�10!d0!((/d
1�!.*!0!/d3$%�$d(��!(/d0+d1/!d%*d"%* %*#d,+ /d0+d"+.3�. d0.�""%�
"+.d0$�0d/!.2%�!K


?/d�((+3/d1/!./d0+d3+.'d3%0$d(��!(/d %.!�0(5d+*d.!,(%��0%+*d�+*0.+((!./Ld.!,(%��d/!0/Ld�* 
/!.2%�!/Kd�!0X/d)+ %"5d+1.d.!,(%��/d�* d/!.2%�!/d0+d%*�(1 !d�d"!3d)+.!d(��!(/Kd�*�!d�#�%*L
1/!d5+1.d"�2+.%0!d! %0+.d�* d�.!�0!d0$!/!d03+d"%(!/Ld�/d"+((+3/M

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-labels
  labels:
    name: node-js-labels
    app: node-js-express
    deployment: test
spec:
  replicas: 3
  selector:
    name: node-js-labels
    app: node-js-express
    deployment: test
  template:
    metadata:
      labels:
        name: node-js-labels
        app: node-js-express
        deployment: test
    spec:
      containers:
      - name: node-js-labels
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80
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�%/0%*#`9_;Mdnodejs-labels-controller.yaml

apiVersion: v1
kind: Service
metadata:
  name: node-js-labels
  labels:
    name: node-js-labels
    app: node-js-express
    deployment: test
spec:
  type: LoadBalancer
  ports:
  - port: 80
  selector:
    name: node-js-labels
    app: node-js-express
    deployment: test

�%/0%*#`9_<Mdnodejs-labels-service.yaml

�.!�0!d0$!d.!,(%��0%+*d�+*0.+((!.d�* d/!.2%�!d�/d"+((+3/M

��NXEHFWO�FUHDWH��I�QRGHMV�ODEHOV�FRQWUROOHU�\DPO
��NXEHFWO�FUHDWH��I�QRGHMV�ODEHOV�VHUYLFH�\DPO

�!0X/d0�'!d�d(++'d�0d$+3d3!d��*d1/!d(��!(/d%*d!2!.5 �5d)�*�#!)!*0Kd�$!d"+((+3%*#d0��(!
/$+3/d1/d0$!d+,0%+*/d0+d/!(!�0d(��!(/M

�,!.�0+./ �!/�.%,0%+* �4�),(!

=d+.d== �+1d��*d1/!d!%0$!.d/05(!d0+d/!(!�0d'!5/d3%0$d2�(1!/
!-1�(d0+d0$!d/0.%*#d+*d0$!d.%#$0

name = apache

!= �!(!�0d'!5/d3%0$d2�(1!/d0$�0d +d*+0d!-1�(d0$!d/0.%*#
+*d0$!d.%#$0

Environment != test

in �!(!�0d.!/+1.�!/d3$+/!d(��!(/d$�2!d'!5/d3%0$
2�(1!/d%*d0$%/d/!0

tier in (web, app)

notin �!(!�0d.!/+1.�!/d3$+/!d(��!(/d$�2!d'!5/d3%0$
2�(1!/d*+0d%*d0$%/d/!0

tier notin (lb, app)

<Key name> �/!d�d'!5d*�)!d+*(5d0+d/!(!�0d.!/+1.�!/d3$+/!
(��!(/d�+*0�%*d0$%/d'!5

tier

Label selectors
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�!0X/d0.5d(++'%*#d"+.d.!,(%��/d3%0$dtestd !,(+5)!*0/M

��NXEHFWO�JHW�UF��O�GHSOR\PHQW WHVW

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Replication controller listing

�+1X((d*+0%�!d0$�0d%0d+*(5d.!01.*/d0$!d.!,(%��0%+*d�+*0.+((!.d3!d&1/0d/0�.0! Kd
+3d��+10
/!.2%�!/d3%0$d�d(��!(d*�)! dcomponentOd�/!d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�JHW�VHUYLFHV��O�FRPSRQHQW

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Listing of services with a label named component


!.!Ld3!d/!!d0$!d�+.!d
1�!.*!0!/d/!.2%�!d+*(5Kd�%*�((5Ld(!0X/d&1/0d#!0d0$!dnode-jsd/!.2!./d3!
/0�.0! d%*d0$%/d�$�,0!.Kd�!!d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�JHW�VHUYLFHV��O��QDPH�LQ��QRGH�MV�QRGH�MV�ODEHOV��

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Listing of services with a label name and a value of node-js or node-js-labels

�  %0%+*�((5Ld3!d��*d,!."+.)d)�*�#!)!*0d0�/'/d��.+//d�d*1)�!.d+"d,+ /d�* d/!.2%�!/Kd�+.
!4�),(!Ld3!d��*d'%((d�((d.!,(%��0%+*d�+*0.+((!./d0$�0d�.!d,�.0d+"d0$!ddemod !,(+5)!*0dQ%"d3!
$� d�*5d.1**%*#RLd�/d"+((+3/M

��NXEHFWO�GHOHWH�UF��O�GHSOR\PHQW GHPR
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�0$!.3%/!Ld'%((d�((d/!.2%�!/d0$�0d�.!d,�.0d+"d�dproductiond+.dtestd !,(+5)!*0dQ�#�%*Ld%"d3!
$� d�*5d.1**%*#RLd�/d"+((+3/M

��NXEHFWO�GHOHWH�VHUYLFH��O��GHSOR\PHQW�LQ��WHVW��SURGXFWLRQ��

�0X/d%),+.0�*0d0+d*+0!d0$�0Ld3$%(!d(��!(d/!(!�0%+*d%/d-1%0!d$!(,"1(d%*d �5a0+a �5d)�*�#!)!*0
0�/'/Ld%0d +!/d.!-1%.!d,.+,!.d !,(+5)!*0d$5#%!*!d+*d+1.d,�.0Kd�!d*!! d0+d)�'!d/1.!d0$�0
3!d$�2!d�d0�##%*#d/0�* �. d�* d0$�0d%0d%/d��0%2!(5d"+((+3! d%*d0$!d.!/+1.�!d !"%*%0%+*d"%(!/
"+.d!2!.50$%*#d3!d.1*d+*d
1�!.*!0!/K

�$%(!d3!d1/! d/!.2%�!d !"%*%0%+*d����d"%(!/d0+d�.!�0!d+1.d/!.2%�!/d0$1/
"�.Ld5+1d��*d��01�((5d�.!�0!d0$!)d1/%*#d�dkubectld�+))�* d+*(5Kd�+d0.5
0$%/d+10Ld"%./0d.1*d0$!dget podsd�+))�* d�* d#!0d+*!d+"d0$!dnode-jsd,+ 
*�)!/Kd�!40Ld1/!d0$!d"+((+3%*#dexposed�+))�* d0+d�.!�0!d�d/!.2%�!
!* ,+%*0d"+.d&1/0d0$�0d,+ M
��NXEHFWO�H[SRVH�SRGV�QRGH�MV�J[NL[���SRUW �����
QDPH WHVWLQJ�YLS���FUHDWH�H[WHUQDO�ORDG�EDODQFHU WUXH

�$%/d3%((d�.!�0!d�d/!.2%�!d*�)! dtesting-vipd�* d�(/+d�d,1�(%�dvipdQ(+� 
��(�*�!.d��Rd0$�0d��*d�!d1/! d0+d���!//d0$%/d,+ d+2!.d,+.0d80K
�$!.!d�.!d*1)�!.d+"d+0$!.d+,0%+*�(d,�.�)!0!./d0$�0d��*d�!d1/! Kd�$!/!d��*
�!d"+1* d3%0$d0$!d"+((+3%*#d�+))�* M
kubectl expose --help

5HSOLFD�VHWV
�/d %/�1//! d!�.(%!.Ld.!,(%��d/!0/d�.!d0$!d*!3d�* d%),.+2! d2!./%+*d+"d.!,(%��0%+*
�+*0.+((!./Kd�$!5d0�'!d� 2�*0�#!d+"d/!0a��/! d(��!(d/!(!�0%+*Ld�10d0$!5d�.!d/0%((d�+*/% !.! 
�!0�d�0d0%)!d+"d0$%/d3.%0%*#K

!.!d%/d�*d!4�),(!d+"d�dReplicaSetd��/! d+*d�* d/%)%(�.d0+d0$!
ReplicationControllerd%*d(%/0%*#`9_;M

apiVersion: extensions/v1beta1
kind: ReplicaSet
metadata:
  name: node-js-rs
spec:
  replicas: 3
  selector:
    matchLabels:
      app: node-js-express
      deployment: test
    matchExpressions:
      - {key: name, operator: In, values: [node-js-rs]}
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  template:
    metadata:
      labels:
        name: node-js-rs
        app: node-js-express
        deployment: test
    spec:
      containers:
      - name: node-js-rs
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80

�%/0%*#`9_=Mdnodejs-labels-replicaset.yaml

+HDOWK�FKHFNV

1�!.*!0!/d,.+2% !/d03+d(�5!./d+"d$!�(0$d�$!�'%*#Kd�%./0Ld%*d0$!d"+.)d+"d
���d+.d���
�$!�'/Ld
?/d��*d�00!),0d0+d�+**!�0d0+d�d,�.0%�1(�.d!* ,+%*0d�* d#%2!d�d/0�01/d+"d$!�(0$5d+*d�
/1��!//"1(d�+**!�0%+*Kd�!�+* Ld�,,(%��0%+*a/,!�%"%�d$!�(0$d�$!�'/d��*d�!d,!."+.)! d1/%*#
�+))�* a(%*!d/�.%,0/K

�!0X/d0�'!d�d(++'d�0d�d"!3d$!�(0$d�$!�'/d%*d��0%+*Kd�%./0Ld3!X((d�.!�0!d�d*!3d�+*0.+((!.d3%0$d�
$!�(0$d�$!�'M

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js
  labels:
    name: node-js
spec:
  replicas: 3
  selector:
    name: node-js
  template:
    metadata:
      labels:
        name: node-js
    spec:
      containers:
      - name: node-js
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80
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        livenessProbe:
          # An HTTP health check
          httpGet:
            path: /status/
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 1

�%/0%*#`9_>Mdnodejs-health-controller.yaml

�+0!d0$!d�  %0%+*d+"d0$!dlivenessprobed!(!)!*0Kd�$%/d%/d+1.d�+.!d$!�(0$d�$!�'d!(!)!*0K
�.+)d$!.!Ld3!d��*d/,!�%"5dhttpGetLdtcpScoketLd+.dexecKd�*d0$%/d!4�),(!Ld3!d1/!dhttpGet
0+d,!."+.)d�d/%),(!d�$!�'d"+.d�d���d+*d+1.d�+*0�%*!.Kd�$!d,.+�!d3%((d�$!�'d0$!d,�0$d�* 
,+.0d/,!�%"%! d�* d.!/0�.0d0$!d,+ d%"d%0d +!/*X0d/1��!//"1((5d.!01.*K

�0�01/d�+ !/d�!03!!*d200d�* d399d�.!d�((d�+*/% !.! d$!�(0$5d�5d0$!d,.+�!K

�%*�((5LdinitialDelaySecondsd#%2!/d1/d0$!d"(!4%�%(%05d0+d !(�5d$!�(0$d�$!�'/d1*0%(d0$!d,+ 
$�/d"%*%/$! d%*%0%�(%6%*#Kd�$!dtimeoutSecondsd2�(1!d%/d/%),(5d0$!d0%)!+10d2�(1!d"+.d0$!
,.+�!K

�!0X/d1/!d+1.d*!3d$!�(0$d�$!�'a!*��(! d�+*0.+((!.d0+d.!,(��!d0$!d+( dnode-jsd��Kd�!d��*
 +d0$%/d1/%*#d0$!dreplaced�+))�* Ld3$%�$d3%((d.!,(��!d0$!d.!,(%��0%+*d�+*0.+((!.
 !"%*%0%+*M
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�!,(��%*#d0$!d��d+*d%0/d+3*d3+*X0d.!,(��!d+1.d�+*0�%*!./d�!��1/!d%0d/0%((d$�/d0$.!!d$!�(0$5
,+ /d".+)d+1.d"%./0d.1*Kd�!0X/d'%((d+""d0$+/!d,+ /d�* d(!0d0$!d1, �0! 
ReplicationControllerd.!,(��!d0$!)d3%0$d�+*0�%*!./d0$�0d$�2!d$!�(0$d�$!�'/M

��NXEHFWO�GHOHWH�SRGV��O�QDPH QRGH�MV

�+3Ld�"0!.d3�%0%*#d�d)%*10!d+.d03+Ld3!d��*d(%/0d0$!d,+ /d%*d�*d��d�* d#.��d+*!d+"d0$!d,+ 
��/d0+d%*/,!�0d�d�%0d !!,!.d3%0$d0$!ddescribed�+))�* M

��NXEHFWO�GHVFULEH�UF�QRGH�MV

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Description of node-js replication controller

�+3Ld1/!d0$!d"+((+3%*#d�+))�* d"+.d+*!d+"d0$!d,+ /M
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�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Description of node-js-1m3cs pod
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�0d0$!d0+,Ld3!d3%((d/!!d0$!d+2!.�((d,+ d !0�%(/Kd�!,!* %*#d+*d5+1.d0%)%*#Ld1* !.dStateLd%0
3%((d!%0$!.d/$+3dRunningd+.dWaitingd3%0$d�dCrashLoopBackOffd.!�/+*d�* d/+)!d!..+.
%*"+.)�0%+*Kd�d�%0d�!(+3d0$�0d3!d��*d/!!d%*"+.)�0%+*d+*d+1.dLivenessd,.+�!d�* d3!d3%((
(%'!(5d/!!d�d"�%(1.!d�+1*0d��+2!d0Kd�1.0$!.d +3*d3!d$�2!d0$!d,+ d!2!*0/Kd�#�%*Ld !,!* %*#
+*d5+1.d0%)%*#Ld5+1d�.!d(%'!(5d0+d$�2!d�d*1)�!.d+"d!2!*0/d"+.d0$!d,+ Kd�%0$%*d�d)%*10!d+.
03+Ld5+1X((d*+0!d�d,�00!.*d+"d'%((%*#Ld/0�.0! Ld�* d�.!�0! d!2!*0/d.!,!�0%*#d+2!.d�* d+2!.
�#�%*Kd�+1d/$+1( d�(/+d/!!d�d*+0!d%*d0$!dKillingd!*0.5d0$�0d0$!d�+*0�%*!.d%/d1*$!�(0$5Kd�$%/
%/d+1.d$!�(0$d�$!�'d"�%(%*#d�!��1/!d3!d +*X0d$�2!d�d,�#!d.!/,+* %*#d�0d/statusK

�+1d)�5d*+0!d0$�0d%"d5+1d+,!*d�d�.+3/!.d0+d0$!d/!.2%�!d(+� d��(�*�!.d�  .!//Ld%0d/0%((
.!/,+* /d3%0$d�d,�#!Kd�+1d��*d"%* d0$!d(+� d��(�*�!.d��d3%0$d�dkubectl get services
�+))�* K

�$%/d%/d$�,,!*%*#d"+.d�d*1)�!.d+"d.!�/+*/Kd�%./0Ld0$!d$!�(0$d�$!�'d%/d/%),(5d"�%(%*#d�!��1/!
/statusd +!/*X0d!4%/0Ld�10d0$!d,�#!d3$!.!d0$!d/!.2%�!d%/d,+%*0! d%/d/0%((d"1*�0%+*%*#
*+.)�((5d%*d�!03!!*d.!/0�.0/Kd�!�+* Ld0$!dlivenessProbed%/d+*(5d�$�.#! d3%0$d.!/0�.0%*#
0$!d�+*0�%*!.d+*d�d$!�(0$d�$!�'d"�%(Kd�$!.!d%/d�d/!,�.�0!dreadinessProbed0$�0d3%((d.!)+2!d�
�+*0�%*!.d".+)d0$!d,++(d+"d,+ /d�*/3!.%*#d/!.2%�!d!* ,+%*0/K

�!0X/d)+ %"5d0$!d$!�(0$d�$!�'d"+.d�d,�#!d0$�0d +!/d!4%/0d%*d+1.d�+*0�%*!.Ld/+d3!d$�2!d�
,.+,!.d$!�(0$d�$!�'Kd�!X((d�(/+d�  d�d.!� %*!//d�$!�'d�* d,+%*0d%0d0+d0$!d*+*!4%/0!*0d/0�01/
,�#!Kd�,!*d0$!dnodejs-health-controller.yamld"%(!d�* d)+ %"5d0$!dspecd/!�0%+*d0+
)�0�$d�%/0%*#`9_?d�* d/�2!d%0d�/dnodejs-health-controller-2.yamlM

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js
  labels:
    name: node-js
spec:
  replicas: 3
  selector:
    name: node-js
  template:
    metadata:
      labels:
        name: node-js
    spec:
      containers:
      - name: node-js
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80
        livenessProbe:
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          # An HTTP health check
          httpGet:
            path: /
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 1
        readinessProbe:
          # An HTTP health check
          httpGet:
            path: /status/
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 1

�%/0%*#`9_?Mdnodejs-health-controller-2.yaml

�$%/d0%)!Ld3!d3%((d !(!0!d0$!d+( d��Ld3$%�$d3%((d'%((d0$!d,+ /d3%0$d%0Ld�* d�.!�0!d�d*!3d��
3%0$d+1.d1, �0! d����d"%(!M

��NXEHFWO�GHOHWH�UF��O�QDPH QRGH�MV
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�+3Ld3$!*d3!d !/�.%�!d+*!d+"d0$!d,+ /Ld3!d+*(5d/!!d0$!d�.!�0%+*d+"d0$!d,+ d�* d0$!
�+*0�%*!.Kd
+3!2!.Ld5+1X((d*+0!d0$�0d0$!d/!.2%�!d(+� d��(�*�!.d��d*+d(+*#!.d3+.'/Kd�"d3!d.1*
0$!ddescribed�+))�* d+*d+*!d+"d0$!d*!3d*+ !/d3!X((d*+0!d�dReadiness probe failed
!..+.d)!//�#!Ld�10d0$!d,+ d%0/!("d�+*0%*1!/d.1**%*#Kd�"d3!d�$�*#!d0$!d.!� %*!//d,.+�!d,�0$
0+dpath: /Ld3!d3%((d�#�%*d�!d��(!d0+d"1("%((d.!-1!/0/d".+)d0$!d)�%*d/!.2%�!Kd�,!*d1,
nodejs-health-controller-2.yamld%*d�*d! %0+.d�* d)�'!d0$�0d1, �0!d*+3Kd�$!*Ld+*�!
�#�%*d.!)+2!d�* d.!�.!�0!d0$!d.!,(%��0%+*d�+*0.+((!.M

��NXEHFWO�GHOHWH�UF��O�QDPH QRGH�MV
��NXEHFWO�FUHDWH��I�QRGHMV�KHDOWK�FRQWUROOHU���\DPO

�+3d0$!d(+� d��(�*�!.d��d/$+1( d3+.'d+*�!d�#�%*Kd
!!,d0$!/!d,+ /d�.+1* d�/d3!d3%((d1/!
0$!)d�#�%*d%*dChapter 3Ld�!03+.'%*#L`�+� `��(�*�!./L`�* `�*#.!//K
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1�!.*!0!/d�(/+d/1,,+.0/d$!�(0$d�$!�'/d2%�d/%),(!d���d/+�'!0d�$!�'/d�* d�(/+d3%0$d�1/0+)
�+))�* a(%*!d/�.%,0/Kd�$!d"+((+3%*#d/*%,,!0/d�.!d!4�),(!/d+"d3$�0d�+0$d1/!d��/!/d(++'d(%'!
%*d0$!d����d"%(!M

livenessProbe:
  exec:
    command:
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    -/usr/bin/health/checkHttpServce.sh
  initialDelaySeconds:90
  timeoutSeconds: 1

�%/0%*#`9_@Md
!�(0$`�$!�'`1/%*#`�+))�* _(%*!`/�.%,0

livenessProbe:
  tcpSocket:
    port: 80
  initialDelaySeconds: 15
  timeoutSeconds: 1

�%/0%*#`9_87Md
!�(0$`�$!�'`1/%*#`/%),(!`���`�+�'!0`�+**!�0%+*

/LIH�F\FOH�KRRNV�RU�JUDFHIXO�VKXWGRZQ
�/d5+1d.1*d%*0+d"�%(1.!/d%*d.!�(a(%"!d/�!*�.%+/Ld5+1d)�5d"%* d0$�0d5+1d3�*0d0+d0�'!d�  %0%+*�(
��0%+*d�!"+.!d�+*0�%*!./d�.!d/$10 +3*d+.d.%#$0d�"0!.d0$!5d�.!d/0�.0! Kd
1�!.*!0!/d��01�((5
,.+2% !/d(%"!d�5�(!d$++'/d"+.d&1/0d0$%/d'%* d+"d1/!d��/!K

�$!d"+((+3%*#d!4�),(!d�+*0.+((!.d !"%*%0%+*d !"%*!/d�+0$d�dpostStartd��0%+*d�* d�
preStopd��0%+*d0+d0�'!d,(��!d�!"+.!d
1�!.*!0!/d)+2!/d0$!d�+*0�%*!.d%*0+d0$!d*!40d/0�#!d+"
%0/d(%"!d�5�(!dQ5+1d��*d.!"!.d0+d)+.!d !0�%(/d��+10d0$%/d%*d,+%*0d8d%*d0$!d�!"!.!*�!/d/!�0%+*d�0
0$!d!* d+"d0$!d�$�,0!.RM

apiVersion: v1
kind: ReplicationController
metadata:
  name: apache-hook
  labels:
    name: apache-hook
spec:
  replicas: 3
  selector:
    name: apache-hook
  template:
    metadata:
      labels:
        name: apache-hook
    spec:
      containers:
      - name: apache-hook
        image: bitnami/apache:latest
        ports:
        - containerPort: 80
        lifecycle:
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          postStart:
            httpGet:
              path: http://my.registration-server.com/register/
              port: 80
          preStop:
            exec:
              command: ["/usr/local/bin/apachectl","-k","graceful-
              stop"]

�%/0%*#`9_88Mdapache-hooks-controller.yaml

�+1X((d*+0!d"+.d0$!dpostStartd$++'Ld3!d !"%*!d�*dhttpGetd��0%+*Ld�10d"+.d0$!dpreStop
$++'Ld�d !"%*!d�*dexecd��0%+*Kd�1/0d�/d3%0$d+1.d$!�(0$d�$!�'/Ld0$!dhttpGetd��0%+*d�00!),0/
0+d)�'!d�*d
���d��((d0+d0$!d/,!�%"%�d!* ,+%*0d�* d,+.0d�+)�%*�0%+*Ld3$%(!d0$!dexecd��0%+*
.1*/d�d(+��(d�+))�* d%*d0$!d�+*0�%*!.K

�$!dhttpGetd�* dexecd��0%+*/d�.!d�+0$d/1,,+.0! d"+.d0$!dpostStartd�* dpreStopd$++'/K
�*d0$!d��/!d+"dpreStopLd�d,�.�)!0!.d*�)! dreasond3%((d�!d/!*0d0+d0$!d$�* (!.d�/d�
,�.�)!0!.Kd�!!d0$!d"+((+3%*#d0��(!d"+.d2�(% d2�(1!/M

�!�/+*a,�.�)!0!. ��%(1.!a�!/�.%,0%+*

�!(!0! �!(!0!d�+))�* d%//1! d2%�dkubectld+.d0$!d���


!�(0$ 
!�(0$d�$!�'d"�%(/

�!,!* !*�5 �!,!* !*�5d"�%(1.!d/1�$d�/d�d %/'d)+1*0d"�%(1.!d+.d�d !"�1(0d%*".�/0.1�01.!
,+ d�.�/$

Valid preStop reasons (refer to point 1 in References section)

�0X/d%),+.0�*0d0+d*+0!d0$�0d$++'d��((/d�.!d !(%2!.! d�0d(!�/0d+*�!Kd�$!.!"+.!Ld�*5d(+#%�d%*d0$!
��0%+*d/$+1( d#.��!"1((5d$�* (!d)1(0%,(!d��((/Kd�*+0$!.d%),+.0�*0d*+0!d%/d0$�0dpostStart
.1*/d�!"+.!d�d,+ d!*0!./d%0/d.!� 5d/0�0!Kd�"d0$!d$++'d%0/!("d"�%(/Ld0$!d,+ d3%((d�!d�+*/% !.! 
1*$!�(0$5K
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$SSOLFDWLRQ�VFKHGXOLQJ
�+3d0$�0d3!d1* !./0�* d$+3d0+d.1*d�+*0�%*!./d%*d,+ /d�* d!2!*d.!�+2!.d".+)d"�%(1.!Ld%0
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Kube Node dashboard
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apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-constraints
  labels:
    name: node-js-constraints
spec:
  replicas: 3
  selector:
    name: node-js-constraints
  template:
    metadata:
      labels:
        name: node-js-constraints
    spec:
      containers:
      - name: node-js-constraints
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80
        resources:
          limits:
            memory: "512Mi"
            cpu: "1500m"

�%/0%*#`9_89Mdnodejs-constraints-controller.yaml
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Pod description
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Kube-proxy communication
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�0d%/d�(/+d,+//%�(!d0+d�(3�5/d"+.3�. d0.�""%�d".+)d0$!d/�)!d�(%!*0d��d0+d0$!
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 !,!* !*�5d+*d'1�!a,.+45d"+.d��01�((5d,.+45%*#d0$!d0.�""%�Kd�$!d.!-1!/0d3%((d#+d/0.�%#$0d0+
%,0��(!/d�* d0$!*d+*d0+d0$!d,+ Kd�$%/d%/d"�/0!.d�* d.!)+2!/d�d,+//%�(!d,+%*0d+"d"�%(1.!K
�!� %*!//d,.+�!Ld�/d3!d %/�1//! d%*d0$!d
!�(0$`�$!�'`/!�0%+*LdChapter 2L`�+ /L`�!.2%�!/L
�!,(%��0%+*`�+*0.+((!./L`�* `���!(/Ld%/d5+1.d".%!* d$!.!d�/d0$%/d)+ !d�(/+d(+/!/d0$!d��%(%05d0+
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�*d0$!d,.!2%+1/d�$�,0!.Ld3!d/�3d�d"!3d/!.2%�!d!4�),(!/Kd�+.d0!/0%*#d�* d !)+*/0.�0%+*
,1.,+/!/Ld3!d3�*0! d�((d0$!d/!.2%�!/d0+d�!d!40!.*�((5d���!//%�(!Kd�$%/d3�/d�+*"%#1.! d�5d0$!
type: LoadBalancerd!(!)!*0d%*d+1.d/!.2%�!d !"%*%0%+*Kd�$!dLoadBalancerd05,!d�.!�0!/
�*d!40!.*�(d(+� d��(�*�!.d+*d0$!d�(+1 d,.+2% !.Kd�!d/$+1( d*+0!d0$�0d/1,,+.0d"+.d!40!.*�(
(+� d��(�*�!./d2�.%!/d�5d,.+2% !.Ld�/d +!/d0$!d%),(!)!*0�0%+*Kd�*d+1.d��/!Ld3!d�.!d1/%*#
	��Ld/+d%*0!#.�0%+*d%/d,.!005d/)++0$Kd�$!d+*(5d�  %0%+*�(d/!01,d*!! ! d%/d0+d+,!*d"%.!3�((
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�!0X/d %#d�d(%00(!d !!,!.d�* d +d�ddescribed�+))�* d+*d+*!d+"d0$!d/!.2%�!/d".+)d0$!d�+.!
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Service description
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�*d0$!d+10,10Ld%*d0$!d,.!�! %*#d"%#1.!Ld5+1X((d*+0!d/!2!.�(d'!5d!(!)!*0/Kd�1.dNamespace:d%/
/!0d0+ddefaultLdType:d%/dLoadBalancerLd�* d3!d$�2!d0$!d!40!.*�(d��d(%/0! d1* !.
LoadBalancer Ingress:Kd�1.0$!.Ld3!d/!!dEndpoints:Ld3$%�$d/$+3/d1/d0$!d��/d+"d0$!
,+ /d�2�%(��(!d0+d�*/3!.d/!.2%�!d.!-1!/0/K

,QWHUQDO�VHUYLFHV
�!0X/d!4,(+.!d0$!d+0$!.d05,!/d+"d/!.2%�!/d3!d��*d !,(+5Kd�%./0Ld�5d !"�1(0Ld/!.2%�!/d�.!d+*(5
%*0!.*�((5d"��%*#Kd�+1d��*d/,!�%"5d�d05,!d+"dclusterIPd0+d��$%!2!d0$%/Ld�10Ld%"d*+d05,!d%/
 !"%*! LdclusterIPd%/d0$!d�//1)! d05,!Kd�!0X/d0�'!d�d(++'d�0d�*d!4�),(!Nd*+0!d0$!d(��'d+"
0$!dtyped!(!)!*0M

apiVersion: v1
kind: Service
metadata:
  name: node-js-internal
  labels:
    name: node-js-internal
spec:
  ports:
  - port: 80
  selector:
    name: node-js

�%/0%*#`:_8Mdnodejs-service-internal.yaml

�/!d0$%/d(%/0%*#d0+d�.!�0!d0$!d/!.2%�!d !"%*%0%+*d"%(!Kd�+1X((d*!! d�d$!�(0$5d2!./%+*d+"d0$!
node-jsd��dQ�%/0%*#`9_>Mdnodejs-health-controller-2.yamlRKd�/d5+1d��*d/!!Ld0$!
/!(!�0+.d)�0�$!/d+*d0$!d,+ /d*�)! dnode-jsd0$�0d+1.d��d(�1*�$! d%*d0$!d,.!2%+1/d�$�,0!.K
�!d3%((d�.!�0!d0$!d/!.2%�!d�* d0$!*d(%/0d0$!d�1..!*0(5d.1**%*#d/!.2%�!/d3%0$d�d"%(0!.M

��NXEHFWO�FUHDWH��I�QRGHMV�VHUYLFH�LQWHUQDO�\DPO
��NXEHFWO�JHW�VHUYLFHV��O�QDPH QRGH�MV�LQWHUQDO

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Internal service listing
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�/d5+1d��*d/!!Ld3!d$�2!d�d*!3d/!.2%�!Ld�10d+*(5d+*!d��Kd�1.0$!.Ld0$!d��d�  .!//d%/d*+0
!40!.*�((5d���!//%�(!Kd�!d3+*X0d�!d��(!d0+d0!/0d0$!d/!.2%�!d".+)d�d3!�d�.+3/!.d0$%/d0%)!K

+3!2!.Ld3!d��*d1/!d0$!d$�* 5dkubectl execd�+))�* d�* d�00!),0d0+d�+**!�0d".+)d+*!
+"d0$!d+0$!.d,+ /Kd�+1d3%((d*!! dnode-js-poddQ�%/0%*#`9_8Mdnodejs-pod.yamlRd.1**%*#K
�$!*Ld5+1d��*d!4!�10!d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�H[HF�QRGH�MV�SRG����FXUO��QRGH�MV�LQWHUQDO�,3!

�$%/d�((+3/d1/d0+d.1*d�ddocker execd�+))�* d�/d%"d3!d$� d�d/$!((d%*d0$!dnode-js-pod
�+*0�%*!.Kd�0d0$!*d$%0/d0$!d%*0!.*�(d/!.2%�!d���Ld3$%�$d"+.3�. /d0+d�*5d,+ /d3%0$d0$!dnode-
jsd(��!(K

�"d�((d%/d3!((Ld5+1d/$+1( d#!0d0$!d.�3d
���d+10,10d���'Kd�+Ld5+1d/1��!//"1((5d�.!�0! d�*
%*0!.*�(a+*(5d/!.2%�!Kd�$%/d��*d�!d1/!"1(d"+.d���'!* d/!.2%�!/d0$�0d5+1d3�*0d0+d)�'!
�2�%(��(!d0+d+0$!.d�+*0�%*!./d.1**%*#d%*d5+1.d�(1/0!.Ld�10d*+0d+,!*d0+d0$!d3+.( d�0d(�.#!K

&XVWRP�ORDG�EDODQFLQJ
�d0$%. d05,!d+"d/!.2%�!d0$�0d
?/d�((+3/d%/d0$!dNodePortd05,!Kd�$%/d05,!d�((+3/d1/d0+d!4,+/!d�
/!.2%�!d0$.+1#$d0$!d$+/0d+.d*+ !dQ)%*%+*Rd+*d�d/,!�%"%�d,+.0Kd�*d0$%/d3�5Ld3!d��*d1/!d0$!d��
�  .!//d+"d�*5d*+ !dQ)%*%+*Rd�* d���!//d+1.d/!.2%�!d+*d0$!d�//%#*! d*+ !d,+.0Kd
1�!.*!0!/
3%((d�//%#*d�d*+ !d,+.0d�5d !"�1(0d%*d0$!d.�*#!d+"d3000a32767Ld�10d5+1d��*d�(/+d/,!�%"5d5+1.
+3*d�1/0+)d,+.0Kd�*d0$!d!4�),(!d%*d�%/0%*#`:_9Mdnodejs-service-nodeport.yamlLd3!
�$++/!d,+.0d30001Ld�/d"+((+3/M

apiVersion: v1
kind: Service
metadata:
  name: node-js-nodeport
  labels:
    name: node-js-nodeport
spec:
  ports:
  - port: 80
    nodePort: 30001
  selector:
    name: node-js
  type: NodePort

�%/0%*#`:_9Mdnodejs-service-nodeport.yaml
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�*�!d�#�%*Ld�.!�0!d0$%/d����d !"%*%0%+*d"%(!d�* d�.!�0!d5+1.d/!.2%�!Ld�/d"+((+3/M

��NXEHFWO�FUHDWH��I�QRGHMV�VHUYLFH�QRGHSRUW�\DPO

�$!d+10,10d/$+1( d$�2!d�d)!//�#!d(%'!d0$%/M

New GCP firewall rule

�+1X((d*+0!d�d)!//�#!d��+10d+,!*%*#d"%.!3�((d,+.0/Kd�%)%(�.d0+d0$!d!40!.*�(d(+� d��(�*�!.
05,!LdNodePortd%/d!4,+/%*#d5+1.d/!.2%�!d!40!.*�((5d1/%*#d,+.0/d+*d0$!d*+ !/Kd�$%/d�+1( d�!
1/!"1(d%"Ld"+.d!4�),(!Ld5+1d3�*0d0+d1/!d5+1.d+3*d(+� d��(�*�!.d%*d".+*0d+"d0$!d*+ !/Kd�!0X/
)�'!d/1.!d0$�0d3!d+,!*d0$+/!d,+.0/d+*d	��d�!"+.!d3!d0!/0d+1.d*!3d/!.2%�!K

�.+)d0$!d	��d��d%*/0�*�!d�+*/+(!Ld�(%�'d+*d0$!d !0�%(/d"+.d�*5d+"d5+1.d*+ !/dQ)%*%+*/RK
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�.!�0!d�d.1(!d(%'!d0$!d+*!d/$+3*d%*d0$!d"+((+3%*#d"%#1.!dQtcp:30001d+*d0.0.0.0/0d��
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Create New GCP firewall rule

�!d��*d*+3d0!/0d+1.d*!3d/!.2%�!Ld�5d+,!*%*#d�d�.+3/!.d�* d1/%*#d�*d��d�  .!//d+"d�*5
*+ !dQ)%*%+*Rd%*d5+1.d�(1/0!.Kd�$!d"+.)�0d0+d0!/0d0$!d*!3d/!.2%�!d%/d�/d"+((+3/M

http://<Minoion IP Address>:<NodePort>/

�%*�((5Ld0$!d(�0!/0d2!./%+*d$�/d�  ! d�*dExternalNamed05,!Ld3$%�$d)�,/d�d�����d0+d0$!
/!.2%�!Kd
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Cross-node traffic
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apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-90
  labels:
    name: node-js-90
spec:
  replicas: 3
  selector:
    name: node-js-90
  template:
    metadata:
      labels:
        name: node-js-90
    spec:
      containers:
      - name: node-js-90
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80

�%/0%*#`:_:Mdnodejs-customPort-controller.yaml

apiVersion: v1
kind: Service
metadata:
  name: node-js-90
  labels:
    name: node-js-90
spec:
  type: LoadBalancer
  ports:
  - port: 90
    targetPort: 80
  selector:
    name: node-js-90

�%/0%*#`:_;Mdnodejs-customPort-service.yaml
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http://<external service IP>:90/
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apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-multi
  labels:
    name: node-js-multi
spec:
  replicas: 3
  selector:
    name: node-js-multi
  template:
    metadata:
      labels:
        name: node-js-multi
    spec:
      containers:
      - name: node-js-multi
        image: jonbaier/node-express-multi:latest
        ports:
        - containerPort: 80
        - containerPort: 8888
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�%/0%*#`:_<Mdnodejs-multi-controller.yaml

apiVersion: v1
kind: Service
metadata:
  name: node-js-multi
  labels:
    name: node-js-multi
spec:
  type: LoadBalancer
  ports:
  - name: http
    protocol: TCP
    port: 80
  - name: fake-admin-http
    protocol: TCP
    port: 8888
  selector:
    name: node-js-multi

�%/0%*#`:_=Mdnodejs-multi-service.yaml
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GCE Layer 7 Ingress controller

�$%/d,.+2% !/d0$!d�*#.!//d�+*0.+((!.d,%!�!d0$�0d��01�((5d.+10!/d0$!d0.�""%�d !"%*! d%*d+1.
�*#.!//d!*0.5d,+%*0/Kd�!0X/d�.!�0!d/+)!d.!/+1.�!/d"+.d�*d�*#.!//K

�%./0Ld3!d3%((d�.!�0!d�d"!3d*!3d.!,(%��0%+*d�+*0.+((!./d3%0$d)5dhttpwhalesayd%)�#!Kd�$%/
%/d�d.!)%4d+"d0$!d+.%#%*�(d3$�(!/�5d0$�0d3�/d %/,(�5! d%*d�d�.+3/!.Kd�$!d"+((+3%*#d(%/0%*#
/$+3/d0$!d����Kd�+0%�!d0$!d0$.!!d �/$!/d0$�0d(!0d1/d�+)�%*!d/!2!.�(d.!/+1.�!/d%*0+d+*!
����d"%(!M

apiVersion: v1
kind: ReplicationController
metadata:
  name: whale-ingress-a
spec:
  replicas: 1
  template:
    metadata:
      labels:
        app: whale-ingress-a
    spec:
      containers:
      - name: sayhey
        image: jonbaier/httpwhalesay:0.1
        command: ["node", "index.js", "Whale Type A, Here."]
        ports:
        - containerPort: 80
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---
apiVersion: v1
kind: ReplicationController
metadata:
  name: whale-ingress-b
spec:
  replicas: 1
  template:
    metadata:
      labels:
        app: whale-ingress-b
    spec:
      containers:
      - name: sayhey
        image: jonbaier/httpwhalesay:0.1
        command: ["node", "index.js", "Hey man, It's Whale B, Just
        Chillin'."]
        ports:
        - containerPort: 80

�%/0%*#`:_>K`whale-rcs.yaml

�+0%�!d0$�0d3!d�.!d�.!�0%*#d,+ /d3%0$d0$!d/�)!d�+*0�%*!.Ld�10d %""!.!*0d/0�.0d1,d,�.�)!0!./K
��'!d*+0!d+"d0$!/!d,�.�)!0!./d"+.d(�0!.Kd�!d3%((d�(/+d�.!�0!dServiced!* ,+%*0/d"+.d!��$d+"
0$!/!d��/M

apiVersion: v1
kind: Service
metadata:
  name: whale-svc-a
  labels:
    app: whale-ingress-a
spec:
  type: NodePort
  ports:
  - port: 80
    nodePort: 30301
    protocol: TCP
    name: http
  selector:
    app: whale-ingress-a
---
apiVersion: v1
kind: Service
metadata:
  name: whale-svc-b
  labels:
    app: whale-ingress-b
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spec:
  type: NodePort
  ports:
  - port: 80
    nodePort: 30284
    protocol: TCP
    name: http
  selector:
    app: whale-ingress-b
---
apiVersion: v1
kind: Service
metadata:
 name: whale-svc-default
 labels:
   app: whale-ingress-a
spec:
  type: NodePort
  ports:
  - port: 80
    nodePort: 30302
    protocol: TCP
    name: http
  selector:
    app: whale-ingress-a

�%/0%*#`:_?K`whale-svcs.yaml

�#�%*d�.!�0!d0$!/!d3%0$d0$!dkubectl create -fd�+))�* Ld�/d"+((+3/M

��NXEHFWO�FUHDWH��I�ZKDOH�UFV�\DPO
��NXEHFWO�FUHDWH��I�ZKDOH�VYFV�\DPO

�!d/$+1( d/!!d)!//�#!/d��+10d0$!d��/d�* d�!.2%�!/d/1��!//"1(d�.!�0%+*Kd�!40Ld3!d*!! d0+
 !"%*!d0$!d�*#.!//d!*0.5d,+%*0Kd�!d3%((d1/!dhttp://a.whale.heyd�* 
http://b.whale.heyd�/d+1.d !)+d!*0.5d,+%*0/M

apiVersion: extensions/v1beta1
kind: Ingress
metadata:
  name: whale-ingress
spec:
  rules:
  - host: a.whale.hey
    http:
      paths:
      - path: /
        backend:
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          serviceName: whale-svc-a
          servicePort: 80
  - host: b.whale.hey
    http:
      paths:
      - path: /
        backend:
          serviceName: whale-svc-b
          servicePort: 80

�%/0%*#`:_@K`whale-ingress.yaml

�#�%*Ld1/!dkubectl create -fd0+d�.!�0!d0$%/d�*#.!//Kd�*�!d0$%/d%/d/1��!//"1((5d�.!�0! Ld3!
3%((d*!! d0+d3�%0d�d"!3d)+)!*0/d"+.d	��d0+d#%2!d0$!d�*#.!//d�d/0�0%�d��d�  .!//Kd�/!d0$!
"+((+3%*#d�+))�* d0+d3�0�$d0$!d�*#.!//d.!/+1.�!M

��NXEHFWO�JHW�LQJUHVV

�*�!d0$!d�*#.!//d$�/d�*d��Ld3!d/$+1( d/!!d�*d!*0.5d%*dADDRESSd(%'!d0$!d+*!d/$+3*d$!.!M

Ingress Description

�%*�!d0$%/d%/d*+0d�d.!#%/0!.! d +)�%*d*�)!Ld3!d3%((d*!! d0+d/,!�%"5d0$!d.!/+(10%+*d%*d0$!
curld�+))�* Ld(%'!d0$%/M

��FXUO���UHVROYH�D�ZKDOH�KH\�������������������KWWS���D�ZKDOH�KH\�
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�$%/d/$+1( d %/,(�5d0$!d"+((+3%*#M

Whalesay A

�!d��*d�(/+d0.5d0$!d/!�+* d���d�* d3!d3%((d#!0d+1.d/!�+* d��M

��FXUO���UHVROYH�E�ZKDOH�KH\�������������������KWWS���E�ZKDOH�KH\�

Whalesay B
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�!d*+0%�!d0$�0d0$!d%)�#!/d�.!d�()+/0d0$!d/�)!Ld!4�!,0d0$�0d0$!d3+. /d".+)d!��$d3$�(!
.!"(!�0d0$!d/0�.01,d,�.�)!0!./d".+)d!��$d��d3!d/0�.0! d!�.(%!.Kd�$1/d+1.d03+d�*#.!//d,+%*0/
�.!d %.!�0%*#d0.�""%�d0+d %""!.!*0d���'!* /K

�*d0$%/d!4�),(!Ld3!d1/! d0$!d !"�1(0d	��d���'!* d"+.d�*d�*#.!//
�+*0.+((!.Kd
1�!.*!0!/d�((+3/d1/d0+d�1%( d+1.d+3*d�* d�#%*4d��01�((5d$�/
�d"!3d2!./%+*/d�2�%(��(!d�/d3!((K

0LJUDWLRQV��PXOWLFOXVWHU��DQG�PRUH
�/d5+1X2!d/!!*d/+d"�.Ld
1�!.*!0!/d+""!./d�d$%#$d(!2!(d+"d"(!4%�%(%05d�* d�1/0+)%6�0%+*d0+
�.!�0!d�d/!.2%�!d��/0.��0%+*d�.+1* d5+1.d�+*0�%*!./d.1**%*#d%*d0$!d�(1/0!.Kd
+3!2!.Ld0$!.!
)�5d�!d0%)!/d3$!.!d5+1d3�*0d0+d,+%*0d0+d/+)!0$%*#d+10/% !d5+1.d�(1/0!.K

�*d!4�),(!d+"d0$%/d3+1( d�!d3+.'%*#d3%0$d(!#��5d/5/0!)/d+.d!2!*d�,,(%��0%+*/d.1**%*#d+*
�*+0$!.d�(1/0!.Kd�*d0$!d��/!d+"d0$!d"+.)!.Ld0$%/d%/d�d,!."!�0(5d#++ d/0.�0!#5d%*d+. !.d0+d)%#.�0!
0+d
1�!.*!0!/d�* d�+*0�%*!./d%*d#!*!.�(Kd�!d��*d�!#%*d0+d)�*�#!d0$!d/!.2%�!d!* ,+%*0/d%*

1�!.*!0!/d3$%(!d/0%0�$%*#d0$!d/0��'d0+#!0$!.d1/%*#d0$!d
?/d+.�$!/0.�0%+*d�+*�!,0/K
�  %0%+*�((5Ld3!d��*d!2!*d/0�.0d�.%*#%*#d+2!.d,%!�!/d+"d0$!d/0��'Ld�/d0$!d".+*0!* Ld+*!d�0d�
0%)!d�/d0$!d+.#�*%6�0%+*d.!"��0+./d�,,(%��0%+*/d"+.d)%�.+/!.2%�!/d�* ^+.d�+*0�%*!.%6�0%+*K

�+d�((+3d���!//d0+d*+*a,+ a��/! d�,,(%��0%+*/Ld0$!d/!.2%�!/d�+*/0.1�0d�((+3/d5+1d0+d1/!
!* ,+%*0/d0$�0d�.!d+10/% !d0$!d�(1/0!.Kd
1�!.*!0!/d%/d��01�((5d�.!�0%*#d�*d!* ,+%*0d.!/+1.�!
!2!.5d0%)!d5+1d�.!�0!d�d/!.2%�!d0$�0d1/!/d/!(!�0+./Kd�$!dendpointsd+�&!�0d'!!,/d0.��'d+"d0$!
,+ d��/d%*d0$!d(+� d��(�*�%*#d,++(Kd�+1d��*d/!!d0$%/d�5d.1**%*#d�dget endpoints
�+))�* Ld�/d"+((+3/M

��NXEHFWO�JHW�HQGSRLQWV

�+1d/$+1( d/!!d/+)!0$%*#d/%)%(�.d0+d0$%/M

1$0(���������������(1'32,176
KWWS�SG��������������������������������������������������������
NXEHUQHWHV�����������������������
QRGH�MV��������������������������������������������������������
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�+1X((d*+0!d�*d!*0.5d"+.d�((d0$!d/!.2%�!/d3!d�1..!*0(5d$�2!d.1**%*#d+*d+1.d�(1/0!.Kd�+.d)+/0
/!.2%�!/Ld0$!d!* ,+%*0/d�.!d&1/0d0$!d��d+"d!��$d,+ d.1**%*#d%*d�*d��Kd�/d�d)!*0%+*! L

1�!.*!0!/d +!/d0$%/d�10+)�0%��((5d��/! d+*d0$!d/!(!�0+.Kd�/d3!d/��(!d0$!d.!,(%��/d%*d�
�+*0.+((!.d3%0$d)�0�$%*#d(��!(/Ld
1�!.*!0!/d3%((d1, �0!d0$!d!* ,+%*0/d�10+)�0%��((5K

�"d3!d3�*0d0+d�.!�0!d�d/!.2%�!d"+.d/+)!0$%*#d0$�0d%/d*+0d�d,+ d�* d0$!.!"+.!d$�/d*+d(��!(/d0+
/!(!�0Ld3!d��*d!�/%(5d +d0$%/d3%0$d�+0$d�d/!.2%�!d�* d!* ,+%*0d !"%*%0%+*Ld�/d"+((+3/M

apiVersion: v1
kind: Service
metadata:
  name: custom-service
spec:
  type: LoadBalancer
  ports:
  - name: http
    protocol: TCP
    port: 80

�%/0%*#`:_87Mdnodejs-custom-service.yaml

apiVersion: v1
kind: Endpoints
metadata:
  name: custom-service
subsets:
- addresses:
  - ip: �;�;�;�;!
  ports:
    - name: http
      port: 80
      protocol: TCP

�%/0%*#`:_88Mdnodejs-custom-endpoint.yaml

�*d0$!d,.!�! %*#d!4�),(!Ld5+1X((d*!! d0+d.!,(��!d<X.X.X.X>d3%0$d�d.!�(d��d�  .!//Ld3$!.!
0$!d*!3d/!.2%�!d��*d,+%*0d0+Kd�*d)5d��/!Ld�d1/! d0$!d,1�(%�d(+� d��(�*�!.d��d".+)d0$!dnode-
js-multid/!.2%�!d3!d�.!�0! d!�.(%!.d%*d(%/0%*#`:_=Kd	+d�$!� d�* d�.!�0!d0$!/!d.!/+1.�!/d*+3K

�"d3!d*+3d.1*d�dget endpointsd�+))�* Ld3!d3%((d/!!d0$%/d��d�  .!//d�0d,+.0d80
�//+�%�0! d3%0$d0$!dcustom-serviced!* ,+%*0Kd�1.0$!.Ld%"d3!d(++'d�0d0$!d/!.2%�!d !0�%(/Ld3!
3%((d/!!d0$!d��d(%/0! d%*d0$!dEndpointsd/!�0%+*M

��NXEHFWO�GHVFULEH�VHUYLFH�FXVWRP�VHUYLFH
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�!d��*d0!/0d+10d0$%/d*!3d/!.2%�!d�5d+,!*%*#d0$!dcustom-serviced!40!.*�(d��d".+)d�
�.+3/!.K

&XVWRP�DGGUHVVLQJ
�*+0$!.d+,0%+*d0+d�1/0+)%6!d/!.2%�!/d%/d3%0$d0$!dclusterIPd!(!)!*0Kd�*d+1.d!4�),(!/d/+
"�.Ld3!X2!d*+0d/,!�%"%! d�*d��d�  .!//Ld3$%�$d)!�*/d0$�0d%0d�$++/!/d0$!d%*0!.*�(d�  .!//d+"
0$!d/!.2%�!d"+.d1/Kd
+3!2!.Ld3!d��*d�  d0$%/d!(!)!*0d�* d�$++/!d0$!d��d�  .!//d%*d� 2�*�!
3%0$d/+)!0$%*#d(%'!dclusterip: 10.0.125.105K

�$!.!d)�5d�!d0%)!/d3$!*d5+1d +*X0d3�*0d0+d(+� d��(�*�!d�* d3+1( d.�0$!.d$�2!d���d3%0$
�d.!�+. /d"+.d!��$d,+ Kd�+.d!4�),(!Ld/+"03�.!d0$�0d*!! /d0+d.!,(%��0!d �0�d!2!*(5d0+d�((
*+ !/d)�5d.!(5d+*d�d.!�+. /d0+d %/0.%�10!d �0�Kd�*d0$%/d��/!Ld3!d��*d1/!d�*d!4�),(!d(%'!d0$!
"+((+3%*#d+*!d�* d/!0dclusteripd0+dNoneKd
1�!.*!0!/d3%((d*+0d�//%#*d�*d��d�  .!//d�* 
%*/0!� d+*(5d�//%#*d�d.!�+. /d%*d���d"+.d!��$d+"d0$!d,+ /Kd�"d5+1d�.!d1/%*#d���Ld0$!d/!.2%�!
/$+1( d�!d�2�%(��(!d�0dnode-js-noned+.dnode-js-none.default.cluster.locald".+)
3%0$%*d0$!d�(1/0!.Kd�!d$�2!d0$!d"+((+3%*#d�+ !M

apiVersion: v1
kind: Service
metadata:
  name: node-js-none
  labels:
    name: node-js-none
spec:
  clusterIP: None
  ports:
  - port: 80
  selector:
    name: node-js

�%/0%*#`:_89Mdnodejs-headless-service.yaml

�!/0d%0d+10d�"0!.d5+1d�.!�0!d0$%/d/!.2%�!d3%0$d0$!d0.1/05dexecd�+))�* M

��NXEHFWO�H[HF�QRGH�MV�SRG����FXUO�QRGH�MV�QRQH



�!03+.'%*#L`�+� `��(�*�!./L`�* `�*#.!//

Sa@?aT

6HUYLFH�GLVFRYHU\
�/d3!d %/�1//! d!�.(%!.Ld0$!d
1�!.*!0!/d)�/0!.d'!!,/d0.��'d+"d�((d/!.2%�!d !"%*%0%+*/d�* 
1, �0!/Kd�%/�+2!.5d��*d+��1.d%*d+*!d+"d0$.!!d3�5/Kd�$!d"%./0d03+d)!0$+ /d1/!d�%*14
!*2%.+*)!*0d2�.%��(!/Kd�$!.!d%/d/1,,+.0d"+.d0$!d�+�'!.d(%*'d/05(!d+"d!*2%.+*)!*0d2�.%��(!/L
�10d
1�!.*!0!/d�(/+d$�/d%0/d+3*d*�)%*#d�+*2!*0%+*Kd
!.!d%/d�*d!4�),(!d+"d3$�0d+1.dnode-
jsd/!.2%�!d!4�),(!d)%#$0d(++'d(%'!d1/%*#d
?/d!*2%.+*)!*0d2�.%��(!/dQ*+0!d��/d3%((d2�.5RM

12'(B-6B3257B��B7&3 WFS������������������
12'(B-6B3257 WFS������������������
12'(B-6B3257B��B7&3B35272 WFS
12'(B-6B3257B��B7&3B3257 ��
12'(B-6B6(59,&(B+267 ������������
12'(B-6B3257B��B7&3B$''5 ������������
12'(B-6B6(59,&(B3257 ��

�%/0%*#`:_8:Md�!.2%�!`!*2%.+*)!*0`2�.%��(!/

�*+0$!.d+,0%+*d"+.d %/�+2!.5d%/d0$.+1#$d���Kd�$%(!d!*2%.+*)!*0d2�.%��(!/d��*d�!d1/!"1(
3$!*d���d%/d*+0d�2�%(��(!Ld%0d$�/d .�3���'/Kd�$!d/5/0!)d+*(5d�.!�0!/d2�.%��(!/d�0d�.!�0%+*
0%)!Ld/+d/!.2%�!/d0$�0d�+)!d+*(%*!d(�0!.d3%((d*+0d�!d %/�+2!.! d+.d3+1( d.!-1%.!d/+)!
�  %0%+*�(d0++(%*#d0+d1, �0!d�((d0$!d/5/0!)d!*2%.+*)!*0/K

'16
���d/+(2!/d0$!d%//1!/d/!!*d3%0$d!*2%.+*)!*0d2�.%��(!/d�5d�((+3%*#d1/d0+d.!"!.!*�!d0$!
/!.2%�!/d�5d0$!%.d*�)!Kd�/d/!.2%�!/d.!/0�.0Ld/��(!d+10Ld+.d�,,!�.d�*!3Ld0$!d���d!*0.%!/d3%((
�!d1, �0%*#d�* d!*/1.%*#d0$�0d0$!d/!.2%�!d*�)!d�(3�5/d,+%*0/d0+d0$!d(�0!/0d%*".�/0.1�01.!K
���d%/d/!0d1,d�5d !"�1(0d%*d)+/0d+"d0$!d/1,,+.0! d,.+2% !./K

�"d���d%/d/1,,+.0! d�5d5+1.d,.+2% !.Ld�10d*+0d/!0d1,Ld5+1d��*d�+*"%#1.!
0$!d"+((+3%*#d2�.%��(!/d%*d5+1.d !"�1(0d,.+2% !.d�+*"%#d3$!*d5+1d�.!�0!
5+1.d
1�!.*!0!/d�(1/0!.M
ENABLE_CLUSTER_DNS="${KUBE_ENABLE_CLUSTER_DNS:-true}"
DNS_SERVER_IP="10.0.0.10"
DNS_DOMAIN="cluster.local"
DNS_REPLICAS=1

�%0$d���d��0%2!Ld/!.2%�!/d��*d�!d���!//! d%*d+*!d+"d03+d"+.)/c!%0$!.d0$!d/!.2%�!d*�)!
%0/!("Ld<service-name>d+.d�d"1((5d-1�(%"%! d*�)!d0$�0d%*�(1 !/d0$!d*�)!/,��!Ld<service-
name>.<namespace-name>.cluster.localKd�*d+1.d!4�),(!/Ld%0d3+1( d(++'d/%)%(�.d0+
node-js-90d+.dnode-js-90.default.cluster.localK
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0XOWLWHQDQF\

1�!.*!0!/d�(/+d$�/d�*d�  %0%+*�(d�+*/0.1�0d"+.d%/+(�0%+*d�0d0$!d�(1/0!.d(!2!(Kd�*d)+/0d��/!/L
5+1d��*d.1*d
1�!.*!0!/d�* d*!2!.d3+..5d��+10d*�)!/,��!/Nd!2!.50$%*#d3%((d.1*d%*d0$!
 !"�1(0d*�)!/,��!d%"d*+0d/,!�%"%! Kd
+3!2!.Ld%*d��/!/d3$!.!d5+1d.1*d)1(0%0!*�*�5
�+))1*%0%!/d+.d3�*0d�.+� a/��(!d/!#.!#�0%+*d�* d%/+(�0%+*d+"d0$!d�(1/0!.d.!/+1.�!/L
*�)!/,��!/d��*d�!d1/! d0+d0$%/d!* K

�+d/0�.0Ld
1�!.*!0!/d$�/d03+d*�)!/,��!/cdefaultd�* dkube-systemKd�$!dkube-
systemd*�)!/,��!d%/d1/! d"+.d�((d0$!d/5/0!)a(!2!(d�+*0�%*!./d3!d/�3d%*dChapter 1L
�*0.+ 1�0%+*`0+d
1�!.*!0!/Ld%*d0$!d�!.2%�!/`.1**%*#`+*`0$!`)%*%+*/d/!�0%+*Kd�$!d��Ld(+##%*#L
���Ld�* d/+d+*d�.!d�((d.1*d%*dkube-systemKd�2!.50$%*#d!(/!d0$!d1/!.d�.!�0!/d.1*/d%*d0$!
 !"�1(0d*�)!/,��!Kd
+3!2!.Ld+1.d.!/+1.�!d !"%*%0%+*d"%(!/d��*d+,0%+*�((5d/,!�%"5d�d�1/0+)
*�)!/,��!Kd�+.d0$!d/�'!d+"d!4,!.%)!*0%*#Ld(!0X/d0�'!d�d(++'d�0d$+3d0+d�1%( d�d*!3
*�)!/,��!K

�%./0Ld3!X((d*!! d0+d�.!�0!d�d*�)!/,��!d !"%*%0%+*d"%(!d(%'!d0$!d+*!d%*d0$%/d(%/0%*#M

apiVersion: v1
kind: Namespace
metadata:
  name: test

�%/0%*#`:_8;Mdtest-ns.yaml

�!d��*d#+d�$!� d�* d�.!�0!d0$%/d"%(!d3%0$d+1.d$�* 5dcreated�+))�* M

��NXEHFWO�FUHDWH��I�WHVW�QV�\DPO

�+3d3!d��*d�.!�0!d.!/+1.�!/d0$�0d1/!d0$!dtestd*�)!/,��!Kd�$!d"+((+3%*#d%/d�*d!4�),(!d+"
�d,+ d1/%*#d0$%/d*!3d*�)!/,��!M

apiVersion: v1
kind: Pod
metadata:
  name: utility
  namespace: test
spec:
  containers:
  - image: debian:latest
    command:
      - sleep
      - "3600"
    name: utility

�%/0%*#`:_8<Mdns-pod.yaml
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�$%(!d0$!d,+ d��*d/0%((d���!//d/!.2%�!/d%*d+0$!.d*�)!/,��!/Ld%0d3%((d*!! d0+d1/!d0$!d(+*#d���
"+.)d+"d<service-name>.<namespace-name>.cluster.localKd�+.d!4�),(!Ld%"d5+1d3!.!
0+d.1*d�d�+))�* d".+)d%*/% !d0$!d�+*0�%*!.d%*d�%/0%*#`:_8<Mdns-pod.yamlLd5+1d�+1( d1/!
node-js.default.cluster.locald0+d���!//d0$!d�+ !K&/d!4�),(!d".+)dChapter 2Ld�+ /L
�!.2%�!/L`�!,(%��0%+*`�+*0.+((!./L`�* `���!(/K


!.!d%/d�d*+0!d��+10d.!/+1.�!d10%(%6�0%+*Kd�0d/+)!d,+%*0d%*d0$%/d�++'Ld5+1
)�5d.1*d+10d+"d/,��!d+*d5+1.d�(1/0!.d0+d�.!�0!d*!3d
1�!.*!0!/d.!/+1.�!/K
�$!d0%)%*#d3%((d2�.5d��/! d+*d�(1/0!.d/%6!Ld�10d%0X/d#++ d0+d'!!,d0$%/d%*
)%* d�* d +d/+)!d�(!�*a1,d".+)d0%)!d0+d0%)!Kd�/!d0$!d"+((+3%*#
�+))�* /d0+d.!)+2!d+( d!4�),(!/M
���NXEHFWO�GHOHWH�SRG��SRG�QDPH!
���NXEHFWO�GHOHWH�VYF��VHUYLFH�QDPH!
���NXEHFWO�GHOHWH�UF��UHSOLFDWLRQ�FRQWUROOHU�QDPH!
���NXEHFWO�GHOHWH�UV��UHSOLFDVHW�QDPH!

/LPLWV
�!0X/d%*/,!�0d+1.d*!3d*�)!/,��!d�d�%0d)+.!Kd�1*d0$!ddescribed�+))�* d�/d"+((+3/M

��NXEHFWO�GHVFULEH�QDPHVSDFH�WHVW

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Namespace describe


1�!.*!0!/d�((+3/d5+1d0+d�+0$d(%)%0d0$!d.!/+1.�!/d1/! d�5d%* %2% 1�(d,+ /d+.d�+*0�%*!./
�* d0$!d.!/+1.�!/d1/! d�5d0$!d+2!.�((d*�)!/,��!d1/%*#d-1+0�/Kd�+1X((d*+0!d0$�0d0$!.!d�.!d*+
.!/+1.�!d(%)%0/d+.d-1+0�/d�1..!*0(5d/!0d+*d0$!dtestd*�)!/,��!K

�1,,+/!d3!d3�*0d0+d(%)%0d0$!d"++0,.%*0d+"d0$%/d*!3d*�)!/,��!Nd3!d��*d/!0d-1+0�/d/1�$d�/
0$!d"+((+3%*#M

apiVersion: v1
kind: ResourceQuota
metadata:
  name: test-quotas
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  namespace: test
spec:
  hard:
    pods: 3
    services: 1
    replicationcontrollers: 1

�%/0%*#`:_8=Mdquota.yaml

�*d.!�(%05Ld*�)!/,��!/d3+1( d�!d"+.d(�.#!.d�,,(%��0%+*d�+))1*%0%!/d�* 
3+1( d,.+���(5d*!2!.d$�2!d-1+0�/d0$%/d(+3Kd�d�)d1/%*#d0$%/d%*d+. !.d0+
!�/!d%((1/0.�0%+*d+"d0$!d��,��%(%05d%*d0$!d!4�),(!K


!.!Ld3!d3%((d�.!�0!d�d-1+0�d+"d3d,+ /Ld1d��Ld�* d1d/!.2%�!d"+.d0$!d0!/0d*�)!/,��!Kd�/d5+1
,.+���(5d#1!//! Ld0$%/d%/d!4!�10! d+*�!d�#�%*d�5d+1.d0.1/05dcreated�+))�* M

��NXEHFWO�FUHDWH��I�TXRWD�\DPO

�+3d0$�0d3!d$�2!d0$�0d%*d,(��!Ld(!0X/d1/!ddescribed+*d0$!d*�)!/,��!Ld�/d"+((+3/M

��NXEHFWO�GHVFULEH�QDPHVSDFH�WHVW

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Namespace describe after quota is set
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�+1X((d*+0!d0$�0d3!d*+3d$�2!d/+)!d2�(1!/d(%/0! d%*d0$!d-1+0�d/!�0%+*d�* d0$!d(%)%0/d/!�0%+*
%/d/0%((d�(�*'Kd�!d�(/+d$�2!d�dUsedd�+(1)*Ld3$%�$d(!0/d1/d'*+3d$+3d�(+/!d0+d0$!d(%)%0/d3!
�.!d�0d0$!d)+)!*0Kd�!0X/d0.5d0+d/,%*d1,d�d"!3d,+ /d1/%*#d0$!d"+((+3%*#d !"%*%0%+*M

apiVersion: v1
kind: ReplicationController
metadata:
  name: busybox-ns
  namespace: test
  labels:
    name: busybox-ns
spec:
  replicas: 4
  selector:
    name: busybox-ns
  template:
    metadata:
      labels:
        name: busybox-ns
    spec:
      containers:
      - name: busybox-ns
        image: busybox
        command:
          - sleep
          - "3600"

�%/0%*#`:_8>Mdbusybox-ns.yaml

�+1X((d*+0!d0$�0d3!d�.!d�.!�0%*#d"+1.d.!,(%��/d+"d0$%/d��/%�d,+ Kd�"0!.d1/%*#dcreated0+d�1%( 
0$%/d��Ld.1*d0$!ddescribed�+))�* d+*d0$!dtestd*�)!/,��!d+*�!d)+.!Kd�+1X((d*+0%�!d0$�0
0$!dUsedd2�(1!/d"+.d,+ /d�* d��/d�.!d�0d0$!%.d)�4Kd
+3!2!.Ld3!d�/'! d"+.d"+1.d.!,(%��/d�* 
+*(5d/!!d0$.!!d,+ /d%*d1/!K

�!0X/d/!!d3$�0X/d$�,,!*%*#d3%0$d+1.d��Kd�+1d)%#$0d�00!),0d0+d +d0$�0d3%0$d0$!d�+))�* 
$!.!M

NXEHFWO�GHVFULEH�UF�EXV\ER[�QV


+3!2!.Ld%"d5+1d0.5Ld5+1X((d�!d %/�+1.�#! d0+d/!!d�dnot foundd)!//�#!d".+)d0$!d/!.2!.K
�$%/d%/d�!��1/!d3!d�.!�0! d0$%/d��d%*d�d*!3d*�)!/,��!d�* dkubectld�//1)!/d0$!d !"�1(0
*�)!/,��!d%"d*+0d/,!�%"%! Kd�$%/d)!�*/d0$�0d3!d*!! d0+d/,!�%"5d--namepsace=testd3%0$
!2!.5d�+))�* d3$!*d3!d3%/$d0+d���!//d.!/+1.�!/d%*d0$!dtestd*�)!/,��!K



�!03+.'%*#L`�+� `��(�*�!./L`�* `�*#.!//

Sa87:aT

�!d��*d�(/+d/!0d0$!d�1..!*0d*�)!/,��!d�5d3+.'%*#d3%0$d0$!d�+*0!40
/!00%*#/Kd�%./0Ld3!d*!! d0+d"%* d+1.d�1..!*0d�+*0!40Ld3$%�$d%/d"+1* d3%0$d0$!
"+((+3%*#d�+))�* M
��NXEHFWO�FRQILJ�YLHZ�_�JUHS�FXUUHQW�FRQWH[W

�!40Ld3!d��*d0�'!d0$�0d�+*0!40d�* d/!0d0$!d*�)!/,��!d2�.%��(!d(%'!d0$!
"+((+3%*#M
��NXEHFWO�FRQILJ�VHW�FRQWH[W��&XUUHQW�&RQWH[W!���
QDPHVSDFH WHVW

�+3d5+1d��*d.1*d0$!dkubectld�+))�* d3%0$+10d0$!d*!! d0+d/,!�%"5d0$!
*�)!/,��!Kd�1/0d.!)!)�!.d0+d/3%0�$d���'d3$!*d5+1d3�*0d0+d(++'d�0d0$!
.!/+1.�!/d.1**%*#d%*d5+1.d !"�1(0d*�)!/,��!K

�1*d0$!d�+))�* d3%0$d0$!d*�)!/,��!d/,!�%"%! Kd�"d5+1X2!d/!0d5+1.d�1..!*0d*�)!/,��!d�/
 !)+*/0.�0! d%*d0$!d0%,d�+4Ld5+1d��*d(!�2!d+""d0$!d--namespaced�.#1)!*0M

��NXEHFWO�GHVFULEH�UF�EXV\ER[�QV���QDPHVSDFH WHVW

�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

Namespace quotas
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�/d5+1d��*d/!!d%*d0$!d,.!�! %*#d%)�#!Ld0$!d"%./0d0$.!!d,+ /d3!.!d/1��!//"1((5d�.!�0! Ld�10
+1.d"%*�(d+*!d"�%(/d3%0$d0$!dLimited to 3 podsd!..+.K

�$%/d%/d�*d!�/5d3�5d0+d/!0d(%)%0/d"+.d.!/+1.�!/d,�.0%0%+*! d+10d�0d�d�+))1*%05d/��(!Kd�0X/
3+.0$d*+0%*#d0$�0d5+1d��*d�(/+d/!0d-1+0�/d"+.d���Ld)!)+.5Ld,!./%/0!*0d2+(1)!/Ld�* 
/!�.!0/Kd�  %0%+*�((5Ld(%)%0/d3+.'d%*d�d/%)%(�.d3�5d0+d-1+0�Ld�10d0$!5d/!0d0$!d(%)%0d"+.d!��$
,+ d+.d�+*0�%*!.d3%0$%*d0$!d*�)!/,��!K

$�QRWH�RQ�UHVRXUFH�XVDJH
�/d)+/0d+"d0$!d!4�),(!/d%*d0$%/d�++'d10%(%6!d	��d+.d���Ld%0d��*d�!d�+/0(5d0+d'!!,
!2!.50$%*#d.1**%*#Kd�0X/d�(/+d!�/5d0+d.1*d+10d+"d.!/+1.�!/d1/%*#d0$!d !"�1(0d�(1/0!.d/%6!L
!/,!�%�((5d%"d5+1d'!!,d!2!.5d!4�),(!d.1**%*#Kd�$!.!"+.!Ld5+1d)�5d3�*0d0+d !(!0!d+( !.
,+ /Ld.!,(%��0%+*d�+*0.+((!./Ld.!,(%��d/!0/Ld�* d/!.2%�!/d,!.%+ %��((5Kd�+1d��*d�(/+d !/0.+5d0$!
�(1/0!.d�* d.!�.!�0!d1/%*#dChapter 1Ld�*0.+ 1�0%+*`0+`
1�!.*!0!/d�/d�d3�5d0+d(+3!.d5+1.d�(+1 
,.+2% !.d�%((K

6XPPDU\
�!d0++'d�d !!,!.d(++'d%*0+d*!03+.'%*#d�* d/!.2%�!/d%*d
1�!.*!0!/Kd�+1d/$+1( d*+3
1* !./0�* d$+3d*!03+.'%*#d�+))1*%��0%+*/d�.!d !/%#*! d%*d
?/d�* d"!!(d�+)"+.0��(!
���!//%*#d5+1.d/!.2%�!/d%*0!.*�((5d�* d!40!.*�((5Kd�!d/�3d$+3d'1�!a,.+45d��(�*�!/d0.�""%�
�+0$d(+��((5d�* d��.+//d0$!d�(1/0!.Kd�  %0%+*�((5Ld3!d!4,(+.! d0$!d*!3d�*#.!//d.!/+1.�!/d0$�0
�((+3d1/d"%*!.d�+*0.+(d+"d%*�+)%*#d0.�""%�Kd�!d�(/+d(++'! d�.%!"(5d�0d$+3d���d�* d/!.2%�!
 %/�+2!.5d%/d��$%!2! d%*d
1�!.*!0!/Kd�!d"%*%/$! d+""d3%0$d-1%�'d(++'d�0d*�)!/,��!d�* 
%/+(�0%+*d"+.d)1(0%0!*�*�5K

5HIHUHQFHV
http://www.wired.com/2015/06/google-reveals-secret-gear-connects-onlin8K
e-empire/

http://www.wired.com/2015/06/google-reveals-secret-gear-connects-online-empire/
http://www.wired.com/2015/06/google-reveals-secret-gear-connects-online-empire/
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$XWRVFDOLQJ
�$%/d�$�,0!.d3%((d!4,�* d1,+*d0$!d�+.!d�+*�!,0/Ld3$%�$d/$+3d5+1d$+3d0+d.+((d+10d1, �0!/
�* d0!/0d*!3d"!�01.!/d+"d5+1.d�,,(%��0%+*d3%0$d)%*%)�(d %/.1,0%+*d0+d1,a0%)!Kd�0d3%((d�+2!.
0$!d��/%�/d+"d +%*#d�,,(%��0%+*d1, �0!/Ld#.� 1�(d.+((+10/Ld�* d�^�d0!/0%*#Kd�*d�  %0%+*Ld3!
3%((d(++'d�0d/��(%*#d0$!d
1�!.*!0!/d�(1/0!.d%0/!("K

�$%/d�$�,0!.d3%((d %/�1//d0$!d"+((+3%*#d0+,%�/M

�,,(%��0%+*d/��(%*#
�+((%*#d1, �0!/
�^�d0!/0%*#
�,,(%��0%+*d�10+/��(%*#
���(%*#d1,d5+1.d�(1/0!.

�%*�!d2!./%+*d8K9Ld
1�!.*!0!/d$�/d.!(!�/! d�d�!,(+5)!*0/d���Kd�!,(+5)!*0/d�.!d0$!
.!�+))!* ! d3�5d0+d !�(d3%0$d/��(%*#d�* d�,,(%��0%+*d1, �0!/d#+%*#d"+.3�. Kd
+3!2!.Ld%0
%/d/0%((d�+*/% !.! d�!0�d�0d0$!d0%)!d+"d3.%0%*#d0$%/d�++'Ld3$%(!d.+((%*#d1, �0!/d$�/d�!!*d/0��(!
"+.d/!2!.�(d2!./%+*/Kd�!d3%((d!4,(+.!d.+((%*#d1, �0!/d%*d0$%/d�$�,0!.d�/d�*d%*0.+ 1�0%+*d0+d0$!
/��(%*#d�+*�!,0d�* d0$!*d %2!d%*0+d0$!d,.!"!..! d)!0$+ d+"d1/%*#d !,(+5)!*0/d%*d0$!d*!40
�$�,0!.K
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([DPSOH�VHW�XS
�!"+.!d3!d/0�.0d!4,(+.%*#d0$!d2�.%+1/d��,��%(%0%!/d�1%(0d%*0+d
1�!.*!0!/d"+.d/��(%*#d�* 
1, �0!/Ld3!d3%((d*!! d�d*!3d!4�),(!d!*2%.+*)!*0Kd�!d�.!d#+%*#d0+d1/!d�d2�.%�0%+*d+"d+1.
,.!2%+1/d�+*0�%*!.d%)�#!d3%0$d�d�(1!d���'#.+1* dQ.!"!.d0+d0$!d27K8`�* `27K9`Q/% !`�5
/% !Rd%)�#!Ld(�0!.d%*d0$%/d�$�,0!.Ld"+.d�d�+),�.%/+*RKd�!d$�2!d0$!d"+((+3%*#d�+ !M

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-scale
  labels:
    name: node-js-scale
spec:
  replicas: 1
  selector:
    name: node-js-scale
  template:
    metadata:
      labels:
        name: node-js-scale
    spec:
      containers:
      - name: node-js-scale
        image: jonbaier/pod-scaling:0.1
        ports:
        - containerPort: 80

�%/0%*#`;_8Mdpod-scaling-controller.yaml

apiVersion: v1
kind: Service
metadata:
  name: node-js-scale
  labels:
    name: node-js-scale
spec:
  type: LoadBalancer
  sessionAffinity: ClientIP
  ports:
  - port: 80
  selector:
    name: node-js-scale

�%/0%*#`;_9Mdpod-scaling-service.yaml
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The scaling output

�/d3!d��*d/!!d$!.!Ld
1�!.*!0!/d%/d"%./0d�.!�0%*#d�d*!3d��d*�)! dnode-js-
scale-10ea08ff9a118ac6a93f85547ed28f6Kd
?/d0$!*d(++,/d0$.+1#$d+*!d�5d+*!L
�.!�0%*#d�d*!3d,+ d%*d0$!d*!3d�+*0.+((!.d�* d.!)+2%*#d+*!d".+)d0$!d+( Kd�$%/d�+*0%*1!/
1*0%(d0$!d*!3d�+*0.+((!.d$�/d0$!d"1((d.!,(%��d�+1*0d�* d0$!d+( d+*!d%/d�0d6!.+Kd�"0!.d0$%/Ld0$!
+( d�+*0.+((!.d%/d !(!0! d�* d0$!d*!3d+*!d%/d.!*�)! d3%0$d0$!d+.%#%*�(d�+*0.+((!.d*�)!K

�"d5+1d.1*d�dget podsd�+))�* d*+3Ld5+1X((d*+0%�!d0$�0d0$!d,+ /d/0%((d�((d$�2!d�d(+*#!.
*�)!Kd�(0!.*�0%2!(5Ld3!d�+1( d$�2!d/,!�%"%! d0$!d*�)!d+"d�d*!3d�+*0.+((!.d%*d0$!d�+))�* L
�* d
1�!.*!0!/d3%((d�.!�0!d�d*!3d��d�* d,+ /d1/%*#d0$�0d*�)!Kd�*�!d�#�%*Ld0$!d�+*0.+((!.
+"d0$!d+( d*�)!d/%),(5d %/�,,!�./d�"0!.d1, �0%*#d%/d�+),(!0! Kd�d.!�+))!* d0$�0d5+1
/,!�%"5d�d*!3d*�)!d"+.d0$!d1, �0! d�+*0.+((!.d0+d�2+% d�+*"1/%+*d%*d5+1.d,+ d*�)%*#
 +3*d0$!d(%*!Kd�$!d/�)!dupdated�+))�* d3%0$d0$%/d)!0$+ d3%((d(++'d(%'!d0$%/M

��NXEHFWO�UROOLQJ�XSGDWH�QRGH�MV�VFDOH�QRGH�MV�VFDOH�Y������
LPDJH MRQEDLHU�SRG�VFDOLQJ�������XSGDWH�SHULRG ��P�



�, �0!/L`	.� 1�(`�+((+10/L`�* `�10+/��(%*#

Sa887aT

�/%*#d0$!d/0�0%�d!40!.*�(d��d�  .!//d".+)d0$!d/!.2%�!d3!d�.!�0! d%*d0$!d"%./0d/!�0%+*Ld3!d��*
+,!*d0$!d/!.2%�!d%*d�d�.+3/!.Kd�!d/$+1( d/!!d+1.d/0�* �. d�+*0�%*!.d%*"+.)�0%+*d,�#!K

+3!2!.Ld5+1X((d*+0%�!d0$�0d0$!d0%0(!d*+3d/�5/d�+ a���(%*#a27K9d�* d0$!d���'#.+1* d%/d(%#$0
5!((+3M

v0.1 and v0.2 (side by side)
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/!.2%�!d0$�0d1/!/dsessionAffinityKd�!d3%((d/!0d0$!d�""%*%05d0+dClientIPLd3$%�$d3%((d�((+3
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apiVersion: v1
kind: Service
metadata:
  name: node-js-scale-ab
  labels:
    service: node-js-scale-ab
spec:
  type: LoadBalancer
  ports:
  - port: 80
  sessionAffinity: ClientIP
  selector:
    service: node-js-scale-ab

�%/0%*#`;_:Mdpod-AB-service.yaml

�.!�0!d0$%/d/!.2%�!d�/d1/1�(d3%0$d0$!dcreated�+))�* Ld�/d"+((+3/M
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$!.!M

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-scale-a
  labels:
    name: node-js-scale-a
    version: "0.2"
    service: node-js-scale-ab
spec:
  replicas: 2
  selector:
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    name: node-js-scale-a
    version: "0.2"
    service: node-js-scale-ab
  template:
    metadata:
      labels:
        name: node-js-scale-a
        version: "0.2"
        service: node-js-scale-ab
    spec:
      containers:
      - name: node-js-scale
        image: jonbaier/pod-scaling:0.2
        ports:
        - containerPort: 80
        livenessProbe:
          # An HTTP health check
          httpGet:
            path: /
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 5
        readinessProbe:
          # An HTTP health check
          httpGet:
            path: /
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 1

�%/0%*#`;_;Mdpod-A-controller.yaml

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-js-scale-b
  labels:
    name: node-js-scale-b
    version: "0.3"
    service: node-js-scale-ab
spec:
  replicas: 2
  selector:
    name: node-js-scale-b
    version: "0.3"
    service: node-js-scale-ab
  template:
    metadata:
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      labels:
        name: node-js-scale-b
        version: "0.3"
        service: node-js-scale-ab
    spec:
      containers:
      - name: node-js-scale
        image: jonbaier/pod-scaling:0.3
        ports:
        - containerPort: 80
        livenessProbe:
          # An HTTP health check
          httpGet:
            path: /
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 5
        readinessProbe:
          # An HTTP health check
          httpGet:
            path: /
            port: 80
          initialDelaySeconds: 30
          timeoutSeconds: 1

�%/0%*#`;_<M`pod-B-controller.yaml
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�!d��*d/0�.0d0+d/!!d$+3d0$%/d,.+�!//d3%((d�!d1/!"1(d"+.d�d��*�.5d.!(!�/!d+.d�d)�*1�(d�(1!a
#.!!*d !,(+5)!*0Kd�!d��*d�(/+d/!!d$+3d!�/5d%0d%/d0+d(�1*�$d�d*!3d2!./%+*d�* d/(+3(5
0.�*/%0%+*d+2!.d0+d0$!d*!3d.!(!�/!K

�!0X/d(++'d�0d�d��/%�d0.�*/%0%+*d-1%�'(5Kd�0X/d.!�((5d�/d/%),(!d�/d�d"!3dscaled�+))�* /L
3$%�$d�.!d�/d"+((+3/M

��NXEHFWO�VFDOH���UHSOLFDV ��UF�QRGH�MV�VFDOH�E
��NXEHFWO�VFDOH���UHSOLFDV ��UF�QRGH�MV�VFDOH�D
��NXEHFWO�VFDOH���UHSOLFDV ��UF�QRGH�MV�VFDOH�E
��NXEHFWO�VFDOH���UHSOLFDV ��UF�QRGH�MV�VFDOH�D

�/!d0$!dget podsd�+))�* d�+)�%*! d3%0$d0$!d-ld"%(0!.d%*d�!03!!*
0$!dscaled�+))�* /d0+d3�0�$d0$!d0.�*/%0%+*d�/d%0d$�,,!*/K

�+3Ld3!d$�2!d"1((5d0.�*/%0%+*! d+2!.d0+d2!./%+*d7K:dQnode-js-scale-bRKd�((d1/!./d3%((
*+3d/!!d0$!d2!./%+*d7K:d+"d0$!d/%0!Kd�!d$�2!d"+1.d.!,(%��/d+"d2!./%+*d7K:d�* d*+*!d+"d7K9Kd�"
5+1d.1*d�dget rcd�+))�* Ld5+1d3%((d*+0%�!d0$�0d3!d/0%((d$�2!d�*d��d"+.d7K9dQnode-js-
scale-aRKd�/d�d"%*�(d�(!�*1,Ld3!d��*d.!)+2!d0$�0d�+*0.+((!.d�+),(!0!(5Ld�/d"+((+3/M

��NXEHFWO�GHOHWH�UF�QRGH�MV�VFDOH�D

$SSOLFDWLRQ�DXWRVFDOLQJ
�d.!�!*0d"!�01.!d�  %0%+*d0+d
1�!.*!0!/d%/d0$�0d+"d0$!d
+.%6+*0�(a�+ a�10+/��(!.Kd�$%/
.!/+1.�!d05,!d%/d.!�((5d1/!"1(d�/d%0d#%2!/d1/d�d3�5d0+d�10+)�0%��((5d/!0d0$.!/$+( /d"+.d/��(%*#
+1.d�,,(%��0%+*Kd�1..!*0(5Ld0$�0d/1,,+.0d%/d+*(5d"+.d���Ld�10d0$!.!d%/d�(,$�d/1,,+.0d"+.
�1/0+)d�,,(%��0%+*d)!0.%�/d�/d3!((Kd

�!0X/d1/!d0$!dnode-js-scaled�!,(%��0%+*d�+*0.+((!.d".+)d0$!d�!#%**%*#d+"d0$!d�$�,0!.d�* 
�  d�*d�10+/��(%*#d�+),+*!*0Kd�!"+.!d3!d/0�.0Ld(!0X/d)�'!d/1.!d3!d�.!d/��(! d���'d +3*d0+
+*!d.!,(%��d1/%*#d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�VFDOH���UHSOLFDV ��UF�QRGH�MV�VFDOH
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�+3d3!d��*d�.!�0!d�d
+.%6+*0�(d�+ d�10+/��(!.d3%0$d0$!d"+((+3%*#dhpad !"%*%0%+*M

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
  name: node-js-scale
spec:
  minReplicas: 1
  maxReplicas: 3
  scaleTargetRef:
    apiVersion: v1
    kind: ReplicationController
    name: node-js-scale
  targetCPUUtilizationPercentage: 20

�%/0%*#`;_=K`node-js-scale-hpa.yaml

	+d�$!� d�* d�.!�0!d0$%/d3%0$d0$!dkubectl create -fd�+))�* Kd�+3d3!d��*d(%/0d0$!
$,�/d�* d#!0d�d !/�.%,0%+*d�/d3!((M

��NXEHFWO�JHW�KSD

�!d��*d�(/+d�.!�0!d�10+/��(%*#d%*d0$!d�+))�* d(%*!d3%0$d0$!dkubectl
autoscaled�+))�* Kd�$!d,.!�! %*#d����d3%((d(++'d(%'!d0$!d"+((+3%*#M
$ kubectl autoscale rc/node-js-scale --min=1 --max=3 --
cpu-percent=20

�$%/d3%((d/$+3d1/d�*d�10+/��(!.d+*d0$!dnode-js-scaled�!,(%��0%+*d�+*0.+((!.d3%0$d�
��.#!0d���d+"d:7AKd�  %0%+*�((5Ld5+1d3%((d/!!d0$�0d0$!d)%*%)1)d,+ /d%/d/!0d0+d8d�* 
)�4%)1)d%/d:M

Horizontal Pod Autoscaler with no load

�!0X/d�(/+d-1!.5d+1.d,+ /d0+d/!!d$+3d)�*5d�.!d.1**%*#d.%#$0d*+3M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�VFDOH
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�!d/$+1( d/!!d+*(5d+*!dnode-js-scaled,+ d�!��1/!d+1.d
��d%/d/$+3%*#d7Ad10%(%6�0%+*L
/+d3!d3%((d*!! d0+d#!*!.�0!d/+)!d(+� Kd�!d3%((d1/!d0$!d,+,1(�.dboomd�,,(%��0%+*d�+))+*
%*d)�*5d�+*0�%*!.d !)+/Kd�$!d"+((+3%*#d(%/0%*#d3%((d$!(,d1/d�.!�0!d�+*0%*1+1/d(+� d1*0%(d3!
��*d$%0d0$!d���d0$.!/$+( d"+.d�10+/��(!.M

apiVersion: v1
kind: ReplicationController
metadata:
  name: boomload
spec:
  replicas: 1
  selector:
    app: loadgenerator
  template:
    metadata:
      labels:
        app: loadgenerator
    spec:
      containers:
      - image: williamyeh/boom
        name: boom
        command: ["/bin/sh","-c"]
        args: ["while true ; do boom http://node-js-scale/ -c 10 -n 100
        ; sleep 1 ; done"]

�%/0%*#`;_>K`boomload.yaml

�/!d0$!dkubectl create -fd�+))�* d3%0$d0$%/d(%/0%*#d�* d0$!*d�!d.!� 5d0+d/0�.0
)+*%0+.%*#d0$!dhpaKd�!d��*d +d0$%/d3%0$d0$!dkubectl get hpad�+))�* d3!d1/! d!�.(%!.K

�0d)�5d0�'!d�d"!3d)+)!*0/Ld�10d3!d/$+1( d/0�.0d0+d/!!d0$!d�1..!*0d���d10%(%6�0%+*d%*�.!�/!K
�*�!d%0d#+!/d��+2!d0$!d97Ad0$.!/$+( d3!d/!0d0$!d�10+/��(!.d3%((d'%�'d%*M

Horizontal Pod Autoscaler after load starts

�*�!d3!d/!!d0$%/Ld3!d��*d.1*dkubectl get podd�#�%*d�* d/!!d0$!.!d�.!d*+3d/!2!.�(dnode-
js-scaled,+ /M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�VFDOH

�!d��*d�(!�*d1,d*+3d�5d'%((%*#d+1.d(+� d#!*!.�0%+*d,+ M

��NXEHFWO�GHOHWH�UF�ERRPORDG
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�+3d%"d3!d3�0�$d0$!dhpaLd3!d/$+1( d/0�.0d0+d/!!d0$!d���d1/�#!d .+,Kd�0d)�5d0�'!d�d"!3
)%*10!/Ld�10Ld!2!*01�((5Ld3!d3%((d#+d���'d +3*d0+d7Ad���d(+� K

6FDOLQJ�D�FOXVWHU
�((d0$!/!d0!�$*%-1!/d�.!d#.!�0d"+.d0$!d/��(%*#d+"d0$!d�,,(%��0%+*Ld�10d3$�0d��+10d0$!d�(1/0!.
%0/!("Kd�0d/+)!d,+%*0Ld5+1d3%((d,��'d0$!d*+ !/d"1((d�* d*!! d)+.!d.!/+1.�!/d0+d/�$! 1(!d*!3
,+ /d"+.d5+1.d3+.'(+� /K

$XWRVFDOLQJ
�$!*d5+1d�.!�0!d5+1.d�(1/0!.Ld5+1d��*d�1/0+)%6!d0$!d/0�.0%*#d*1)�!.d+"d*+ !/dQ)%*%+*/R
3%0$d0$!dNUM_MINIONSd!*2%.+*)!*0d2�.%��(!Kd�5d !"�1(0Ld%0d%/d/!0d0+d;K

�  %0%+*�((5Ld0$!d
1�!.*!0!/d0!�)d$�/d/0�.0! d0+d�1%( d�10+/��(%*#d��,��%(%05d%*0+d0$!
�(1/0!.d%0/!("Kd�1..!*0(5Ld0$%/d%/d0$!d+*(5d/1,,+.0d+*d	��d�* d	
�Ld�10d3+.'d%/d�!%*#d +*!
+*d+0$!.d,.+2% !./Kd�$%/d��,��%(%05d10%(%6!/d0$!dKUBE_AUTOSCALER_MIN_NODESL
KUBE_AUTOSCALER_MAX_NODESLd�* dKUBE_ENABLE_CLUSTER_AUTOSCALERd!*2%.+*)!*0
2�.%��(!/K

�$!d"+((+3%*#d!4�),(!d/$+3/d$+3d0+d/!0d0$!d!*2%.+*)!*0d2�.%��(!/d"+.d�10+/��(%*#`�!"+.!
.1**%*#dkube-up.shM

��H[SRUW�180B0,1,216 �
��H[SRUW�.8%(B$8726&$/(5B0,1B12'(6 �
��H[SRUW�.8%(B$8726&$/(5B0$;B12'(6 �
��H[SRUW�.8%(B(1$%/(B&/867(5B$8726&$/(5 WUXH

�(/+Ld�!�.d%*d)%* d0$�0d�$�*#%*#d0$%/d�"0!.d0$!d�(1/0!.d%/d/0�.0! d3%((d$�2!d*+d!""!�0Kd�+1
3+1( d*!! d0+d0!�.d +3*d0$!d�(1/0!.d�* d�.!�0!d%0d+*�!d�#�%*Kd�$1/Ld0$%/d/!�0%+*d3%((d/$+3
5+1d$+3d0+d�  d*+ !/d0+d�*d!4%/0%*#d�(1/0!.d3%0$+10d.!�1%( %*#d%0K

�*�!d5+1d/0�.0d�d�(1/0!.d3%0$d0$!/!d/!00%*#/Ld5+1.d�(1/0!.d3%((d�10+)�0%��((5d/��(!d1,d�* 
 +3*d3%0$d0$!d)%*%)1)d�* d)�4%)1)d(%)%0/d��/! d+*d�+),10!d.!/+1.�!d1/�#!d%*d0$!
�(1/0!.K

	
�d�(1/0!./d�(/+d/1,,+.0d�10+/��(%*#d3$!*d(�1*�$! Ld3$!*d1/%*#d0$!
�(,$�d"!�01.!/Kd�$!d,.!�! %*#d!4�),(!d3%((d1/!d�d"(�#d/1�$d�/d--enable-
autoscaling --min-nodes=2 --max-nodes=5d%*d�d�+))�* a(%*!
(�1*�$K
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6FDOLQJ�XS�WKH�FOXVWHU�RQ�*&(
�"d5+1d3%/$d0+d/��(!d+10d�*d!4%/0%*#d�(1/0!.Ld3!d��*d +d%0d3%0$d�d"!3d/0!,/Kd��*1�((5d/��(%*#
1,d5+1.d�(1/0!.d+*d	��d%/d��01�((5d-1%0!d!�/5Kd�$!d!4%/0%*#d,(1)�%*#d1/!/d)�*�#! 
%*/0�*�!d#.+1,/d%*d	��Ld3$%�$d�((+3d5+1d0+d!�/%(5d�  d)+.!d)��$%*!/d+"d�d/0�* �. 
�+*"%#1.�0%+*d0+d0$!d#.+1,d2%�d�*d%*/0�*�!d0!),(�0!K

�+1d��*d/!!d0$%/d0!),(�0!d!�/%(5d%*d0$!d	��d�+*/+(!Kd�%./0Ld+,!*d0$!d�+*/+(!Nd�5d !"�1(0Ld0$%/
/$+1( d+,!*d5+1.d !"�1(0d,.+&!�0d�+*/+(!Kd�"d5+1d�.!d1/%*#d�*+0$!.d,.+&!�0d"+.d5+1.

1�!.*!0!/d�(1/0!.Ld/%),(5d/!(!�0d%0d".+)d0$!d,.+&!�0d .+, +3*d�0d0$!d0+,d+"d0$!d,�#!K

�*d0$!d/% !d,�*!(Ld/!!d1* !.d�+),10!d�* d0$!*d�+),10!a�*#%*!Ld�* d/!(!�0d�*/0�*�!
0!),(�0!/Kd�+1d/$+1( d/!!d�d0!),(�0!d0%0(! d'1�!.*!0!/`)%*%+*`0!),(�0!Kd�+0!d0$�0d0$!
*�)!d�+1( d2�.5d/(%#$0(5d%"d5+1X2!d�1/0+)%6! d5+1.d�(1/0!.d*�)%*#d/!00%*#/Kd�(%�'d+*d0$�0
0!),(�0!d0+d/!!d0$!d !0�%(/Kd�!"!.d0+d0$!d"+((+3%*#d/�.!!*/$+0M

The GCE Instance template for minions
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�+1X((d/!!d�d*1)�!.d+"d/!00%*#/Ld�10d0$!d)!�0d+"d0$!d0!),(�0!d%/d1* !.d0$!d�1/0+)d)!0� �0�K

!.!Ld5+1d3%((d/!!d�d*1)�!.d+"d!*2%.+*)!*0d2�.%��(!/d�* d�(/+d�d/0�.01,d/�.%,0d0$�0d%/d.1*
�"0!.d�d*!3d)��$%*!d%*/0�*�!d%/d�.!�0! Kd�$!/!d�.!d0$!d�+.!d�+),+*!*0/d0$�0d�((+3d1/d0+
�.!�0!d*!3d)��$%*!/d�* d$�2!d0$!)d�10+)�0%��((5d�  ! d0+d0$!d�2�%(��(!d�(1/0!.d*+ !/K

�!��1/!d0$!d0!),(�0!d"+.d*!3d)��$%*!/d%/d�(.!� 5d�.!�0! Ld%0d%/d2!.5d/%),(!d0+d/��(!d+10d+1.
�(1/0!.d%*d	��Kd�*�!d%*d0$!d�+),10!d/!�0%+*d+"d0$!d�+*/+(!Ld/%),(5d#+d0+d�*/0�*�!a#.+1,/
(+��0! d.%#$0d��+2!d0$!d�*/0�*�!a0!),(�0!/d(%*'d+*d0$!d/% !d,�*!(Kd�#�%*Ld5+1d/$+1( d/!!d�
#.+1,d0%0(! d'1�!.*!0!/`)%*%+*`#.+1,d+.d/+)!0$%*#d/%)%(�.Kd�(%�'d+*d0$�0d#.+1,d0+d/!!d0$!
 !0�%(/Ld�/d/$+3*d%*d0$!d"+((+3%*#d/�.!!*/$+0M

The GCE Instance group for minions
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�+1X((d/!!d�d,�#!d3%0$d�d���d)!0.%�/d#.�,$d�* d0$.!!d%*/0�*�!/d(%/0! d$!.!Kd�5d !"�1(0Ld0$!
�(1/0!.d�.!�0!/d0$.!!d*+ !/Kd�!d��*d)+ %"5d0$%/d#.+1,d�5d�(%�'%*#d+*d0$!d����
	����d�100+*d�0d0$!d0+,d+"d0$!d,�#!M

The GCE Instance group edit page
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�+1d/$+1( d/!!d'1�!.*!0!/`)%*%+*`0!),(�0!d/!(!�0! d%*d�*/0�*�!a0!),(�0!d0$�0d3!
.!2%!3! d�d)+)!*0d�#+Kd�+1X((d�(/+d/!!d�*d�10+/��(%*#d/!00%*#Ld3$%�$d%/d�""d�5d !"�1(0d�* 
�*d%*/0�*�!d�+1*0d+"d3Kd�%),(5Ld%*�.!)!*0d0$%/d0+d4d�* d�(%�'d+*d��2!Kd�+1X((d�!d0�'!*d���'d0+
0$!d#.+1,d !0�%(/d,�#!d�* d5+1X((d/!!d�d,+,a1,d %�(+#d/$+3%*#d0$!d,!* %*#d�$�*#!/K

�+1X((d�(/+d/!!d/+)!d�10+d$!�(%*#d,.+,!.0%!/d+*d0$!dInstance Groupd! %0
,�#!Kd�$%/d.!�.!�0!/d"�%(! d%*/0�*�!/d�* d�((+3/d5+1d0+d/!0d$!�(0$d�$!�'/d�/
3!((d�/d�*d%*%0%�(d !(�5d,!.%+ d�!"+.!d�*d��0%+*d%/d0�'!*K

�*d�d"!3d)%*10!/Ld5+1X((d$�2!d�d*!3d%*/0�*�!d(%/0! d+*d0$!d !0�%(/d,�#!Kd�!d��*d0!/0d0$�0d0$%/
%/d.!� 5d1/%*#d0$!dget nodesd�+))�* d".+)d0$!d�+))�* d(%*!M

��NXEHFWO�JHW�QRGHV

�a3+. a+"a��10%+*a+*a�10+/��(%*#a�* a/��(!a +3*a%*a#!*!.�(
�%./0Ld%"d3!d.!,!�0d0$!d!�.(%!.d,.+�!//d�* d !�.!�/!d0$!d�+1*0 +3*d0+d"+1.L
	��d3%((d.!)+2!d+*!d*+ !Kd
+3!2!.Ld%0d3%((d*+0d*!�!//�.%(5d�!d0$!d*+ !
5+1d&1/0d�  ! Kd�$!d#++ d*!3/d%/d0$�0d,+ /d3%((d�!d.!/�$! 1(! d+*d0$!
.!)�%*%*#d*+ !/Kd
+3!2!.Ld%0d��*d+*(5d.!/�$! 1(!d3$!.!d.!/+1.�!/d�.!
�2�%(��(!Kd�"d5+1d�.!d�(+/!d0+d"1((d��,��%05d�* d/$10d +3*d�d*+ !Ld0$!.!d%/d�
#++ d�$�*�!d0$�0d/+)!d,+ /d3%((d*+0d$�2!d�d,(��!d0+d�!d.!/�$! 1(! Kd�*
�  %0%+*Ld0$%/d%/d*+0d�d(%2!d)%#.�0%+*Ld/+d�*5d�,,(%��0%+*d/0�0!d3%((d�!d(+/0d%*
0$!d0.�*/%0%+*Kd�$!d�+00+)d(%*!d%/d0$�0d5+1d/$+1( d��.!"1((5d�+*/% !.d0$!
%),(%��0%+*/d�!"+.!d/��(%*#d +3*d+.d%),(!)!*0%*#d�*d�10+/��(%*#d/�$!)!K

�+.d)+.!d%*"+.)�0%+*d+*d#!*!.�(d�10+/��(%*#d%*d	��Ld.!"!.d0+
0$!dhttps://cloud.google.com/compute/docs/autoscaler/�hl=en_US#sc
aling_based_on_cpu_utilizationd(%*'K

6FDOLQJ�XS�WKH�FOXVWHU�RQ�$:6
�$!d���d,.+2% !.d�+ !d�(/+d)�'!/d%0d2!.5d!�/5d0+d/��(!d1,d5+1.d�(1/0!.Kd�%)%(�.d0+d	��Ld0$!
���d/!01,d1/!/d�10+/��(%*#d#.+1,/d0+d�.!�0!d0$!d !"�1(0d"+1.d)%*%+*d*+ !/Kd�*d0$!d"101.!L
0$!d�10+/��(%*#d#.+1,/d3%((d$+,!"1((5d�!d%*0!#.�0! d%*0+d0$!d
1�!.*!0!/d�(1/0!.d�10+/��(%*#
"1*�0%+*�(%05Kd�+.d*+3Ld3!d3%((d3�('d0$+1#$d�d)�*1�(d/!01,K

https://cloud.google.com/compute/docs/autoscaler/?hl=en_US#scaling_based_on_cpu_utilization
https://cloud.google.com/compute/docs/autoscaler/?hl=en_US#scaling_based_on_cpu_utilization
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�$%/d��*d�(/+d�!d!�/%(5d)+ %"%! d1/%*#d0$!d���d+.d0$!d3!�d�+*/+(!Kd�*d0$!d�+*/+(!Ld".+)d0$!
��9d,�#!Ld/%),(5d#+d0+d0$!d�10+a���(%*#a	.+1,/d/!�0%+*d�0d0$!d�+00+)d+"d0$!d)!*1d+*d0$!
(!"0Kd�+1d/$+1( d/!!d�d*�)!d/%)%(�.d0+d'1�!.*!0!/`)%*%+*`#.+1,Kd�!(!�0d0$%/d#.+1,d�* d5+1
3%((d/!!d !0�%(/d�/d/$+3*d%*d0$!d"+((+3%*#d/�.!!*/$+0M

Kubernetes minion autoscaling details

�!d��*d/��(!d0$%/d#.+1,d1,d!�/%(5d�5d�(%�'%*#d+*d� %0Kd�$!*Ld�$�*#!d0$!d�!/%.! Ld�%*Ld�* 
��4d2�(1!/d0+d5d�* d�(%�'d+*d��2!Kd�*d�d"!3d)%*10!/Ld5+1X((d$�2!d0$!d"%"0$d*+ !d�2�%(��(!K
�+1d��*d+*�!d�#�%*d�$!�'d0$%/d1/%*#d0$!dget nodesd�+))�* K

���(%*#d +3*d%/d0$!d/�)!d,.+�!//Ld�10d.!)!)�!.d0$�0d3!d %/�1//! d0$!d/�)!d�+*/% !.�0%+*/
%*d0$!d,.!2%+1/d���(%*#`1,`0$!`�(1/0!.`+*`	��`/!�0%+*Kd�+.'(+� /d�+1( d#!0d���* +*! d+.Ld�0
0$!d2!.5d(!�/0Ld1*!4,!�0! (5d.!/0�.0! K
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6FDOLQJ�PDQXDOO\
�+.d+0$!.d,.+2% !./Ld�.!�0%*#d*!3d)%*%+*/d)�5d*+0d�!d�*d�10+)�0! d,.+�!//Kd�!,!* %*#d+*
5+1.d,.+2% !.Ld5+1X((d*!! d0+d,!."+.)d2�.%+1/d)�*1�(d/0!,/Kd�0d��*d�!d$!(,"1(d0+d(++'d�0d0$!
,.+2% !.a/,!�%"%�d/�.%,0/d%*d0$!dclusterd %.!�0+.5K

6XPPDU\
�!d/$+1( d*+3d�!d�d�%0d)+.!d�+)"+.0��(!d3%0$d0$!d��/%�/d+"d�,,(%��0%+*d/��(%*#d%*

1�!.*!0!/Kd�!d�(/+d(++'! d�0d0$!d�1%(0a%*d"1*�0%+*/d%*d+. !.d0+d.+((d1, �0!/d�/d3!((d�/d�
)�*1�(d,.+�!//d"+.d0!/0%*#d�* d/(+3(5d%*0!#.�0%*#d1, �0!/Kd�!d0++'d�d(++'d�0d$+3d0+d/��(!
0$!d*+ !/d+"d+1.d1* !.(5%*#d�(1/0!.d�* d%*�.!�/!d0$!d+2!.�((d��,��%05d"+.d+1.d
1�!.*!0!/
.!/+1.�!/Kd�%*�((5Ld3!d!4,(+.! d/+)!d+"d0$!d*!3d�10+d/��(%*#d�+*�!,0/d"+.d�+0$d0$!d�(1/0!.
�* d+1.d�,,(%��0%+*/d0$!)/!(2!/Kd

�*d0$!d*!40d�$�,0!.Ld3!d3%((d(++'d�0d0$!d(�0!/0d0!�$*%-1!/d"+.d/��(%*#d�* d1, �0%*#
�,,(%��0%+*/d3%0$d0$!d*!3d !,(+5)!*0/d.!/+1.�!d05,!Ld�/d3!((d�/d/+)!d+"d0$!d+0$!.d05,!/d+"
3+.'(+� /d3!d��*d.1*d+*d
1�!.*!0!/K



�
'HSOR\PHQWV��-REV��DQG

'DHPRQ6HWV
�$%/d�$�,0!.d3%((d�+2!.d0$!d2�.%+1/d05,!/d+"d3+.'(+� /d0$�0d
1�!.*!0!/d/1,,+.0/Kd�!d3%((
�+2!.d�!,(+5)!*0/d"+.d�,,(%��0%+*/d0$�0d�.!d.!#1(�.(5d1, �0! d�* d(+*#d.1**%*#Kd�!d3%((
�(/+d.!2%/%0d0$!d0+,%�/d+"d�,,(%��0%+*d1, �0!/d�* d#.� 1�(d.+((+10/d1/%*#d�!,(+5)!*0/Kd�*
�  %0%+*Ld3!d3%((d(++'d�0d�+�/d1/! d"+.d/$+.0a.1**%*#d0�/'/Kd�%*�((5Ld3!d3%((d(++'d�0
��!)+*�!0/Ld3$%�$d�((+3d,.+#.�)/d0+d�!d.1*d+*d!2!.5d*+ !d%*d+1.d
1�!.*!0!/d�(1/0!.K

�$%/d�$�,0!.d3%((d %/�1//d0$!d"+((+3%*#M

�!,(+5)!*0/
�,,(%��0%+*d/��(%*#d3%0$d !,(+5)!*0/
�,,(%��0%+*d1, �0!/d3%0$d !,(+5)!*0/
�+�/
��!)+*�!0/

'HSOR\PHQWV
�*d0$!d,.!2%+1/d�$�,0!.Ld3!d!4,(+.! d/+)!d+"d0$!d�+.!d�+*�!,0/d"+.d�,,(%��0%+*d1, �0!/
1/%*#d0$!d+( d.+((%*#a1, �0!d)!0$+ Kd�0�.0%*#d3%0$d2!./%+*d8K9Ld
1�!.*!0!/d�  ! d0$!
�!,(+5)!*0d�+*/0.1�0Ld3$%�$d%),.+2!/d+*d0$!d��/%�d)!�$�*%/)/d+"d.+((%*#a1, �0!d�* 
�!,(%��0%+*d�+*0.+((!./Kd�/d0$!d*�)!d/1##!/0/Ld%0d#%2!/d1/d�d"%*!.d�+*0.+(d+"d0$!d�+ !
 !,(+5)!*0d%0/!("Kd�!,(+5)!*0/d�((+3d1/d0+d,�1/!d�* d.!/1)!d�,,(%��0%+*d.+((+10/K
�  %0%+*�((5Ld%0d'!!,/d�d$%/0+.5d+"d,�/0d !,(+5)!*0/d�* d�((+3/d0$!d1/!.d0+d!�/%(5d.+((���'d0+
,.!2%+1/d2!./%+*/K
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�*d0$!d"+((+3%*#Ld(%/0%*#`<_8Ld3!d��*d/!!d0$�0d0$!d !"%*%0%+*d%/d2!.5d/%)%(�.d0+d�d�!,(%��0%+*
�+*0.+((!.Kd�$!d)�%*d %""!.!*�!d%/d0$�0d3!d*+3d$�2!d�*d��%(%05d0+d)�'!d�$�*#!/d�* d1, �0!/
0+d0$!d !,(+5)!*0d+�&!�0/d�* d(!0d
1�!.*!0!/d)�*�#!d1, �0%*#d0$!d1* !.(5%*#d,+ /d�* 
.!,(%��/d"+.d1/M

apiVersion: extensions/v1beta1
kind: Deployment
metadata:
  name: node-js-deploy
labels:
    name: node-js-deploy
spec:
    replicas: 1
   template:
     metadata:
       labels:
         name: node-js-deploy
     spec:
       containers:
       - name: node-js-deploy
         image: jonbaier/pod-scaling:0.1
         ports:
         - containerPort: 80

�%/0%*#`<_8Mdnode-js-deploy.yaml

�!d��*d.1*d0$!d"�)%(%�.dcreated�+))�* d3%0$d0$!d+,0%+*�(d--recordd"(�#d/+d0$�0d0$!
�.!�0%+*d+"d0$!d !,(+5)!*0d%/d.!�+. ! d%*d0$!d.+((+10d$%/0+.5Kd�0$!.3%/!Ld3!d3%((d+*(5d/!!
/1�/!-1!*0d�$�*#!/d%*d0$!d.+((+10d$%/0+.5M

��NXEHFWO�FUHDWH��I�QRGH�MV�GHSOR\�\DPO���UHFRUG

�+1d)�5d*!! d0+d�  d--validate=falsed%"d0$%/d�!0�d05,!d%/d*+0d!*��(! 
+*d5+1.d�(1/0!.K

�!d/$+1( d/!!d�d)!//�#!d��+10d0$!d !,(+5)!*0d�!%*#d/1��!//"1((5d�.!�0! Kd�"0!.d�d"!3
)+)!*0/Ld%0d3%((d"%*%/$d�.!�0%*#d+1.d,+ Ld3$%�$d3!d��*d�$!�'d"+.d+1./!(2!/d3%0$d�dget pods
�+))�* Kd�!d�  d0$!d-ld"(�#d0+d+*(5d/!!d0$!d,+ /d.!(!2�*0d0+d0$%/d !,(+5)!*0M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�GHSOR\
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�!d�.!�0!d�d/!.2%�!d&1/0d�/d3!d % d3%0$d�!,(%��0%+*d�+*0.+((!./Kd�$!d"+((+3%*#d%/d�dService
 !"%*%0%+*d"+.d0$!d !,(+5)!*0d3!d&1/0d�.!�0! Kd�!X((d*+0%�!d0$�0d%0d%/d�()+/0d% !*0%��(d0+d0$!
�!.2%�!/d3!d�.!�0! d%*d0$!d,�/0M

apiVersion: v1
kind: Service
metadata:
  name: node-js-deploy
  labels:
    name: node-js-deploy
spec:
  type: LoadBalancer
  ports:
  - port: 80
  sessionAffinity: ClientIP
  selector:
    name: node-js-deploy

�%/0%*#`<_9K`node-js-deploy-service.yaml

�*�!d0$%/d/!.2%�!d%/d�.!�0! d1/%*#dkubectlLd5+1X((d�!d��(!d0+d���!//d0$!d !,(+5)!*0d,+ /
0$.+1#$d0$!d/!.2%�!d��d+.d0$!d/!.2%�!d*�)!d%"d5+1d�.!d%*/% !d�d,+ d+*d0$%/d*�)!/,��!Kd

6FDOLQJ
�$!dscaled�+))�* d3+.'/d0$!d/�)!d3�5d�/d%0d % d%*d+1.d�!,(%��0%+*d�+*0.+((!.Kd�+d/��(!
1,Ld3!d/%),(5d1/!d0$!d !,(+5)!*0d*�)!d�* d/,!�%"5d0$!d*!3d*1)�!.d+"d.!,(%��/Ld�/d/$+3*
$!.!M

��NXEHFWO�VFDOH�GHSOR\PHQW�QRGH�MV�GHSOR\���UHSOLFDV��

�"d�((d#+!/d3!((Ld3!X((d/%),(5d/!!d�d)!//�#!d��+10d0$!d !,(+5)!*0d�!%*#d/��(! d+*d0$!d+10,10
+"d+1.d0!.)%*�(d3%* +3Kd�!d��*d�$!�'d0$!d*1)�!.d+"d.1**%*#d,+ /d1/%*#d0$!dget pods
�+))�* d".+)d!�.(%!.Ld+*�!d)+.!K
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8SGDWHV�DQG�UROORXWV
�!,(+5)!*0/d�((+3d"+.d1, �0%*#d%*d�d"!3d %""!.!*0d3�5/Kd�%./0Ld0$!.!d%/d0$!dkubectl
setd�+))�* Ld3$%�$d�((+3/d1/d0+d�$�*#!d0$!d !,(+5)!*0d�+*"%#1.�0%+*d3%0$+10
.! !,(+5%*#d)�*1�((5Kd�1..!*0(5Ld%0d+*(5d�((+3/d"+.d1, �0%*#d0$!d%)�#!Ld�10d�/d*!3
2!./%+*/d+"d+1.d�,,(%��0%+*d+.d�+*0�%*!.d%)�#!d�.!d,.+�!//! Ld3!d3%((d*!! d0+d +d0$%/d-1%0!
+"0!*Kd

�!0X/d0�'!d�d(++'d1/%*#d+1.d !,(+5)!*0d".+)d0$!d,.!2%+1/d/!�0%+*Kd�!d/$+1( d$�2!d0$.!!
.!,(%��/d.1**%*#d.%#$0d*+3Kd�!.%"5d0$%/d�5d.1**%*#d0$!dget podsd�+))�* d3%0$d�d"%(0!.d"+.
+1.d !,(+5)!*0M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�GHSOR\

�!d/$+1( d/!!d0$.!!d,+ /d/%)%(�.d0+d0$+/!d(%/0! d%*d0$!d"+((+3%*#d/�.!!*/$+0M

Deployment Pod Listing

��'!d+*!d+"d0$!d,+ /d(%/0! d+*d+1.d/!01,Ld.!,(��!d%0d%*d0$!d"+((+3%*#d�+))�* d3$!.!d%0
/�5/d{POD_NAME_FROM_YOUR_LISTING}Ld�* d.1*d0$!d�+))�* M

��NXEHFWO�GHVFULEH�SRG�^32'B1$0(B)520B<285B/,67,1*`�_�JUHS�,PDJH�

�!d/$+1( d/!!d�*d+10,10d(%'!d0$!d"+((+3%*#d%)�#!d3%0$d0$!d�1..!*0d%)�#!d2!./%+*d+"d0.1Md

Current Pod Image
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�+3d0$�0d3!d'*+3d3$�0d+1.d�1..!*0d !,(+5)!*0d%/d.1**%*#Ld(!0X/d0.5d0+d1, �0!d0+d0$!d*!40
2!./%+*Kd�$%/d��*d�!d��$%!2! d!�/%(5d1/%*#d0$!dkubectl setd�+))�* d�* d/,!�%"5%*#d0$!
*!3d2!./%+*Ld�/d/$+3*d$!.!M

��NXEHFWO�VHW�LPDJH�GHSOR\PHQW�QRGH�MV�GHSOR\�QRGH�MV�GHSOR\ MRQEDLHU�SRG�
VFDOLQJ����

�"d�((d#+!/d3!((Ld3!d/$+1( d/!!d0$!d0!40d0$�0d/�5/ddeployment "node-js-deploy" image
updatedd %/,(�5! d+*d0$!d/�.!!*K

�!d��*d +1�(!b�$!�'d0$!d/0�01/d1/%*#d0$!d"+((+3%*#drollout statusd�+))�* M

��NXEHFWO�UROORXW�VWDWXV�GHSOR\PHQW�QRGH�MV�GHSOR\

�!d/$+1( d/!!d/+)!d0!40d��+10d0$!d !,(+5)!*0d/1��!//"1((5d.+((! d+10Kd�"d5+1d/!!d�*5d0!40
��+10d3�%0%*#d"+.d0$!d.+((+10d0+d"%*%/$Ld5+1d)�5d*!! d0+d3�%0d�d)+)!*0d"+.d%0d0+d"%*%/$d+.
�(0!.*�0%2!(5d�$!�'d0$!d(+#/d"+.d%//1!/K

�*�!d%0X/d"%*%/$! Ld.1*d0$!dget podsd�+))�* d�/d!�.(%!.Ld+*�!d)+.!Kd�$%/d0%)!d3!d3%((d/!!
*!3d,+ /d(%/0! M

Deployment Pod Listing After Update

�*�!d�#�%*d,(1#d+*!d+"d5+1.d,+ d*�)!/d%*0+d0$!ddescribed�+))�* d3!d.�*d!�.(%!.Kd�$%/
0%)!d3!d/$+1( d/!!d0$!d%)�#!d$�/d�!!*d1, �0! d0+d7K9K

�$�0d$�,,!*! d�!$%* d0$!d/�!*!/d%/d0$�0d
1�!.*!0!/d$�/d.+((! `+10d�d*!3d2!./%+*d"+.d1/Kd�0
��/%��((5d�.!�0!/d�d*!3d.!,(%��d/!0d3%0$d0$!d*!3d2!./%+*Kd�*�!d0$%/d,+ d%/d+*(%*!d�* d$!�(0$5
%0d'%((/d+*!d+"d0$!d+( !.d2!./%+*/Kd�0d�+*0%*1!/d0$%/d�!$�2%+.Ld/��(%*#d+10d0$!d*!3d2!./%+*d�* 
/��(%*#d +3*d0$!d+( d2!./%+*/Ld1*0%(d+*(5d0$!d*!3d,+ /d�.!d(!"0K
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�$!d"+((+3%*#d"%#1.!d !/�.%�!/d0$!d3+.'"(+3d"+.d5+1.d.!"!.!*�!M

Deployment Lifecycle

�0X/d3+.0$d*+0%*#d0$�0d0$!d.+((���'d !"%*%0%+*d�((+3/d1/d0+d�+*0.+(d0$!d,+ d.!,(��!d)!0$+ d%*
+1.d !,(+5)!*0d !"%*%0%+*Kd�$!.!d%/d�dstrategy.typed"%!( d0$�0d !"�1(0/d0+
RollingUpdated�* d0$!d,.!�! %*#d�!$�2%+.Kd�,0%+*�((5Ld3!d��*d�(/+d/,!�%"5dRecreated�/
0$!d.!,(��!)!*0d/0.�0!#5d�* d%0d3%((d'%((d�((d0$!d+( d,+ /d"%./0d�!"+.!d�.!�0%*#d0$!d*!3
2!./%+*/K
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+LVWRU\�DQG�UROOEDFNV
�*!d+"d0$!d1/!"1(d"!�01.!/d+"d0$!d.+((+10d�,%d%/d0$!d��%(%05d0+d0.��'d0$!d !,(+5)!*0d$%/0+.5K
�!0X/d +d+*!d)+.!d1, �0!d�!"+.!d3!d�$!�'d0$!d$%/0+.5Kd�1*d0$!dkubectl setd�+))�* 
+*�!d)+.!d�* d/,!�%"5d2!./%+*d0.3M

��NXEHFWO�VHW�LPDJH�GHSOR\PHQW�QRGH�MV�GHSOR\�QRGH�MV�GHSOR\ MRQEDLHU�SRG�
VFDOLQJ����

�*�!d�#�%*d3!X((d/!!d0!40d0$�0d/�5/ddeployment "node-js-deploy" image
updatedd %/,(�5! d+*d0$!d/�.!!*Kd�+3d.1*d0$!dget podsd�+))�* d+*�!d)+.!M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�GHSOR\

�!0X/d�(/+d0�'!d�d(++'d�0d+1.d !,(+5)!*0d$%/0+.5Kd�1*d0$!drollout historyd�+))�* M

��NXEHFWO�UROORXW�KLVWRU\�GHSOR\PHQW�QRGH�MV�GHSOR\

�!d/$+1( d/!!d�*d+10,10d/%)%(�.d0+d0$!d"+((+3%*#M

Rollout History

�/d3!d��*d/!!Ld0$!d$%/0+.5d/$+3/d1/d0$!d%*%0%�(d !,(+5)!*0d�.!�0%+*Ld+1.d"%./0d1, �0!d0+d0.2L
�* d0$!*d+1.d"%*�(d1, �0!d0+d0.3Kd�*d�  %0%+*d0+d/0�01/d�* d$%/0+.5Ld0$!drolloutd�+))�* 
�(/+d/1,,+.0/d0$!dpauseLdresumeLd�* dundod/1�a�+))�* /Kd�$!drollout pause
�+))�* d�((+3/d1/d0+d,�1/!d�d�+))�* d3$%(!d0$!d.+((+10d%/d/0%((d%*d,.+#.!//Kd�$%/d��*d�!
1/!"1(d"+.d0.+1�(!/$++0%*#d�* d�(/+d$!(,"1(d"+.d��*�.5d05,!d(�1*�$!/Ld3$!.!d3!d3%/$d0+d +
"%*�(d0!/0%*#d+"d0$!d*!3d2!./%+*d�!"+.!d.+((%*#d+10d0+d0$!d!*0%.!d1/!.d��/!Kd�$!*d3!d�.!d.!� 5
0+d�+*0%*1!d0$!d.+((+10Ld3!d��*d/%),(5d1/!d0$!drollout resumed�+))�* Kd

�10d3$�0d%"d/+)!0$%*#d#+!/d3.+*#Od�$�0d%/d3$!.!d0$!drollout undod�+))�* d�* d0$!
.+((+10d$%/0+.5d%0/!("d%/d.!�((5d$�* 5Kd�!0X/d/%)1(�0!d0$%/d�5d0.5%*#d0+d1, �0!d0+d�d2!./%+*d+"
+1.d,+ d0$�0d%/d*+0d5!0d�2�%(��(!Kd�!d3%((d/!0d0$!d%)�#!d0+d2!./%+*d42.0Ld3$%�$d +!/d*+0
!4%/0M

��NXEHFWO�VHW�LPDJH�GHSOR\PHQW�QRGH�MV�GHSOR\�QRGH�MV�GHSOR\ MRQEDLHU�SRG�
VFDOLQJ�����
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�!d/$+1( d/0%((d/!!d0$!d0!40d0$�0d/�5/ddeployment "node-js-deploy" image updated
 %/,(�5! d+*d0$!d/�.!!*Kd�10d%"d3!d�$!�'d0$!d/0�01/Ld3!d3%((d/!!d0$�0d%0d%/d/0%((d3�%0%*#M

��NXEHFWO�UROORXW�VWDWXV�GHSOR\PHQW�QRGH�MV�GHSOR\

�!d��*d,.!//d�0.(dBd�d0+d'%((d0$!dstatusd�+))�* d�* d0$!*d.1*d0$!dget podsd�+))�* 
+*�!d)+.!M

��NXEHFWO�JHW�SRGV��O�QDPH QRGH�MV�GHSOR\

�!d/$+1( d*+3d/!!d�*dErrImagePullLd�/d%*d0$!d"+((+3%*#d/�.!!*/$+0M

Image Pull Error

�/d3!d!4,!�0! Ld%0d��*X0d,1((d0$!d;9K7d2!./%+*d+"d0$!d%)�#!d�!��1/!d%0d +!/*X0d!4%/0Kd�!d)�5
�(/+d$�2!d%//1!/d3%0$d !,(+5)!*0/d%"d3!d.1*d+10d+"d.!/+1.�!/d+*d0$!d�(1/0!.d+.d$%0d(%)%0/d0$�0
�.!d/!0d"+.d+1.d*�)!/,��!Kd�  %0%+*�((5Ld0$!d !,(+5)!*0d��*d"�%(d"+.d�d*1)�!.d+"
�,,(%��0%+*a.!(�0! d��1/!/Ld/1�$d�/d$!�(0$d�$!�'d"�%(1.!Ld,!.)%//%+*d%//1!/Ld�* d�,,(%��0%+*
�1#/Ld+"d�+1./!K

�$!*!2!.d�d"�%(1.!d0+d.+((+10d$�,,!*/Ld3!d��*d!�/%(5d.+((���'d0+d�d,.!2%+1/d2!./%+*d1/%*#
0$!drollout undod�+))�* Kd�$%/d�+))�* d3%((d0�'!d+1.d !,(+5)!*0d���'d0+d0$!
,.!2%+1/d2!./%+*M

��NXEHFWO�UROORXW�XQGR�GHSOR\PHQW�QRGH�MV�GHSOR\

�"0!.d0$�0Ld3!d��*d.1*d�drollout statusd�+))�* d+*�!d)+.!d�* d3!d/$+1( d/!!
!2!.50$%*#d.+((! d+10d/1��!//"1((5Kd�1*d0$!drollout historyd�+))�* d�#�%*d�* d3!X((
/!!d�+0$d+1.d�00!),0d0+d.+((+10d2!./%+*d42.0d�* d0$!d.!2!.0d0+d0.3M

Rollout History After Rollback
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�!d��*d�(/+d/,!�%"5d0$!d--to-revisiond"(�#d3$!*d.1**%*#d�*d1* +d0+
.+((���'d0+d�d/,!�%"%�d2!./%+*Kd�$%/d��*d�!d$�* 5d"+.d0%)!/d3$!*d+1.d.+((+10
/1��!! /Ld�10d3!d %/�+2!.d(+#%��(d!..+./d +3*d0$!d.+� K

$XWRVFDOLQJ
�/d5+1d��*d/!!Ld�!,(+5)!*0/d�.!d�d#.!�0d%),.+2!)!*0d+2!.d�!,(%��0%+*d�+*0.+((!./
�((+3%*#d1/d0+d/!�)(!//(5d1, �0!d+1.d�,,(%��0%+*/Ld3$%(!d%*0!#.�0%*#d3%0$d0$!d+0$!.
.!/+1.�!/d+"d
1�!.*!0!/d%*d)1�$d0$!d/�)!d3�5K

�*+0$!.d�.!�d0$�0d3!d/�3d%*d0$!d,.!2%+1/d�$�,0!.Ld�* d�(/+d/1,,+.0! d"+.d�!,(+5)!*0/L
%/d
+.%6+*0�(a�+ a�10+/��(!./dQ
��/RKd�/d5+1d)�5d$�2!d#1!//! Ld0$%/d�(/+d%*0!#.�0!/
,!."!�0(5d3%0$d�!,(+5)!*0/Kd�!d3%((d3�('d0$.+1#$d�d-1%�'d.!)�'!d+"d0$!d
��/d".+)d0$!
,.!2%+1/d�$�,0!.Ld0$%/d0%)!d1/%*#d0$!d�!,(+5)!*0/d3!d$�2!d�.!�0! d/+d"�.M

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
metadata:
  name: node-js-deploy
spec:
  minReplicas: 3
  maxReplicas: 6
  scaleTargetRef:
    apiVersion: v1
    kind: Deployment
    name: node-js-deploy
  targetCPUUtilizationPercentage: 10

�%/0%*#`<_:K`node-js-deploy-hpa.yaml

�!d$�2!d(+3!.! d0$!d���d0$.!/$+( d0+d87Ad�* d�$�*#! d+1.d)%*%)1)d�* d)�4%)1)
,+ /d0+d3d�* d6Ld.!/,!�0%2!(5Kd�.!�0!d0$!d,.!�! %*#d
��d3%0$d+1.d0.1/05dkubectl create
-fd�+))�* Kd�"0!.d0$%/d%/d�+),(!0! Ld3!d��*d�$!�'d0$�0d%0X/d�2�%(��(!d3%0$d0$!dkubectl
get hpad�+))�* M

Horizontal Pod Autoscaler 
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�!d��*d�(/+d�$!�'d0$�0d3!d$�2!d+*(5d3d,+ /d.1**%*#d3%0$d0$!dkubectl get deploy
�+))�* Kd�+3d(!0X/d�  d/+)!d(+� d0+d0.%##!.d0$!d�10+/��(!.M

apiVersion: extensions/v1beta1
kind: Deployment
metadata:
  name: boomload-deploy
spec:
  replicas: 1
  template:
    metadata:
      labels:
        app: loadgenerator-deploy
    spec:
      containers:
      - image: williamyeh/boom
        name: boom-deploy
        command: ["/bin/sh","-c"]
        args: ["while true ; do boom http://node-js-deploy/ -c 10 -n
        100 ; sleep 1 ;
        done"]

�%/0%*#`<_;K`boomload-deploy.yaml

�.!�0!d(%/0%*#`<_;d�/d1/1�(Kd�+3d)+*%0+.d0$!d
��d3%0$d0$!d�(0!.*�0%*#dkubectl get
hpad�* dkubectl get deployd�+))�* /Kd�"0!.d�d"!3d)+)!*0/Ld3!d/$+1( d/!!d0$!d(+� 
&1),d��+2!d10%Kd�"0!.d�d"!3d)+.!d)+)!*0/Ld3!d/$+1( d�(/+d/!!d0$!d*1)�!.d+"d,+ /
%*�.!�/!d�((d0$!d3�5d1,d0+d6d.!,(%��/M

HPA Increase and Pod Scale Up
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�#�%*Ld3!d��*d�(!�*d0$%/d1,d�5d.!)+2%*#d+1.d(+� d#!*!.�0%+*d,+ d�* d3�%0%*#d�d"!3
)+)!*0/M

��NXEHFWO�GHOHWH�GHSOR\�ERRPORDG�GHSOR\

�#�%*Ld%"d3!d3�0�$d0$!d
��Ld3!X((d/0�.0d0+d/!!d0$!d���d1/�#!d .+,Kd�"0!.d�d"!3d)%*10!/Ld3!
3%((d#+d���'d +3*d0+d0%d���d(+� d�* d0$!*d0$!d�!,(+5)!*0d3%((d/��(!d���'d0+d3d.!,(%��/K

-REV
�!,(+5)!*0/d�* d�!,(%��0%+*d�+*0.+((!./d�.!d�d#.!�0d3�5d0+d!*/1.!d(+*#d.1**%*#
�,,(%��0%+*/d�.!d�(3�5/d1,d�* d��(!d0+d0+(!.�0!d�d3% !d�..�5d+"d%*".�/0.1�01.!d"�%(1.!/K

+3!2!.Ld0$!.!d�.!d/+)!d1/!d��/!/d0$%/d +!/d*+0d�  .!//c/,!�%"%��((5d/$+.0d.1**%*#Ld.1*
+*�!Ld0�/'/d�/d3!((d�/d.!#1(�.(5d/�$! 1(! d0�/'/Kd�*d�+0$d��/!/Ld3!d*!! d0$!d0�/'/d0+d.1*d1*0%(
�+),(!0%+*Ld�10d0$!*d0!.)%*�0!d�* d/0�.0d�#�%*d�0d0$!d*!40d/�$! 1(! d%*0!.2�(K

�+d�  .!//d0$%/d05,!d+"d3+.'(+� Ld
1�!.*!0!/d$�/d�  ! d�d��0�$a���Ld3$%�$d%*�(1 !/d0$!
�+�d05,!Kd�$%/d05,!d3%((d�.!�0!d8d0+d*d,+ /d�* d!*/1.!d0$�0d0$!5d�((d.1*d0+d�+),(!0%+*d3%0$d�
/1��!//"1(d!4%0Kd��/! d+*drestartPolicyLd3!d��*d!%0$!.d�((+3d,+ /d0+d/%),(5d"�%(d3%0$+10
.!0.5dQrestartPolicy: NeverRd+.d.!0.5d3$!*d�d,+ /d!4%0/d3%0$+10d/1��!//"1(d�+),(!0%+*
QrestartPolicy: OnFailureRKd�*d0$%/d!4�),(!Ld3!d3%((d1/!d0$!d(�00!.d0!�$*%-1!M

apiVersion: batch/v1
kind: Job
metadata:
  name: long-task
spec:
  template:
    metadata:
      name: long-task
    spec:
      containers:
      - name: long-task
        image: docker/whalesay
        command: ["cowsay", "Finishing that task in a jiffy"]
      restartPolicy: OnFailure

�%/0%*#`<_<Mdlongtask.yaml
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�!0X/d#+d�$!� d�* d.1*d0$%/d3%0$d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�FUHDWH��I�ORQJWDVN�\DPO

�"d�((d#+!/d3!((Ld5+1X((d/!!djob "long-task" createdd,.%*0! d+*d0$!d/�.!!*K

�$%/d0!((/d1/d0$!d&+�d3�/d�.!�0! Ld�10d +!/*X0d0!((d1/d%"d%0d�+),(!0! d/1��!//"1((5Kd�+d�$!�'
0$�0Ld3!d*!! d0+d-1!.5d0$!d&+�d/0�01/d3%0$d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�GHVFULEH�MREV�ORQJ�WDVN

Job Status

�+1d/$+1( d/!!d0$�0d3!d$� d1d0�/'d0$�0d/1��!! ! d�* d%*d0$!dEventsd(+#/Ld�
�1��!//"1(�.!�0!d)!//�#!Kd�"d3!d1/!dkubectl get podsd�+))�* Ld3!d3+*X0d/!!d+1.d(+*#`
0�/'d,+ /d%*d0$!d(%/0Ld�10d3!d)�5d*+0%�!d0$!d)!//�#!d�0d0$!d�+00+)d%"d0$!d(%/0%*#d/0�0!/d0$�0
0$!.!d�.!d�+),(!0! d&+�/d0$�0d�.!d*+0d/$+3*Kd�!d3%((d*!! d0+d.1*d0$!d�+))�* d�#�%*d3%0$
0$!d-ad+.d--show-alld"(�#d0+d/!!d0$!d(+*#`0�/'d,+ d�* d0$!d�+),(!0! d�+�d/0�01/K

�!0X/d %#d�d(%00(!d !!,!.d0+d,.+2!d0+d+1./!(2!/d0$!d3+.'d3�/d�+),(!0! d/1��!//"1((5Kd�!
�+1( d1/!d0$!dlogsd�+))�* d0+d(++'d�0d0$!d,+ /d(+#/Kd
+3!2!.Ld3!d��*d�(/+d1/!d0$!d��d"+.
0$%/d0�/'Kd�,!*d�d�.+3/!.d�* d#+d0+d0$!d"+((+3%*#d��d���Mdhttps://�\RXU�PDVWHU
LS!/ui/
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�(%�'d+*d�+�/d�* d0$!*d(+*#`0�/'d".+)d0$!d(%/0Ld/+d3!d��*d/!!d0$!d !0�%(/Kd�$!*Ld%*d0$!d�+ /
/!�0%+*Ld�(%�'d+*d0$!d,+ d(%/0! d0$!.!Kd�$%/d3%((d#%2!d1/d0$!d�+ a !0�%(/d,�#!Kd�0d0$!d�+00+)d+"
0$!d !0�%(/Ld�(%�'d+*d�%!3a�+#/d�* d3!d3%((d/!!d0$!d(+#d+10,10M

Job Log

�/d5+1d��*d/!!d%*d0$!d,.!�! %*#d%)�#!Ld0$!d3$�(!/�5d�+*0�%*!.d%/d�+),(!0!d3%0$d0$!d�����
�.0d�* d+1.d�1/0+)d)!//�#!d".+)d0$!d.1*0%)!d,�.�)!0!./d%*d0$!d!4�),(!K

2WKHU�W\SHV�RI�MREV
�$%(!d0$%/d!4�),(!d,.+2% !/d�d��/%�d%*0.+ 1�0%+*d0+d/$+.0d.1**%*#d&+�/Ld%0d+*(5d�  .!//!/d0$!
1/!d��/!d+"d+*�!d�* d +*!d0�/'/Kd�*d.!�(%05Ld��0�$d3+.'d%/d+"0!*d +*!d%*d��.�((!(d+.d�/d,�.0d+"
�d.!#1(�.(5d+��1..%*#d0�/'K
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3DUDOOHO�MREV
�/%*#d��.�((!(d&+�/Ld3!d)�5d�!d#.���%*#d0�/'/d".+)d�*d+*#+%*#d-1!1!d+.d/%),(5d.1**%*#d�
/!0d*1)�!.d+"d0�/'/d0$�0d�.!d*+0d !,!* !*0d+*d!��$d+0$!.Kd�*d0$!d��/!d+"d&+�/d,1((%*#d".+)d�
-1!1!Ld+1.d�,,(%��0%+*d)1/0d�!d�3�.!d+"d0$!d !,!* !*�%!/d�* d$�2!d0$!d(+#%�d0+d !�% !d$+3
0�/'/d�.!d,.+�!//! d�* d3$�0d0+d3+.'d+*d*!40Kd
1�!.*!0!/d%/d/%),(5d/�$! 1(%*#d0$!d&+�/K

�+1d��*d(!�.*d)+.!d��+10d,�.�((!(d&+�/d".+)d0$!d
1�!.*!0!/d +�1)!*0�0%+*d�* d��0�$d���
.!"!.!*�!dQ5+1d��*d.!"!.d0+d)+.!d !0�%(/d��+10d0$%/d%*d,+%*0d8d%*d0$!d�!"!.!*�!/d/!�0%+*d�0d0$!
!* d+"d0$!d�$�,0!.RK

6FKHGXOHG�MREV
�+.d0�/'/d0$�0d*!! d0+d.1*d,!.%+ %��((5Ld
1�!.*!0!/d$�/d�(/+d.!(!�/! d�dCronJobd05,!d%*
�(,$�Kd�/d3!d)%#$0d!4,!�0Ld0$%/d05,!d+"d&+�d1/!/d0$!d1* !.(5%*#d�.+*d"+.)�00%*#d0+d/,!�%"5d�
/�$! 1(!d"+.d0$!d0�/'d3!d3%/$d0+d.1*Kd�5d !"�1(0Ld+1.d�(1/0!.d3%((d*+0d$�2!d0$!d�(,$�d��0�$
"!�01.!/d!*��(! Ld�10d3!d��*d(++'d�0d�*d!4�),(!dCronJobd(%/0%*#d0+d(!�.*d$+3d0$!/!d05,!/d+"
3+.'(+� /d3%((d3+.'d#+%*#d"+.3�. M

apiVersion: batch/v2alpha1
kind: CronJob
metadata:
  name: long-task-cron
spec:
  schedule: "15 10 * * 6"
  jobTemplate:
    spec:
      template:
        spec:
          containers:
          - name: long-task-cron
            image: docker/whalesay
            command: ["cowsay", "Developers! Developers! Developers!
          \n\n Saturday task
            complete!"]
          restartPolicy: OnFailure

�%/0%*#`<_=K`longtask-cron.yaml

�/d5+1d��*d/!!Ld0$!d/�$! 1(!d,+.0%+*d.!"(!�0/d�d�.+*0��d3%0$d0$!d"+((+3%*#d"+.)�0M

)%*10!a$+1.a �5`+"`)+*0$a)+*0$a �5`+"`3!!'

d�*d0$%/d!4�),(!Ld15 10 * * 6d�.!�0!/d�d0�/'d0$�0d3%((d.1*d!2!.5dSaturdayd�0d87M8<d�)K
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'DHPRQ6HWV
�$%(!d�!,(%��0%+*d�+*0.+((!./d�* d�!,(+5)!*0/d�.!d#.!�0d�0d)�'%*#d/1.!d0$�0d�d/,!�%"%�
*1)�!.d+"d�,,(%��0%+*d%*/0�*�!/d�.!d.1**%*#Ld0$!5d +d/+d%*d0$!d�+*0!40d+"d0$!d�!/0d"%0Kd�$%/
)!�*/d0$�0d0$!d/�$! 1(!.d(++'/d"+.d*+ !/d0$�0d)!!0d.!/+1.�!d.!-1%.!)!*0/dQ�2�%(��(!d���L
,�.0%�1(�.d/0+.�#!d2+(1)!/Ld�* d/+d+*Rd�* d0.%!/d0+d/,.!� d��.+//d0$!d*+ !/d�* d6+*!/K

�$%/d3+.'/d3!((d"+.d�.!�0%*#d$%#$(5d�2�%(��(!d�* d"�1(0d0+(!.�*0d�,,(%��0%+*/Ld�10d3$�0d��+10
��/!/d3$!.!d3!d*!! d�*d�#!*0d0+d.1*d+*d!2!.5d/%*#(!d*+ !d%*d0$!d�(1/0!.Od�$%(!d0$!d !"�1(0
/,.!� d +!/d�00!),0d0+d1/!d %""!.!*0d*+ !/Ld%0d +!/d*+0d#1�.�*0!!d0$�0d!2!.5d*+ !d3%((d$�2!
�d.!,(%��d�* Ld%* !! Ld3%((d+*(5d"%((d�d*1)�!.d+"d*+ !/d!-1%2�(!*0d0+d0$!d-1�*0%05d/,!�%"%! d%*
0$!d��d+.d�!,(+5)!*0d/,!�%"%��0%+*K

�+d!�/!d0$%/d�1. !*Ld
1�!.*!0!/d%*0.+ 1�! dDaemonSetLd3$%�$d/%),(5d !"%*!/d�d,+ d0+d.1*
+*d!2!.5d/%*#(!d*+ !d%*d0$!d�(1/0!.d+.d�d !"%*! d/1�/!0d+"d0$+/!d*+ !/Kd�$%/d��*d�!d2!.5
1/!"1(d"+.d�d*1)�!.d+"d,.+ 1�0%+*b.!(�0! d��0%2%0%!/Ld/1�$d�/d)+*%0+.%*#d�* d(+##%*#d�#!*0/L
/!�1.%05d�#!*0/Ld�* d"%(!d/5/0!)d �!)+*/K

�*d"��0Ld
1�!.*!0!/d�(.!� 5d1/!/d0$%/d��,��%(%05d"+.d/+)!d+"d%0/d�+.!d/5/0!)d�+),+*!*0/Kd�"
3!d.!��((d".+)dChapter 1Ld�*0.+ 1�0%+*`0+`
1�!.*!0!/Ld3!d/�3d�dnode-problem-detector
.1**%*#d+*d0$!d*+ !/Kd�$%/d,+ d%/d��01�((5d.1**%*#d+*d!2!.5d*+ !d%*d0$!d�(1/0!.
�/dDaemonSetKd�!d��*d/!!d0$%/d�5d-1!.5%*#d��!)+*�!0/d%*d0$!dkube-systemd*�)!/,��!M

��NXEHFWO�JHW�GV���QDPHVSDFH NXEH�V\VWHP

kube-system DaemonSets

�+1d��*d"%* d)+.!d%*"+.)�0%+*d��+10dnode-problem-detectord�/d3!((d�/dyamld%*d0$!
"+((+3%*#d(%/0%*#d�0Mdh t t p ://k u b e r n e t e s . i o /d o c s /a d m i n /n o d e - p r o b l e m /#n o d e - p r o b l e m - d

e t e c t o r M

apiVersion: extensions/v1beta1
kind: DaemonSet
metadata:
  name: node-problem-detector-v0.1
  namespace: kube-system
  labels:
    k8s-app: node-problem-detector
    version: v0.1
    kubernetes.io/cluster-service: "true"

http://kubernetes.io/docs/admin/node-problem/#node-problem-detector
http://kubernetes.io/docs/admin/node-problem/#node-problem-detector
http://kubernetes.io/docs/admin/node-problem/#node-problem-detector
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spec:
  template:
    metadata:
      labels:
        k8s-app: node-problem-detector
        version: v0.1
        kubernetes.io/cluster-service: "true"
    spec:
      hostNetwork: true
      containers:
      - name: node-problem-detector
        image: gcr.io/google_containers/node-problem-detector:v0.1
        securityContext:
          privileged: true
        resources:
          limits:
            cpu: "200m"
            memory: "100Mi"
          requests:
            cpu: "20m"
            memory: "20Mi"
        volumeMounts:
        - name: log
          mountPath: /log
          readOnly: true
        volumes:
        - name: log
          hostPath:
            path: /var/log/

�%/0%*#`<_>K`*+ !_,.+�(!)_ !0!�0+.` !"%*%0%+*
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�$%/d��*d�!d��$%!2! d1/%*#d/+)!0$%*#d��((! d*+ !�!(!�0+./Kd�$!/!a�((+3d1/d0+d�+*/0.�%*d0$!
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kubernetes.io/hostname �$%/d/$+3/d0$!d$+/0*�)!d+"d0$!
1* !.(5%*#d%*/0�*�!d+.d)��$%*!

beta.kubernetes.io/os �$%/d/$+3/d0$!d1* !.(5%*#d+,!.�0%*#
/5/0!)d�/d�d.!,+.0d0$.+1#$d0$!d	+
��*#1�#!

beta.kubernetes.io/arch �$%/d/$+3/d0$!d1* !.(5%*#d,.+�!//+.
�.�$%0!�01.!d�/d�d.!,+.0d0$.+1#$d0$!d	+
��*#1�#!

beta.kubernetes.io/instance-type Q�(+1 `�*(5Rd�$%/d%/d0$!d%*/0�*�!d05,!
+"d0$!d1* !.(5%*#d�(+1 d,.+2% !.

failure-domain.beta.kubernetes.io/region Q�(+1 `�*(5Rd�$%/d%/d0$!d.!#%+*d+"d0$!
1* !.(5%*#d�(+1 d,.+2% !.

failure-domain.beta.kubernetes.io/zone Q�(+1 `�*(5Rd�$%/d%/d0$!d"�1(0a
0+(!.�*�!d6+*!d+"d0$!d1* !.(5%*#d�(+1 
,.+2% !.

7DEOH�������.XEHUQHWHV�'HIDXOW�1RGH�/DEHOV

�!d�.!d*+0d(%)%0! d0+d��!)+*�!0/Ld�/d*+ !�!(!�0+./d��01�((5d3+.'d3%0$d�+ d !"%*%0%+*/d�/
3!((d�* d�.!d*+0d(%)%0! d0+d��!)+*�!0/Kd�!0X/d0�'!d�d�(+/!.d(++'d�0d�d&+�d!4�),(!dQ�d/(%#$0
)+ %"%��0%+*d+"d+1.d,.!�! %*#d(+*#a0�/'d!4�),(!RK

�%./0Ld3!d��*d/!!d0$!/!d+*d0$!d*+ !/d0$!)/!(2!/Kd�!0X/d#!0d0$!d*�)!/d+"d+1.d*+ !/M

��NXEHFWO�JHW�QRGHV
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Excerpt from node describe

�!0X/d*+3d�  d�d*%�'*�)!d(��!(d0+d0$%/d*+ !M

��NXEHFWO�ODEHO�QRGHV��QRGH�QDPH!�QRGHQLFNQDPH WUXVW\�VWHYH

�"d3!d.1*d0$!dkubectl describe noded�+))�* d�#�%*Ld3!d3%((d/!!d0$%/d(��!(d(%/0! d*!40
0+d0$!d !"�1(0/Kd�+3d3!d��*d/�$! 1(!d3+.'(+� /d�* d/,!�%"5d0$%/d/,!�%"%�d*+ !Kd
!.!d%/d�d
)+ %"%��0%+*d+"d+1.d!�.(%!.d(+*#a.1**%*#d0�/'d3%0$dnodeSelectord�  ! M

apiVersion: batch/v1
kind: Job
metadata:
  name: long-task-ns
spec:
  template:
    metadata:
      name: long-task-ns
    spec:
      containers:
      - name: long-task-ns
        image: docker/whalesay
        command: ["cowsay", "Finishing that task in a jiffy"]
      restartPolicy: OnFailure
      nodeSelector:
        nodenickname: trusty-steve

�%/0%*#`<_?K`longtask-nodeselector.yaml

�.!�0!d0$!d&+�d".+)d0$%/d(%/0%*#d3%0$dkubectl create -fK
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 !"%*! dnodeSelectorLd%0d3%((d0.5d0+d.1*d0$!d,+ d+*d*+ !/d0$�0d$�2!d)�0�$%*#d(��!(/d�* 
"�%(d%"d%0d"%* /d*+d��* % �0!/Kd�!d��*d"%* d0$!d,+ d�5d/,!�%"5%*#d0$!d&+�d*�)!d%*d+1.d-1!.5L
�/d"+((+3/M

��NXEHFWO�JHW�SRGV��D��O�MRE�QDPH ORQJ�WDVN�QV

�!d1/!d0$!d-ad"(�#d0+d/$+3d�((d,+ /Kd�+�/d�.!d/$+.0d(%2! d�* d+*�!d0$!5d!*0!.d0$!d�+),(!0! 
/0�0!Ld0$!5d3%((d*+0d/$+3d1,d%*d�d��/%�dkubectl get podsd-1!.5Kd�!d�(/+d1/!d0$!d-ld"(�#d0+
/,!�%"5d,+ /d3%0$d0$!djob-name=long-task-nsd(��!(Kd�$%/d3%((d#%2!d1/d0$!d,+ d*�)!
3$%�$d3!d��*d,1/$d%*0+d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�GHVFULEH�SRG��3RG�1DPH�)RU�-RE!�_�JUHS�1RGH�

�$!d.!/1(0d/$+1( d/$+3d0$!d*�)!d+"d0$!d*+ !d0$%/d,+ d3�/d.1*d+*Kd�"d�((d$�/d#+*!d3!((Ld%0
/$+1( d)�0�$d0$!d*+ !d3!d(��!(! d�d"!3d/0!,/d!�.(%!.d3%0$d0$!dtrusty-steved(��!(K
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05,!/d�/d3!((d�/d�!./%/0!*0�+(1)!�(�%)Kd�%*�((5Ld3!d3%((d0�'!d�d(++'d�0d0$!d*!3
�0�0!"1(�!0/d.!(!�/!d%*d2!./%+*d8K<K

�$%/d�$�,0!.d3%((d %/�1//d0$!d"+((+3%*#d0+,%�/M

�!./%/0!*0d/0+.�#!
�!./%/0!*0�+(1)!/
�!./%/0!*0�+(1)!�(�%)/
�0+.�#!�(�//!/
�0�0!"1(�!0/

3HUVLVWHQW�VWRUDJH
�+d"�.Ld3!d+*(5d3+.'! d3%0$d3+.'(+� /d0$�0d3!d�+1( d/0�.0d�* d/0+,d�0d3%((Ld3%0$d*+d%//1!K

+3!2!.Ld.!�(a3+.( d�,,(%��0%+*/d+"0!*d��..5d/0�0!d�* d.!�+. d �0�d0$�0d3!d,.!"!.dQ!2!*
%*/%/0Rd*+0d0+d(+/!Kd�$!d0.�*/%!*0d*�01.!d+"d�+*0�%*!./d0$!)/!(2!/d��*d�!d�d�%#d�$�((!*#!Kd�"
5+1d.!��((d+1.d %/�1//%+*d+"d(�5!.! d"%(!d/5/0!)/d%*dChapter 1Ld�*0.+ 1�0%+*`0+`
1�!.*!0!/Ld0$!
0+,d(�5!.d%/d3.%0��(!KdQ�0X/d�(/+d".+/0%*#Ld3$%�$d%/d !(%�%+1/KRd
+3!2!.Ld3$!*d0$!d�+*0�%*!.
 %!/Ld0$!d �0�d#+!/d3%0$d%0Kd�$!d/�)!d%/d0.1!d"+.d�.�/$! d�+*0�%*!./d0$�0d
1�!.*!0!/d.!/0�.0/K
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�$%/d%/d3$!.!a2+(1)!/d+.d %/'/d�+)!d%*0+d,(�5Kd�d2+(1)!d0$�0d!4%/0/d+10/% !d0$!d�+*0�%*!.
�((+3/d1/d0+d/�2!d+1.d%),+.0�*0d �0�d��.+//d�+*0�%*!./d+10�#!/Kd�1.0$!.Ld%"d3!d$�2!d�
2+(1)!d�0d0$!d,+ d(!2!(Ld �0�d��*d�!d/$�.! d�!03!!*d�+*0�%*!./d%*d0$!d/�)!d�,,(%��0%+*
/0��'d�* d3%0$%*d0$!d/�)!d,+ K

�+�'!.d%0/!("d$�/d/+)!d/1,,+.0d"+.d2+(1)!/Ld�10d
1�!.*!0!/d#%2!/d1/d,!./%/0!*0d/0+.�#!d0$�0
(�/0/d�!5+* d0$!d(%"!0%)!d+"d�d/%*#(!d�+*0�%*!.Kd�$!d2+(1)!/d�.!d0%! d0+d,+ /d�* d(%2!d�* d %!
3%0$d0$+/!d,+ /Kd�  %0%+*�((5Ld�d,+ d��*d$�2!d)1(0%,(!d2+(1)!/d".+)d�d2�.%!05d+"d/+1.�!/K
�!0X/d0�'!d�d(++'d�0d/+)!d+"d0$!/!d/+1.�!/K

7HPSRUDU\�GLVNV
�*!d+"d0$!d!�/%!/0d3�5/d0+d��$%!2!d%),.+2! d,!./%/0!*�!d�)% d�+*0�%*!.d�.�/$!/d�* d �0�
/$�.%*#d3%0$%*d�d,+ d%/d0+d1/!d0$!demptydird2+(1)!Kd�$%/d2+(1)!d05,!d��*d�!d1/! d3%0$
!%0$!.d0$!d/0+.�#!d2+(1)!/d+"d0$!d*+ !d)��$%*!d%0/!("d+.d�*d+,0%+*�(d���d %/'d"+.d$%#$!.
,!."+.)�*�!K

�#�%*Ld3!d%),.+2!d+1.d,!./%/0!*�!d�!5+* d�d/%*#(!d�+*0�%*!.Ld�10d3$!*d�d,+ d%/d.!)+2! L
0$!d �0�d3%((d�!d(+/0Kd���$%*!d.!�++0d3%((d�(/+d�(!�.d�*5d �0�d".+)d���a05,!d %/'/Kd�$!.!
)�5d�!d0%)!/d3$!*d3!d&1/0d*!! d/+)!d/$�.! d0!),+.�.5d/,��!d+.d$�2!d�+*0�%*!./d0$�0
,.+�!//d �0�d�* d$�* d%0d+""d0+d�*+0$!.d�+*0�%*!.d�!"+.!d0$!5d %!Kd�$�0!2!.d0$!d��/!Ld$!.!d%/
�d-1%�'d!4�),(!d+"d1/%*#d0$%/d0!),+.�.5d %/'d3%0$d0$!d���a���'! d+,0%+*K

�,!*d5+1.d"�2+.%0!d! %0+.d�* d�.!�0!d�d"%(!d(%'!d0$!d+*!d%*d0$!d"+((+3%*#d�%/0%*#`=_8M

apiVersion: v1
kind: Pod
metadata:
  name: memory-pd
spec:
  containers:
  - image: nginx:latest
    ports:
    - containerPort: 80
    name: memory-pd
    volumeMounts:
    - mountPath: /memory-pd
      name: memory-volume
  volumes:
  - name: memory-volume
    emptyDir:
      medium: Memory

�%/0%*#`=_8Mdstorage-memory.yaml
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�$!d,.!�! %*#d!4�),(!d%/d,.+���(5d+"d/!�+* d*�01.!d�5d*+3Ld�10d3!d3%((d+*�!d�#�%*d%//1!d�
created�+))�* d"+((+3! d�5d�*dexecd�+))�* d0+d/!!d0$!d"+( !./d%*d0$!d�+*0�%*!.M

��NXEHFWO�FUHDWH��I�VWRUDJH�PHPRU\�\DPO
��NXEHFWO�H[HF�PHPRU\�SG����OV��OK�_�JUHS�PHPRU\�SG

�$%/d3%((d#%2!d1/d�d��/$d/$!((d%*d0$!d�+*0�%*!.d%0/!("Kd�$!dlsd�+))�* d/$+3/d1/d�dmemory-
pdd"+( !.d�0d0$!d0+,d(!2!(Kd�!d1/!dgrepd0+d"%(0!.d0$!d+10,10Ld�10d5+1d��*d.1*d0$!d�+))�* 
3%0$+10d| grep memory-pdd0+d/!!d�((d"+( !./M

Temporary storage inside a container

�#�%*Ld0$%/d"+( !.d%/d-1%0!d0!),+.�.5d�/d!2!.50$%*#d%/d/0+.! d%*d0$!d*+ !X/dQ)%*%+*X/Rd���K
�$!*d0$!d*+ !d#!0/d.!/0�.0! Ld�((d0$!d"%(!/d3%((d�!d!.�/! Kd�!d3%((d(++'d�0d�d)+.!d,!.)�*!*0
!4�),(!d*!40K

&ORXG�YROXPHV
��*5d�+),�*%!/d3%((d�(.!� 5d$�2!d/%#*%"%��*0d%*".�/0.1�01.!d.1**%*#d%*d0$!d,1�(%�d�(+1 K
�1�'%(5Ld
1�!.*!0!/d$�/d*�0%2!d/1,,+.0d"+.d0$!d 1.��(!d/0+.�#!d,.+2% ! d�5d03+d+"d0$!d)+/0
,+,1(�.d,.+2% !./K

*&(�SHUVLVWHQW�GLVNV
�!d$�2!d0$!d"+((+3%*#d".+)d0$!d	��d3!�/%0!M

	++#(!`�!./%/0!*0`�%/'`%/` 1.��(!`�* `$%#$`,!."+.)�*�!`�(+�'`/0+.�#!`"+.`0$!`	++#(!`�(+1 `�(�0"+.)K
�!./%/0!*0`�%/'`,.+2% !`���`�* `
��`/0+.�#!`3$%�$`��*`�!`�00��$! `0+`%*/0�*�!/`.1**%*#`%*`!%0$!.
	++#(!`�+),10!`�*#%*!`+.`	++#(!`�+*0�%*!.`�*#%*!K`�0+.�#!`2+(1)!/`��*`�!`0.�*/,�.!*0(5`.!/%6! L
-1%�'(5`���'! `1,L`�* `+""!.`0$!`��%(%05`0+`/1,,+.0`/%)1(0�*!+1/`.!� !./K`Q5+1d��*d.!"!.d0+d)+.!
 !0�%(/d��+10d0$%/d%*d,+%*0d8d%*d0$!d�!"!.!*�!/d/!�0%+*d�0d0$!d!* d+"d0$!d�$�,0!.R

�!0X/d�.!�0!d�d*!3d	��a,!./%/0!*0a %/'K

�.+)d0$!d�+*/+(!Ld%*d�+),10!a�*#%*!Ld#+d0+d�%/'/Kd�*d0$%/d*!3d/�.!!*Ld�(%�'d+*8K
0$!d�.!�0!a�%/'d�100+*Kd�!X((d�!d,.!/!*0! d3%0$d�d/�.!!*d/%)%(�.d0+d0$!
"+((+3%*#d	��a*!3a,!./%/0!*0a %/'d%)�#!K
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�$++/!d�d*�)!d"+.d0$%/d2+(1)!d�* d#%2!d%0d�d�.%!"d !/�.%,0%+*Kd��'!d/1.!d0$�09K
�+*!d%/d0$!d/�)!d�/d0$!d*+ !/d%*d5+1.d�(1/0!.Kd	��d��/d��*d+*(5d�!d�00��$! d0+
)��$%*!/d%*d0$!d/�)!d6+*!K
�*0!.dmysite-volume-1d%*d0$!d��)!d"%!( Kd�$++/!d0$!d6+*!d)�0�$%*#d�0d(!�/0:K
+*!d*+ !d%*d5+1.d�(1/0!.Kd�$++/!d�+*!aQ�(�*'a %/'Rd"+.d�+1.�!a05,!a�* d#%2!d10
Q87d	�Rd�/d2�(1!d%*d�%6!aQ	�RKd�%*�((5Ld�(%�'d+*d�.!�0!M

GCE new persistent disk
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�$!d*%�!d0$%*#d��+10d��/d+*d	��d%/d0$�0d0$!5d�((+3d"+.d)+1*0%*#d0+d)1(0%,(!d)��$%*!/
Q*+ !/d%*d+1.d��/!RKd
+3!2!.Ld3$!*d)+1*0%*#d0+d)1(0%,(!d)��$%*!/Ld0$!d2+(1)!d)1/0d�!d%*
.!� a+*(5d)+ !Kd�+Ld(!0X/d"%./0d)+1*0d0$%/d0+d�d/%*#(!d,+ Ld/+d3!d��*d�.!�0!d/+)!d"%(!/Kd�/!
�%/0%*#`=_9Mdstorage-gce.yamld�/d"+((+3/d0+d�.!�0!d�d,+ d0$�0d3%((d)+1*0d0$!d %/'d%*
.!� ^3.%0!d)+ !M

apiVersion: v1
kind: Pod
metadata:
  name: test-gce
spec:
  containers:
  - image: nginx:latest
    ports:
    - containerPort: 80
    name: test-gce
    volumeMounts:
    - mountPath: /usr/share/nginx/html
      name: gce-pd
  volumes:
  - name: gce-pd
    gcePersistentDisk:
      pdName: mysite-volume-1
      fsType: ext4

�%/0%*#`=_9Mdstorage-gce.yaml

�%./0Ld(!0X/d%//1!d�dcreated�+))�* d"+((+3! d�5d�ddescribed�+))�* d0+d"%* d+10d3$%�$
*+ !d%0d%/d.1**%*#d+*M

��NXEHFWO�FUHDWH��I�VWRUDJH�JFH�\DPO
��NXEHFWO�GHVFULEH�SRG�WHVW�JFH
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�+0!d0$!d*+ !d�* d/�2!d0$!d,+ d��d�  .!//d"+.d(�0!.Kd�$!*Ld+,!*d�*d��
d/!//%+*d%*0+d0$�0
*+ !M

Pod describe with persistent disk

�5,!d0$!d"+((+3%*#d�+))�* M

��JFORXG�FRPSXWH���SURMHFW���<RXU�SURMHFW�,'!��VVK���]RQH���\RXU�JFH�]RQH!�
��1RGH�UXQQLQJ�WHVW�JFH�SRG!�

�%*�!d3!X2!d�(.!� 5d(++'! d�0d0$!d2+(1)!d".+)d%*/% !d0$!d.1**%*#d�+*0�%*!.Ld(!0X/d���!//d%0
 %.!�0(5d".+)d0$!d*+ !dQ)%*%+*Rd%0/!("d0$%/d0%)!Kd�!d3%((d.1*d�ddfd�+))�* d0+d/!!d3$!.!d%0d%/
)+1*0! Ld�10d3!d3%((d*!! d0+d/3%0�$d0+d.++0d"%./0M

��VXGR�VX��
��GI��K�_�JUHS�P\VLWH�YROXPH��
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�/d5+1d��*d/!!Ld0$!d	��d2+(1)!d%/d)+1*0! d %.!�0(5d0+d0$!d*+ !d%0/!("Kd�!d��*d1/!d0$!
)+1*0d,�0$d(%/0! d%*d0$!d+10,10d+"d0$!d!�.(%!.ddfd�+))�* Kd�/!dcdd0+d�$�*#!d0+d0$!d"+( !.
*+3Kd�$!*Ld�.!�0!d�d*!3d"%(!d*�)! dindex.htmld3%0$d5+1.d"�2+.%0!d! %0+.M

��FG��YDU�OLE�NXEHOHW�SOXJLQV�NXEHUQHWHV�LR�JFH�SG�PRXQWV�P\VLWH�YROXPH��
��YL�LQGH[�KWPO

�*0!.d�d-1�%*0d)!//�#!d/1�$d�/dHello from my GCE PD!Kd�+3d/�2!d0$!d"%(!d�* d!4%0d0$!
! %0+.Kd�"d5+1d.!��((d".+)d�%/0%*#`=_9Ld0$!d��d%/d)+1*0! d %.!�0(5d0+d0$!d�#%*4d
���
 %.!�0+.5Kd�+Ld(!0X/d0!/0d0$%/d+10d3$%(!d3!d/0%((d$�2!d0$!d��
d/!//%+*d+,!*d+*d0$!d*+ !Kd�+d�
/%),(!dcurld�+))�* d0+d0$!d,+ d��d3!d3.+0!d +3*d!�.(%!.M

��FXUO��3RG�,3�IURP�'HVFULEH!

�+1d/$+1( d/!!d
!((+a".+)a)5a	��a��Pd+.d3$�0!2!.d)!//�#!d5+1d/�2! d%*d0$!
index.htmld"%(!Kd�*d�d.!�(a3+.( d/�!*�.%+Ld3!d��*d1/!d0$!d2+(1)!d"+.d�*d!*0%.!d3!�/%0!d+.
�*5d+0$!.d�!*0.�(d/0+.�#!Kd�!0X/d0�'!d�d(++'d�0d.1**%*#d�d/!0d+"d(+� d��(�*�! d3!�d/!.2!./d�((
,+%*0%*#d0+d0$!d/�)!d2+(1)!K

�%./0Ld(!�2!d0$!d��
d/!//%+*d3%0$d03+dexitd�+))�* /Kd�!"+.!d3!d,.+�!! Ld3!d3%((d*!! d0+
.!)+2!d+1.dtest-gced,+ d/+d0$�0d0$!d2+(1)!d��*d�!d)+1*0! d.!� a+*(5d��.+//d�d*1)�!.
+"d*+ !/M

��NXEHFWO�GHOHWH�SRG�WHVW�JFH

�+3d3!d��*d�.!�0!d�d��d0$�0d3%((d.1*d0$.!!d3!�d/!.2!./d�((d)+1*0%*#d0$!d/�)!d,!./%/0!*0
 %/'Ld�/d"+((+3/M

apiVersion: v1
kind: ReplicationController
metadata:
  name: http-pd
  labels:
    name: http-pd
spec:
  replicas: 3
  selector:
    name: http-pd
  template:
    metadata:
      name: http-pd
      labels:
        name: http-pd
    spec:
      containers:
      - image: nginx:latest
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        ports:
        - containerPort: 80
        name: http-pd
        volumeMounts:
        - mountPath: /usr/share/nginx/html
          name: gce-pd
      volumes:
      - name: gce-pd
        gcePersistentDisk:
          pdName: mysite-volume-1
          fsType: ext4
          readOnly: true

�%/0%*#`=_:Mdhttp-pd-controller.yaml

�!0X/d�(/+d�.!�0!d�*d!40!.*�(d/!.2%�!Ld/+d3!d��*d/!!d%0d".+)d+10/% !d0$!d�(1/0!.M

apiVersion: v1
kind: Service
metadata:
  name: http-pd
  labels:
    name: http-pd
spec:
  type: LoadBalancer
  ports:
  - name: http
    protocol: TCP
    port: 80
  selector:
    name: http-pd

�%/0%*#`=_;Mdhttp-pd-service.yaml

	+d�$!� d�* d�.!�0!d0$!/!d03+d.!/+1.�!/d*+3Kd��%0d�d"!3d)+)!*0/d"+.d0$!d!40!.*�(d��d0+d#!0
�//%#*! Kd�"0!.d0$%/Ld�ddescribed�+))�* d3%((d#%2!d1/d0$!d��d3!d��*d1/!d%*d�d�.+3/!.M

��NXEHFWO�GHVFULEH�VHUYLFH�KWWS�SG
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�$!d"+((+3%*#d/�.!!*/$+0d%/d0$!d.!/1(0d+"d0$!d,.!�! %*#d�+))�* M

K8s service with GCE PD shared across three pods

�"d5+1d +*X0d/!!d0$!d�+� ��(�*�!.a�*#.!//d"%!( d5!0Ld%0d,.+���(5d*!! /d)+.!d0%)!d0+d#!0
�//%#*! Kd�5,!d0$!d��d�  .!//d".+)d�+� ��(�*�!.a�*#.!//d%*0+d�d�.+3/!.Ld�* d5+1d/$+1( 
/!!d5+1.d"�)%(%�.dindex.htmld"%(!d/$+3d1,d3%0$d0$!d0!40d3!d!*0!.! d,.!2%+1/(5P

$:6�(ODVWLF�%ORFN�6WRUH

?/d�(/+d/1,,+.0/d���d�(�/0%�a�(+�'a�0+.!dQ���Rd2+(1)!/Kd�%'!d0$!d	��d��/Ld���d2+(1)!/
�.!d.!-1%.! d0+d�!d�00��$! d0+d�*d%*/0�*�!d.1**%*#d%*d0$!d/�)!d�2�%(��%(%05d6+*!Kd�d"1.0$!.
(%)%0�0%+*d%/d0$�0d���d��*d+*(5d�!d)+1*0! d0+d�d/%*#(!d%*/0�*�!d�0d+*!d0%)!K

�+.d�.!2%05Ld3!d3%((d*+0d3�('d0$.+1#$d�*d���d!4�),(!Ld�10d�d/�),(!d����d"%(!d%/d%*�(1 ! 
0+d#!0d5+1d/0�.0! Kd�#�%*Ld.!)!)�!.d0+d�.!�0!d0$!d���d2+(1)!d�!"+.!d5+1.d,+ M

apiVersion: v1
kind: Pod
metadata:
  name: test-aws
spec:
  containers:
  - image: nginx:latest
    ports:
    - containerPort: 80
    name: test-aws
    volumeMounts:
    - mountPath: /usr/share/nginx/html
      name: aws-pd
  volumes:
  - name: aws-pd
    awsElasticBlockStore:
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      volumeID: aws://�DYDLODELOLW\�]RQH!/�YROXPH�LG!
      fsType: ext4

�%/0%*#`=_<Mdstorage-aws.yaml

2WKHU�VWRUDJH�RSWLRQV

1�!.*!0!/d/1,,+.0/d�d2�.%!05d+"d+0$!.d05,!/d+"d/0+.�#!d2+(1)!/Kd�d"1((d(%/0d��*d�!d"+1* 
$!.!Mdh t t p ://k u b e r n e t e s . i o /v 1. 0/d o c s /u s e r - g u i d e /v o l u m e s . h t m l #t y p e s - o f - v o l u m e s K


!.!d�.!d�d"!3d0$�0d)�5d�!d+"d,�.0%�1(�.d%*0!.!/0M

nfsMd�$%/d05,!d�((+3/d1/d0+d)+1*0d�d�!03+.'a�%(!a�$�.!dQ���RLd3$%�$d��*d�!
2!.5d1/!"1(d"+.d�+0$d,!./%/0%*#d0$!d �0�d�* d/$�.%*#d%0d��.+//d0$!d%*".�/0.1�01.!
gitrepoMd�/d5+1d)%#$0d$�2!d#1!//! Ld0$%/d+,0%+*d�(+*!/d�d	%0d.!,+d%*0+d�d*!3
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kind: PersistentVolumeClaim
apiVersion: v1
metadata:
  name: demo-claim
  annotations:
    volume.beta.kubernetes.io/storage-class: "solidstate"
spec:
  accessModes:
  - ReadWriteOnce
  resources:
    requests:
      storage: 1Gi
  selector:
    matchLabels:
      release: "aws-storage"

�%/0%*#`=_=Mdpvc-example.yaml
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kind: StorageClass
apiVersion: storage.k8s.io/v1beta1
metadata:
  name: solidstate
provisioner: kubernetes.io/gce-pd
parameters:
  type: pd-ssd
  zone: us-central1-b

�%/0%*#`=_>Mdsolidstate-sc.yaml
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apiVersion: apps/v1beta1
kind: StatefulSet
metadata:
  name: whaleset
spec:
  serviceName: sayhey-svc
  replicas: 3
  template:
    metadata:
      labels:
        app: sayhey
    spec:
      terminationGracePeriodSeconds: 10
      containers:
      - name: sayhey
        image: jonbaier/httpwhalesay:0.2
        command: ["node", "index.js", "Whale it up!."]
        ports:
        - containerPort: 80
          name: web
        volumeMounts:
        - name: www
          mountPath: /usr/share/nginx/html
  volumeClaimTemplates:
  - metadata:
      name: www
      annotations:
        volume.beta.kubernetes.io/storage-class: solidstate
    spec:
      accessModes: [ "ReadWriteOnce" ]
      resources:
        requests:
          storage: 1Gi

�%/0%*#`=_?Mdsayhey-statefulset.yaml
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�/!d0$!d"+((+3%*#d�+))�* d0+d#!0d0+d/0�.0d0$!d�.!�0%+*d+"d0$%/d�0�0!"1(�!0Kd�"d5+1
+�/!.2!d,+ d�.!�0%+*d�(+/!(5Ld5+1d3%((d/!!d%0d�.!�0!d3$�(!/!0`7Ld3$�(!/!0`8Ld�* d3$�(!/!0`9
%*d/1��!//%+*M

��NXEHFWO�FUHDWH��I�VD\KH\�VWDWHIXOVHW�\DPO

�))! %�0!(5d�"0!.d0$%/Ld3!d��*d/!!d+1.d�0�0!"1(�!0d�* d0$!d�+..!/,+* %*#d,+ /d1/%*#d0$!
"�)%(%�.dgetd/1��+))�* M

��NXEHFWO�JHW�VWDWHIXOVHWV
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�$!/!d,+ /d/$+1( d�.!�0!d�*d+10,10d/%)%(�.d0+d0$!d"+((+3%*#d%)�#!/M

StatefulSet listing

The get pods output will show the following:

Pods created by StatefulSet

�!,!* %*#d+*d5+1.d0%)%*#Ld0$!d,+ /d)�5d/0%((d�!d�.!�0%*#Kd�/d5+1d��*d/!!d%*d0$!d,.!�! %*#
%)�#!Ld0$!d0$%. d�+*0�%*!.d%/d/0%((d�!%*#d/,1*d1,K

�!d��*d�(/+d/!!d0$!d2+(1)!/d0$!d/!0d$�/d�.!�0! d�* d�(�%)d"+.d!��$d,+ Kd�%./0
�!./%/0!*0�+(1)!/d0$!)/!(2!/M

��NXEHFWO�JHW�SY

�$!d,.!�! %*#d�+))�* d/$+1( d/$+3d0$!d0$.!!d�!./%/0!*0�+(1)!/d*�)! dwww-whaleset-
NKd�!d*+0%�!d0$!d/%6!d%/d1Gid�* d0$!d���!//d)+ !d%/d/!0d0+d�!� �.%0!�*�!dQ���Rd&1/0d�/d3!
 !"%*! d%*d+1.d�0+.�#!�(�//M
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The PersistentVolumes listing

�!40d3!d��*d(++'d�0d0$!d�!./%/0!*0�+(1)!�(�%)/d0$�0d.!/!.2!d0$!d2+(1)!/d"+.d!��$d,+ M

��NXEHFWO�JHW�SYF

�+((+3%*#d%/d0$!d+10,10d+"d0$!d,.!�! %*#d�+))�* M

The PersistentVolumeClaims listing

�+1X((d*+0%�!d)1�$d+"d0$!d/�)!d/!00%*#/d$!.!d�/d3%0$d0$!d��/d0$!)/!(2!/Kd�+1d)%#$0d�(/+
*+0%�!d0$!d!* d+"d0$!d�(�%)d*�)!dQ+.d��d*�)!d%*d0$!d,.!2%+1/d(%/0%*#Rd(++'/d(%'!dwww-
whaleset-NKdwwwd%/d0$!d)+1*0d*�)!d3!d/,!�%"%! d%*d0$!d,.!�! %*#d����d !"%*%0%+*Kd�$%/
%/d0$!*d�,,!* ! d0+d0$!d,+ d*�)!d0+d�.!�0!d0$!d��01�(d��d�* d���d*�)!Kd�*!d)+.!d�.!�d3!
��*d!*/1.!d0$�0d0$!d,.+,!.d %/'d%/d(%*'! d3%0$d%0d%/d)�0�$%*#d,+ K

�*+0$!.d�.!�d3$!.!d0$%/d�(%#*)!*0d%/d%),+.0�*0d%/d%*d0$!d*!03+.'d�+))1*%��0%+*K
�0�0!"1(�!0/d�(/+d,.+2% !d�+*/%/0!*0d*�)%*#d$!.!Kd�!"+.!d3!d��*d +d0$%/Ld(!0X/d�.!�0!d�d/!.2%�!
!* ,+%*0d/+d3!d$�2!d�d�+))+*d!*0.5d,+%*0d"+.d%*�+)%*#d.!-1!/0/M

apiVersion: v1
kind: Service
metadata:
  name: sayhey-svc
  labels:
    app: sayhey
spec:
  ports:
  - port: 80
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    name: web
  clusterIP: None
  selector:
    app: sayhey

�%/0%*#`=_@Mdsayhey-svc.yaml

��NXEHFWO�FUHDWH��I�VD\KH\�VYF�\DPO
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/!0M
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Serviced*�)!d0+d)�'!d�d/%),(!d
���d.!-1!/0Kd�!d��*d1/!d�+0$d0$!d/$+.0d*�)!Ldsayhey-
svcLd�* d0$!d"1((5d-1�(%"%! d*�)!Ldsayhey-svc.default.svc.cluster.localM

��FXUO�VD\KH\�VYF
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�+1X((d/!!d�*d+10,10d/%)%(�.d0+d0$!d"+((+3%*#d%)�#!Kd�$!d/!.2%�!d!* ,+%*0d��0/d�/d�d�+))+*
�+))1*%��0%+*d,+%*0d"+.d�((d0$.!!d,+ /M

HTTP Whalesay curl output (whalesay-0 Pod)
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�+3d(!0X/d/!!d%"d3!d��*d�+))1*%��0!d3%0$d�d/,!�%"%�d,+ d%*d0$!d�0�0!"1(�!0Kd�/d3!d*+0%�! 
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�d/%)%(�.d"�/$%+*d/+d0$�0d0$!.!d%/d�d/,!�%"%�d���d!*0.5d"+.d!��$d,+ d%*d0$!d/!0Kd�#�%*Ld3!d3%((
/!!d0$!d�+*2!*0%+*d+"d"Name of Set"-Na�* d0$!*d�  d0$!d"1((5d-1�(%"%! d/!.2%�!d���Kd�$!
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".+)dwhaleset-1M

HTTP Whalesay curl output (whalesay-1 Pod)

�+1d��*d!4%0d+10d+"d0$%/d/$!((d*+3d3%0$dexitKd

�+.d(!�.*%*#d,1.,+/!/Ld%0d��*d�(/+d�!d%*/0.1�0%2!d0+d !/�.%�!d/+)!d+"d0$!
%0!)/d".+)d0$%/d/!�0%+*d%*d)+.!d !0�%(Kd�+.d!4�),(!Ldkubectl describe
svc sayhey-svcd3%((d/$+3d1/d�((d0$.!!d,+ d��d�  .!//d%*d0$!d/!.2%�!
!* ,+%*0/K
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�"0!.d5+1d$�2!d5+1.d�.! !*0%�(/Ld5+1d��*d(+#d%*d3%0$d0$!d���d1/%*#d$ docker login
�+))�* K

*XOS�EXLOG�H[DPSOH
�!0X/d/0�.0d�5d�.!�0%*#d�d,.+&!�0d %.!�0+.5d*�)! dnode-gulpM

��PNGLU�QRGH�JXOS
��FG�QRGH�JXOS

https://docs.npmjs.com/getting-started/installing-node
https://docs.docker.com/installation/
https://hub.docker.com/
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�!40Ld3!d3%((d%*/0�((d0$!dgulpd,��'�#!d�* d�$!�'d3$!0$!.d%0X/d.!� 5d�5d.1**%*#d0$!dnpm
�+))�* d3%0$d0$!d2!./%+*d"(�#Ld�/d"+((+3/M

��QSP�LQVWDOO��J�JXOS

�+1d)�5d*!! d0+d+,!*d�d*!3d0!.)%*�(d3%* +3d0+d)�'!d/1.!d0$�0dgulpd%/d+*d5+1.d,�0$K
�(/+Ld)�'!d/1.!d0+d*�2%#�0!d���'d0+d5+1.dnode-gulpd %.!�0+.5M

 ��JXOS��Y

�!40Ld3!d3%((d%*/0�((dgulpd(+��((5d%*d+1.d,.+&!�0d"+( !.d�/d3!((d�/d0$!dgulp-gitd�* dgulp-
shelld,(1#%*/Ld�/d"+((+3/M

��QSP�LQVWDOO���VDYH�GHY�JXOS
��QSP�LQVWDOO�JXOS�JLW��VDYH
��QSP�LQVWDOO���VDYH�GHY�JXOS�VKHOO

�%*�((5Ld3!d*!! d0+d�.!�0!d�d
1�!.*!0!/d�+*0.+((!.d�* d/!.2%�!d !"%*%0%+*d"%(!Ld�/d3!((d�/d�
gulpfile.jsd"%(!Ld0+d.1*d�((d+1.d0�/'/Kd�#�%*Ld0$!/!d"%(!/d�.!d�2�%(��(!d%*d0$!d�++'d"%(!
�1* (!Ld%"d5+1d3%/$d0+d�+,5d0$!)d%*/0!� Kd�!"!.d0+d0$!d"+((+3%*#d�+ !M

apiVersion: v1
kind: ReplicationController
metadata:
  name: node-gulp
  labels:
    name: node-gulp
spec:
  replicas: 1
  selector:
    name: node-gulp
  template:
    metadata:
      labels:
        name: node-gulp
    spec:
      containers:
      - name: node-gulp
        image: <your username>/node-gulp:latest
        imagePullPolicy: Always
        ports:
        - containerPort: 80

�%/0%*#`>_8Mdnode-gulp-controller.yaml
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�/d5+1d��*d/!!Ld3!d$�2!d�d��/%�d�+*0.+((!.Kd�+1d3%((d*!! d0+d.!,(��!d�\RXU
XVHUQDPH!/node-gulp:latestd3%0$d5+1.d�+�'!.d
1�d1/!.*�)!M

apiVersion: v1
kind: Service
metadata:
  name: node-gulp
  labels:
    name: node-gulp
spec:
  type: LoadBalancer
  ports:
  - name: http
    protocol: TCP
    port: 80
  selector:
    name: node-gulp

�%/0%*#`>_9Mdnode-gulp-service.yaml

�!40Ld3!d$�2!d�d/%),(!d/!.2%�!d0$�0d/!(!�0/d0$!d,+ /d".+)d+1.d�+*0.+((!.d�* d�.!�0!/d�*
!40!.*�(d(+� d��(�*�!.d"+.d���!//Ld�/d!�.(%!.M

var gulp = require('gulp');
var git = require('gulp-git');
var shell = require('gulp-shell');

// Clone a remote repo
gulp.task('clone', function(){
  return
git.clone('https://github.com/jonbaierCTP/getting-started-with-kubernetes-s
e.git', function (err) {
    if (err) throw err;
  });

});

// Update codebase
gulp.task('pull', function(){
  return git.pull('origin', 'master', {cwd: './getting-started-with-
kubernetes-se'}, function (err) {
    if (err) throw err;
  });
});

//Build Docker Image
gulp.task('docker-build', shell.task([
  'docker build -t <your username>/node-gulp ./getting-started-with-
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kubernetes-se/docker-image-source/container-info/',
  'docker push <your username>/node-gulp'
]));

//Run New Pod
gulp.task('create-kube-pod', shell.task([
  'kubectl create -f node-gulp-controller.yaml',
  'kubectl create -f node-gulp-service.yaml'
]));

//Update Pod
gulp.task('update-kube-pod', shell.task([
  'kubectl delete -f node-gulp-controller.yaml',
  'kubectl create -f node-gulp-controller.yaml'
]));

�%/0%*#`>_:Mdgulpfile.js

�%*�((5Ld3!d$�2!d0$!dgulpfile.jsd"%(!Kd�$%/d%/d3$!.!d�((d+1.d�1%( d0�/'/d�.!d !"%*! Kd�#�%*L
"%((d%*d5+1.d�+�'!.d
1�d1/!.*�)!d%*d�+0$d0$!d�\RXU�XVHUQDPH!/node-gulpd/!�0%+*/K

�++'%*#d0$.+1#$d0$!d"%(!Ld"%./0Ld0$!d�(+*!d0�/'d +3*(+� /d+1.d%)�#!d/+1.�!d�+ !d".+)
	%0
1�Kd�$!d,1((d0�/'/d!4!�10!d�dgitd,1((d+*d0$!d�(+*! d.!,+/%0+.5Kd�!40Ld0$!ddocker-
buildd�+))�* d�1%( /d�*d%)�#!d".+)d0$!dcontainer-infod/1�"+( !.d�* d,1/$!/d%0d0+
�+�'!.
1�Kd�%*�((5Ld3!d$�2!d0$!dcreate-kube-podd�* dupdate-kube-podd�+))�* /K
�/d5+1d��*d#1!//Ld0$!dcreate-kube-podd�+))�* d�.!�0!/d+1.d�+*0.+((!.d�* d/!.2%�!d"+.
0$!d"%./0d0%)!Ld3$!.!�/d0$!dupdate-kube-podd�+))�* d/%),(5d.!,(��!/d0$!d�+*0.+((!.K

�!0X/d#+d�$!� d�* d.1*d0$!/!d�+))�* /d�* d/!!d+1.d!* a0+a!* d3+.'"(+3M

��JXOS�FORQH
��JXOS�GRFNHU�EXLOG

�$!d"%./0d0%)!d0$.+1#$Ld5+1d��*d.1*d0$!dcreate-kube-podd�+))�* Ld�/d"+((+3/M

��JXOS�FUHDWH�NXEH�SRG
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�$%/d%/d�((d0$!.!d%/d0+d%0Kd�"d3!d.1*d�d-1%�'dkubectld !/�.%�!d�+))�* d"+.d0$!dnode-gulp
/!.2%�!Ld3!d��*d#!0d0$!d!40!.*�(d��d"+.d+1.d*!3d/!.2%�!Kd�.+3/!d0+d0$�0d��d�* d5+1X((d/!!d0$!
"�)%(%�.dcontainer-infod�,,(%��0%+*d.1**%*#Kd�+0!d0$�0d0$!d$+/0d/0�.0/d3%0$dnode-gulpL
&1/0d�/d3!d*�)! d%0d%*d0$!d,.!2%+1/(5d)!*0%+*! d,+ d !"%*%0%+*M

Service launched by Gulp build

�*d/1�/!-1!*0d1, �0!/Ld.1*d0$!dpulld�* dupdate-kube-podd�+))�* /Ld�/d/$+3*d$!.!M

��JXOS�SXOO
��JXOS�GRFNHU�EXLOG
��JXOS�XSGDWH�NXEH�SRG

�$%/d%/d�d2!.5d/%),(!d!4�),(!Ld�10d5+1d��*d�!#%*d0+d/!!d$+3d!�/5d%0d%/d0+d�++. %*�0!d5+1.
�1%( d�* d !,(+5)!*0d!* d0+d!* d3%0$d�d"!3d/%),(!d(%*!/d+"d�+ !Kd�!40Ld3!d3%((d(++'d�0d$+3
0+d1/!d
1�!.*!0!/d0+d��01�((5d.1*d�1%( /d1/%*#d�!*'%*/K

.XEHUQHWHV�SOXJLQ�IRU�-HQNLQV
�*!d3�5d3!d��*d1/!d
1�!.*!0!/d"+.d+1.d��^��d,%,!(%*!d%/d0+d.1*d+1.d�!*'%*/d�1%( d/(�2!/d%*
�d�+*0�%*!.%6! d!*2%.+*)!*0Kd�1�'%(5Ld0$!.!d%/d�(.!� 5d�d,(1#%*Ld3.%00!*d�5d��.(+/d��*�$!6L
3$%�$d�((+3/d5+1d0+d.1*d�!*'%*/d/(�2!/d%*d
1�!.*!0!/Xd,+ /K

3UHUHTXLVLWHV
�+1X((d*!! d�d�!*'%*/d/!.2!.d$�* 5d"+.d0$%/d*!40d!4�),(!Kd�"d5+1d +*X0d$�2!d+*!d5+1d��*d1/!L
0$!.!d%/d�d�+�'!.d%)�#!d�2�%(��(!d�0dhttps://hub.docker.com/_/jenkins/K

�1**%*#d%0d".+)d0$!d�+�'!.d���d%/d�/d/%),(!d�/d0$%/M

GRFNHU�UXQ���QDPH�P\MHQNLQV��S������������Y��YDU�MHQNLQVBKRPH�MHQNLQV

https://hub.docker.com/_/jenkins/
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,QVWDOOLQJ�SOXJLQV
�+#d%*d0+d5+1.d�!*'%*/d/!.2!.Ld�* d".+)d5+1.d$+)!d �/$�+�. Ld�(%�'d+*d��*�#!a�!*'%*/K
�$!*Ld/!(!�0d��*�#!a�(1#%*/d".+)d0$!d(%/0K

�d*+0!d"+.d0$+/!d%*/0�((%*#d�d*!3d�!*'%*/d/!.2!.Md�$!*d5+1d"%./0d(+#d%*d0+
0$!d�!*'%*/d/!.2!.Ld%0d�/'/d5+1d0+d%*/0�((d,(1#%*/Kd�$++/!d0$!d !"�1(0d+*!/d+.
*+d,(1#%*/d3%((d�!d%*/0�((! M

Jenkins main dashboard
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�$!d�.! !*0%�(/d,(1#%*d%/d.!-1%.! Ld�10d/$+1( d�!d%*/0�((! d�5d !"�1(0Kd�!d��*d�$!�'d0$!
�*/0�((! d0��d%"d%*d +1�0Ld�/d/$+3*d%*d0$!d"+((+3%*#d/�.!!*/$+0M

Jenkins installed plugins

�!40Ld3!d��*d�(%�'d+*d0$!d�2�%(��(!d0��Kd�$!d
1�!.*!0!/d,(1#%*d/$+1( d�!d(+��0! d1* !.
�(1/0!.a��*�#!)!*0a�* a�%/0.%�10! a�1%( d+.d�%/�aQ�(+1 RKd�$!.!d�.!d)�*5d,(1#%*/Ld/+
5+1d��*d�(0!.*�0%2!(5d/!�.�$d"+.d
1�!.*!0!/d+*d0$!d,�#!Kd�$!�'d0$!d�+4d"+.d
1�!.*!0!/
�(1#%*d�* d�(%�'d+*d�*/0�((a3%0$+10a.!/0�.0K
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�$%/d3%((d%*/0�((d0$!
1�!.*!0!/a�(1#%*d�* d0$!d�1.��(!a��/'a�(1#%*M

Plugin installation
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�"d5+1d3%/$d0+d%*/0�((d�d*+*/0�* �. d2!./%+*d+.d&1/0d(%'!d0+d0%*'!.Ld5+1d��*
+,0%+*�((5d +3*(+� d0$!d,(1#%*/Kd�$!d(�0!/0d
1�!.*!0!/d�* d�1.��(!
��/'d,(1#%*/d��*d�!d"+1* d$!.!M
dddddddd
1�!.*!0!/d,(1#%*M
https://wiki.jenkins-ci.org/display/JENKINS/Kubernetes+Plugin

dddddddd�1.��(!d��/'d,(1#%*M
https://wiki.jenkins-ci.org/display/JENKINS/Durable+Task+Plugin

�!40Ld3!d��*d�(%�'d+*d0$!d� 2�*�! d0��d�* d/�.+((d +3*d0+d�,(+� 
�(1#%*Kd��2%#�0!d0+d0$!ddurable-task.hpid"%(!d�* d�(%�'d+*d�,(+� Kd�+1
/$+1( d/!!d�d/�.!!*d0$�0d/$+3/d�*d%*/0�((%*#d,.+#.!//d��.Kd�"0!.d�d)%*10!
+.d03+Ld%0d3%((d1, �0!d0+d�1��!//K
�%*�((5Ld%*/0�((d0$!d)�%*d
1�!.*!0!/d,(1#%*Kd�*d0$!d(!"0a$�* d/% !Ld�(%�'d+*
��*�#!a�(1#%*/d�* d0$!*d0$!d� 2�*�! d0��d+*�!d�#�%*Kd�$%/d0%)!Ld1,(+� 
0$!dkubernetes.hpid"%(!d�* d�(%�'d+*d�,(+� Kd�"0!.d�d"!3d)%*10!/Ld0$!
%*/0�((�0%+*d/$+1( d�!d�+),(!0!K

&RQILJXULQJ�WKH�.XEHUQHWHV�SOXJLQ
�(%�'d+*d���'a0+a��/$�+�. d+.d0$!d�!*'%*/d(%*'d%*d0$!d0+,a(!"0d�+.*!.Kd�.+)d0$!d)�%*
 �/$�+�. d,�#!Ld�(%�'d+*d0$!d�.! !*0%�(/d(%*'Kd�$++/!d�d +)�%*d".+)d0$!d(%/0Nd%*d)5d��/!Ld�
&1/0d1/! d0$!d !"�1(0d	(+��(d�.! !*0%�(/d +)�%*Kd�(%�'d+*d�  a�.! !*0%�(/M

https://wiki.jenkins-ci.org/display/JENKINS/Kubernetes+Plugin
https://wiki.jenkins-ci.org/display/JENKINS/Durable+Task+Plugin
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Add credentials screen

�!�2!d
%* d�/d�/!.*�)!a3%0$a,�//3+. d�* d��+,!d�/d	(+��(Kd�  d5+1.d
1�!.*!0!/
� )%*d�.! !*0%�(/Kd�!)!)�!.d0$�0d5+1d��*d"%* d0$!/!d�5d.1**%*#d0$!dconfigd�+))�* M

��NXEHFWO�FRQILJ�YLHZ

�+1d��*d(!�2!d��d�(�*'Ld#%2!d%0d�d/!*/%�(!d !/�.%,0%+*Ld�* d�(%�'d+*d0$!d�
d�100+*K
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�+3d0$�0d3!d$�2!d+1.d�.! !*0%�(/d/�2! Ld3!d��*d�  d+1.d
1�!.*!0!/d/!.2!.Kd�(%�'d+*d0$!
�!*'%*/d(%*'d%*d0$!d0+,a(!"0d�+.*!.d�* d0$!*d��*�#!a�!*'%*/Kd�.+)d0$!.!Ld/!(!�0d�+*"%#1.!
�5/0!)d�* d/�.+((d�((d0$!d3�5d +3*d0+d0$!d�(+1 d/!�0%+*Kd�!(!�0d
1�!.*!0!/d".+)d0$!d�  a�
*!3a�(+1 d .+, +3*d�* d�d
1�!.*!0!/d/!�0%+*d3%((d�,,!�.Ld�/d"+((+3/M

New Kubernetes cloud settings
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�+1X((d*!! d0+d/,!�%"5d0$!d���d"+.d5+1.d)�/0!.d%*d0$!d"+.)d+"dhttps://<Master IP>/K

�!40Ld�$++/!d0$!d�.! !*0%�(/d3!d�  ! d".+)d0$!d .+,a +3*d(%/0Kd�%*�!d
1�!.*!0!/d1/!d�d/!("a
/%#*! d�!.0%"%��0!d�5d !"�1(0Ld5+1X((d�(/+d*!! d0+d�$!�'d0$!d�%/��(!a$00,/a�!.0%"%��0!a�$!�'
�$!�'�+4K

�(%�'d+*d�!/0a�+**!�0%+*d�* d%"d�((d#+!/d3!((Ld5+1d/$+1( d/!!d�+**!�0%+*a/1��!//"1(
�,,!�.%*#d*!40d0+d0$!d�100+*K

�"d5+1d�.!d1/%*#d�*d+( !.d2!./%+*d+"d0$!d,(1#%*Ld5+1d)�5d*+0d/!!d0$!
�%/��(!a$00,/a�!.0%"%��0!a�$!�'d�$!�'�+4Kd�"d0$%/d%/d0$!d��/!Ld5+1d3%((d*!! 
0+d%*/0�((d0$!d/!("a/%#*! d�!.0%"%��0!d %.!�0(5d+*d0$!d�!*'%*/a��/0!.K

�%*�((5Ld3!d3%((d�  d�d,+ d0!),(�0!d�5d�$++/%*#d
1�!.*!0!/a�+ a�!),(�0!d".+)d0$!d�  
�+ a�!),(�0!d .+, +3*d*!40d0+d�)�#!/K

�$%/d3%((d�.!�0!d�*+0$!.d*!3d/!�0%+*Kd�/!djenkins-slaved"+.d0$!d��)!d�* d���!(/d/!�0%+*K
�(%�'d+*d�  d*!40d0+d�+*0�%*!./d�* d�#�%*d1/!djenkins-slaved"+.d0$!d��)!Ka�/!
csanchez/jenkins-slaved"+.d0$!d�+�'!.a�)�#!d�* d(!�2!d/home/jenkinsd"+.d0$!
�+.'%*#a�%.!�0+.5K

���!(/d��*d�!d1/! d(�0!.d+*d%*d0$!d�1%( d/!00%*#/d0+d"+.�!d0$!d�1%( d0+d1/!
0$!d
1�!.*!0!/d�(1/0!.M

Kubernetes cluster addition
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Kubernetes pod template



�+*0%*1+1/`�!(%2!.5

Sa8><aT

�(%�'d+*d��2!d�* d5+1d�.!d�((d/!0Kd�+3Ld*!3d�1%( /d�.!�0! d%*d�!*'%*/d��*d1/!d0$!d/(�2!/d%*
0$!d
1�!.*!0!/d,+ d3!d&1/0d�.!�0! K


!.!d%/d�*+0$!.d*+0!d��+10d"%.!3�((/Kd�$!d�!*'%*/d��/0!.d3%((d*!! d0+d�!
.!��$��(!d�5d�((d0$!d)��$%*!/d%*d5+1.d
1�!.*!0!/d�(1/0!.Ld�/d0$!d,+ d�+1( 
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%RQXV�IXQ
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1�!.*!0!/K
�!"!.d0+dhttp://fabric8.io/K

�0X/d�*d!�/5d/%*#(!d�+))�* d0+d/!0d1,d+*d5+1.d
1�!.*!0!/d�(1/0!.Ld/+d.!"!.d0+
http://fabric8.io/guide/getStarted/gke.htmlK

6XPPDU\
�!d(++'! d�0d03+d�+*0%*1+1/d%*0!#.�0%+*d0++(/d0$�0d��*d�!d1/! d3%0$d
1�!.*!0!/Kd�!d % d�
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http://fabric8.io/
http://fabric8.io/guide/getStarted/gke.html
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Table 6.1. Available Heapster metrics

�%!( �!/�.%,0%+* ���!(a05,!

nodename �$!d*+ !*�)!d3$!.!d0$!d�+*0�%*!.d.�* �+))+*

hostname �$!d$+/0*�)!d3$!.!d0$!d�+*0�%*!.d.�* �+))+*

host_id �*d% !*0%"%!.d/,!�%"%�d0+d�d$+/0Ld3$%�$d%/d/!0d�5d0$!
�(+1 d,.+2% !.d+.d1/!.

�+))+*

container_base_image �$!d1/!.a !"%*! d%)�#!d*�)!d0$�0d%/d.1*d%*/% !d0$!
�+*0�%*!.

�+))+*

container_name �$!d1/!.a,.+2% ! d*�)!d+"d0$!d�+*0�%*!.d+.d"1((
�+*0�%*!.d*�)!d"+.d/5/0!)d�+*0�%*!./

�+))+*

pod_name �$!d*�)!d+"d0$!d,+ �+ 

pod_id �$!d1*%-1!d��d+"d0$!d,+ �+ 

pod_namespace �$!d*�)!/,��!d+"d0$!d,+ �+ 

namespace_id �$!d1*%-1!d��d+"d0$!d*�)!/,��!d+"d0$!d,+ �+ 

labels �d�+))�a/!,�.�0! d(%/0d+"d1/!.a,.+2% ! d(��!(/ �+ 

Table 6.2. Available Heapster fields
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Heapster pod details
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Singlestat options
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Custom dashboard panels
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The Google Cloud Logging filter
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Sysdig Cloud network topology view
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The Sysdig Cloud network topology detailed view
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Sysdig Cloud capacity estimate view
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A Sysdig top process by network activity
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apiVersion: extensions/v1beta1
kind: Deployment
metadata:
  name: node-js-deploy
  labels:
    name: node-js-deploy
spec:
  replicas: 3
  template:
    metadata:
      labels:
        name: node-js-deploy
    spec:
      containers:
      - name: node-js-deploy
        image: jonbaier/pod-scaling:latest
        ports:
        - containerPort: 80
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apiVersion: v1
kind: ConfigMap
metadata:
  name: my-application-config
  namespace: default
data:
  backend-service.url: my-backend-service
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apiVersion: extensions/v1beta1
kind: ReplicaSet
metadata:
  name: node-js-rs
spec:
  replicas: 3
  selector:
    matchLabels:
      name: node-js-configmap-rs
  template:
    metadata:
      labels:
        name: node-js-configmap-rs
    spec:
      containers:
      - name: configmap-pod
        image: jonbaier/node-express-info:latest
        ports:
        - containerPort: 80
          name: web
        volumeMounts:
        - name: configmap-volume
          mountPath: /etc/config
      volumes:
      - name: configmap-volume
        configMap:
          name: my-application-config
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Pods on the GCE cluster

�!0X/d0�'!d+*!d+"d0$!dnode-js-rsd,+ d*�)!/d".+)d0$!d(%/0%*#d�* d.1*d�d��/$d/$!((d3%0$
kubectl execM

��NXEHFWO�H[HF��LW�QRGH�MV�UV��J�QM�EDVK

�$!*d�$�*#!d %.!�0+.%!/d0+d0$!d/etc/configd"+( !.d0$�0d3!d/!0d1,d%*d0$!d,+ d !"%*%0%+*K
�%/0%*#d0$%/d %.!�0+.5d.!2!�(/d�d/%*#(!d"%(!d3%0$d0$!d*�)!d+"d0$!dConfigMapd3!
 !"%*! d!�.(%!.M

��FG��HWF�FRQILJ
��OV

�"d3!d0$!*d %/,(�5d0$!d�+*0!*0/d+"d0$!d"%(!/d3%0$d0$!d"+((+3%*#d�+))�* Ld3!d/$+1( d/!!d0$!
2�(1!d3!d!*0!.! d!�.(%!.Mdmy-backend-serviceM

��HFKR���FDW�EDFNHQG�VHUYLFH�XUO�

�"d3!d3!.!d0+d(++'d%*d�*5d+"d0$!d,+ /d��.+//d+1.d"! !.�0! d�(1/0!.d3!d3+1( d/!!d0$!d/�)!
2�(1!/Kd�$%/d%/d�d#.!�0d3�5d0+d !�+1,(!d�+*"%#1.�0%+*d".+)d�*d�,,(%��0%+*d�* d %/0.%�10!d%0
��.+//d+1.d"(!!0d+"d�(1/0!./K

2WKHU�IHGHUDWHG�UHVRXUFHV
�+d"�.d3!d/�3d"! !.�0! d�!,(+5)!*0/Ld�!,(%���!0/Ld�2!*0/Ld�* d�+*"%#��,/d%*
��0%+*Kd��!)+*�!0/Ld�*#.!//Ld��)!/,��!/Ld�!�.!0/Ld�* d�!.2%�!/d�.!d�(/+d/1,,+.0! Kd�+1.
/,!�%"%�d/!01,d3%((d2�.5d�* d5+1d)�5d$�2!d�d/!0d+"d�(1/0!./d0$�0d %""!.d".+)d+1.d!4�),(!
$!.!Kd�/d)!*0%+*! d!�.(%!.Ld0$!/!d.!/+1.�!/d�.!d/0%((d%*d�!0�Ld/+d%0X/d3+.0$d/,!* %*#d/+)!
0%)!d0+d!4,!.%)!*0d3%0$d0$!d2�.%+1/d.!/+1.�!d05,!/d�* d1* !./0�* d$+3d3!((d0$!d"! !.�0%+*
�+*/0.1�0/d�.!d/1,,+.0! d"+.d5+1.d,�.0%�1(�.d)%4d+"d%*".�/0.1�01.!K



�(1/0!.`�! !.�0%+*

Sa98;aT

7UXH�PXOWL�FORXG
�$%/d%/d�*d!4�%0%*#d/,��!d0+d3�0�$Kd�/d%0d#.+3/d%0d#%2!/d1/d�d.!�((5d#++ d/0�.0d0+d +%*#d)1(0%a
�(+1 d%),(!)!*0�0%+*/d�* d,.+2% %*#d.! 1* �*�5d��.+//d.!#%+*/Ld �0�d�!*0!./Ld�* d!2!*
�(+1 d,.+2% !./Kd

�$%(!d
1�!.*!0!/d +!/d,.+2% !d�*d!�/5d�* d!4�%0%*#d,�0$d0+d)1(0%a�(+1 d%*".�/0.1�01.!Ld%0X/
%),+.0�*0d0+d*+0!d0$�0d,.+ 1�0%+*d)1(0%a�(+1 d.!-1%.!/d)1�$d)+.!d0$�*d %/0.%�10! 
 !,(+5)!*0/Kd�d"1((d/!0d+"d��,��%(%0%!/d".+)d(+##%*#d�* d)+*%0+.%*#d0+d�+),(%�*�!d�* d$+/0a
$�. !*%*#Ld0$!.!d%/d)1�$d0+d)�*�#!d%*d�d)1(0%a,.+2% !.d/!01,Kd

�.1!d)1(0%a�(+1 d� +,0%+*d3%((d.!-1%.!d�d3!((a,(�**! d�.�$%0!�01.!Ld�* d
1�!.*!0!/d0�'!/d�
�%#d/0!,d"+.3�. d%*d,1./1%*#d0$%/d#+�(K

6XPPDU\
�*d0$%/d�$�,0!.Ld3!d(++'! d�0d0$!d*!3d"! !.�0%+*d��,��%(%0%!/d%*d
1�!.*!0!/Kd�!d/�3d$+3d3!
��*d !,(+5d�(1/0!./d0+d)1(0%,(!d�(+1 d,.+2% !./d�* d)�*�#!d0$!)d".+)d�d/%*#(!d�+*0.+(
,(�*!Kd�!d�(/+d !,(+5! d�*d�,,(%��0%+*d��.+//d�(1/0!./d%*d�+0$d���d�* d	��Kd�$%(!d0$!/!
"!�01.!/d�.!d*!3d�* d/0%((d)�%*(5d%*d�(,$�d�* d�!0�Ld3!d/$+1( d*+3d$�2!d0$!d/'%((/d0+d10%(%6!
0$!)d�/d0$!5d!2+(2!d�* d�!�+)!d,�.0d+"d0$!d/0�* �. d
1�!.*!0!/d+,!.�0%*#d)+ !(Kd

�*d0$!d*!40d�$�,0!.Ld3!d3%((d0�'!d�d(++'d�0d�*+0$!.d� 2�*�! d0+,%�Ld/!�1.%05Kd�!d3%((d�+2!.
0$!d��/%�/d"+.d/!�1.!d�+*0�%*!./d�* d�(/+d$+3d0+d/!�1.!d5+1.d
1�!.*!0!/d�(1/0!.Kd�!d3%((
�(/+d(++'d�0d0$!d�!�.!0/d�+*/0.1�0Ld3$%�$d#%2!/d1/d0$!d��,��%(%05d0+d/0+.!d/!*/%0%2!
�+*"%#1.�0%+*d �0�d/%)%(�.d0+d+1.d,.!�! %*#dConfigMapd!4�),(!K



��
&RQWDLQHU�6HFXULW\

�$%/d�$�,0!.d3%((d %/�1//d0$!d��/%�/d+"d�+*0�%*!.d/!�1.%05d".+)d0$!d�+*0�%*!.d.1*0%)!d(!2!(d0+
0$!d$+/0d%0/!("Kd�!d3%((d %/�1//d$+3d0+d�,,(5d0$!/!d�+*�!,0/d0+d3+.'(+� /d.1**%*#d%*d�

1�!.*!0!/d�(1/0!.d�* d/+)!d+"d0$!d/!�1.%05d�+*�!.*/d�* d,.��0%�!/d0$�0d.!(�0!d/,!�%"%��((5d0+
.1**%*#d5+1.d
1�!.*!0!/d�(1/0!.K

�$%/d�$�,0!.d3%((d %/�1//d0$!d"+((+3%*#d0+,%�/M

��/%�d�+*0�%*!.d/!�1.%05
�+*0�%*!.d%)�#!d/!�1.%05d�* d�+*0%*1+1/d21(*!.��%(%05d/��**%*#

1�!.*!0!/d�(1/0!.d/!�1.%05

1�!.*!0!/d/!�.!0/

%DVLFV�RI�FRQWDLQHU�VHFXULW\
�+*0�%*!.d/!�1.%05d%/d�d !!,d/1�&!�0d�.!�d�* d%*d%0/!("d��*d"%((d%0/d+3*d�++'Kd
�2%*#d/�% d0$%/L
3!d3%((d�+2!.d/+)!d+"d0$!d$%#$a(!2!(d�+*�!.*/d�* d#%2!d�d/0�.0%*#d,+%*0d0+d0$%*'d��+10d0$%/
�.!�K

�*d0$!d�`�.%!"`+2!.2%!3`+"`�+*0�%*!./`/!�0%+*d+"dChapter 1L`�*0.+ 1�0%+*`0+`
1�!.*!0!/Ld3!d(++'! 
�0d/+)!d+"d0$!d�+.!d%/+(�0%+*d"!�01.!/d%*d0$!d�%*14d'!.*!(d0$�0d!*��(!d�+*0�%*!.d0!�$*+(+#5K
�* !./0�* %*#d0$!d !0�%(/d+"d$+3d�+*0�%*!./d3+.'d%/d0$!d'!5d0+d#.�/,%*#d0$!d2�.%+1/
/!�1.%05d�+*�!.*/d%*d)�*�#%*#d0$!)K

�d#++ d,�,!.d0+d %2!d !!,!.d%/d���W/`�$%0!,�,!.Ld�* !./0�* %*#`�* `
�. !*%*#`�%*14
�+*0�%*!./`Q5+1d��*d.!"!.d0+d)+.!d !0�%(/d��+10d0$%/d%*d,+%*0d8d%*d0$!d�!"!.!*�!/d/!�0%+*d�0d0$!
!* d+"d0$!d�$�,0!.RKd�*d/!�0%+*`>Ld0$!d,�,!.d!4,(+.!/d0$!d2�.%+1/d�00��'d2!�0+./d+"d�+*�!.*d"+.
�+*0�%*!.d !,(+5)!*0/Ld3$%�$d�d3%((d/1))�.%6!dQ5+1d��*d.!"!.d0+d)+.!d !0�%(/d��+10d0$%/d%*
,+%*0d8d%*d0$!d�!"!.!*�!/d/!�0%+*d�0d0$!d!* d+"d0$!d�$�,0!.RK



�+*0�%*!.`�!�1.%05

Sa98=aT

.HHSLQJ�FRQWDLQHUV�FRQWDLQHG�
�*!d+"d0$!d)+/0d+�2%+1/d"!�01.!/d %/�1//! d%*d0$!d,�,!.d%/d0$�0d+"d!/��,%*#d0$!
%/+(�0%+*^2%.01�(%6�0%+*d+"d0$!d�+*0�%*!.d�+*/0.1�0Kd�+ !.*d�+*0�%*!.d%),(!)!*0�0%+*/d#1�. 
�#�%*/0d0$%/d1/%*#d*�)!/,��!/d0+d%/+(�0!d,.+�!//!/d�/d3!((d�/d�((+3%*#d�+*0.+(d+"d0$!
�%*14d��,��%(%0%!/d�2�%(��(!d0+d�d�+*0�%*!.Kd�  %0%+*�((5Ld0$!.!d%/d�*d%*�.!�/! d)+2!d0+3�. /
/!�1.!d !"�1(0d�+*"%#1.�0%+*/d+"d0$!d+10a+"a0$!a�+4d�+*0�%*!.d!*2%.+*)!*0Kd�+.d!4�),(!L
�+�'!.d�5d !"�1(0d+*(5d!*��(!/d�d/)�((d/!0d+"d��,��%(%0%!/dQ5+1d��*d.!"!.d0+d)+.!d !0�%(/
��+10d0$%/d%*d,+%*0d9d%*d0$!d�!"!.!*�!/d/!�0%+*d�0d0$!d!* d+"d0$!d�$�,0!.RKd�!03+.'%*#d%/
�*+0$!.d�2!*1!d+"d!/��,!d�* d%0d��*d�!d�$�((!*#%*#d/%*�!d0$!.!d�.!d�d2�.%!05d+"d*!03+.'
+,0%+*/d0$�0d,(1#d%*d0+d)+/0d)+ !.*d�+*0�%*!.d/!01,/K

�$!d*!40d�.!�d %/�1//! d%*d0$!d,�,!.d%/d0$�0d+"d�00��'/d�!03!!*d03+d�+*0�%*!./Kd�$!d�/!.
*�)!/,��!d)+ !(d#%2!/d1/d�  ! d,.+0!�0%+*d$!.!d�5d)�,,%*#d0$!d.++0d1/!.d3%0$%*d0$!
�+*0�%*!.d0+d�d(+3!.d(!2!(d1/!.d+*d0$!d$+/0d)��$%*!Kd�!03+.'%*#d%/d+"d�+1./!d/0%((d�*d%//1!
�* d/+)!0$%*#d0$�0d.!-1%.!/d,.+,!.d %(%#!*�!d�* d�00!*0%+*d3$!*d/!(!�0%*#d�* 
%),(!)!*0%*#d5+1.d�+*0�%*!.d*!03+.'%*#d/+(10%+*K

�00��'/d3%0$%*d0$!d�+*0�%*!.d%0/!("d�.!d�*+0$!.d2!�0+.d�* d�/d3%0$d,.!2%+1/d�+*�!.*/L
*�)!/,��!/d�* d*!03+.'%*#d�.!d'!5d0+d,.+0!�0%+*d$!.!Kd�*+0$!.d�/,!�0d0$�0d%/d2%0�(d%*d0$%/
/�!*�.%+d%/d0$!d�,,(%��0%+*d/!�1.%05d%0/!("Kd�$!d�+ !d/0%((d*!! /d0+d"+((+3d/!�1.!d�+ %*#
,.��0%�!/d�* d0$!d/+"03�.!d/$+1( d�!d'!,0d1,a0+a �0!d�* d,�0�$! d.!#1(�.(5Kd�%*�((5Ld0$!
!""%�%!*�5d+"d�+*0�%*!.d%)�#!/d$�/d�*d�  ! d�!*!"%0d+"d/$.%*'%*#d0$!d�00��'d/1."��!Kd�$!
%)�#!/d/$+1( d�!d�1%(0d3%0$d+*(5d0$!d,��'�#!/d�* d/+"03�.!d*!�!//�.5K

5HVRXUFH�H[KDXVWLRQ�DQG�RUFKHVWUDWLRQ�VHFXULW\
�%)%(�.d0+d0$!d�!*%�(d+"d�!.2%�!d�00��'/Ld3!X2!d/!!*d%*d2�.%+1/d+0$!.d�.!�/d+"d�+),10%*#d0$�0
.!/+1.�!d!4$�1/0%+*d%/d2!.5d)1�$d�d,!.0%*!*0d�+*�!.*d%*d0$!d�+*0�%*!.d3+.( Kd�$%(!d�#.+1,/
,.+2% !d/+)!d(%)%0�0%+*/d+*d.!/+1.�!d1/�#!d"+.d0$%*#/d/1�$d�/d���Ld)!)+.5Ld�* d %/'
1/�#!Ld0$!.!d�.!d/0%((d2�(% d�00��'d�2!*1!/d"+.d.!/+1.�!d!4$�1/0%+*Kd�++(/d/1�$d�/d�+�'!.
+""!.d/+)!d/0�.0%*#d !"�1(0/d0+d0$!d�#.+1,/d(%)%0�0%+*/Ld�* d
1�!.*!0!/d�(/+d+""!./
�  %0%+*�(d(%)%0/d0$�0d��*d�!d,(��! d+*d#.+1,/d+"d�+*0�%*!./d.1**%*#d%*d0$!d�(1/0!.Kd�0X/
%),+.0�*0d0+d1* !./0�* d0$!/!d !"�1(0/d�* d� &1/0d"+.d5+1.d !,(+5)!*0/K

�$%(!d0$!d�%*14d'!.*!(d�* d0$!d"!�01.!/d0$�0d!*��(!d�+*0�%*!./d#%2!d1/d/+)!d"+.)d+"
%/+(�0%+*Ld0$!5d�.!d"�%.(5d*!3d0+d0$!d�%*14d+,!.�0%*#d/5/0!)Kd�/d/1�$Ld0$!5d/0%((d�+*0�%*d0$!%.
+3*d�1#/d�* d21(*!.��%(%0%!/Kd�$!d�1%(0a%*d)!�$�*%/)/d"+.d��,��%(%0%!/d�* d*�)!/,��!/d��*
�* d +d$�2!d%//1!/d�* d%0d%/d%),+.0�*0d0+d0.��'d0$!/!d�/d,�.0d+"d5+1.d/!�1.!d�+*0�%*!.
+,!.�0%+*/K



�+*0�%*!.`�!�1.%05

Sa98>aT

�$!d"%*�(d�.!�d�+2!.! d%*d0$!d���d,�,!.d%/d0$!d�00��'d+"d0$!d�+*0�%*!.d)�*�#!)!*0d(�5!.
%0/!("Kd�$!d�+�'!.d!*#%*!Ld%)�#!d.!,+/%0+.%!/Ld�* d+.�$!/0.�0%+*d0++(/d�.!d�((d/%#*%"%��*0
2!�0+./d+"d�00��'d�* d/$+1( d�!d�+*/% !.! d3$!*d !2!(+,%*#d5+1.d/0.�0!#5Kd�!X((d(++'d)+.!
%*d !,0$d�0d$+3d3!d��*d�  .!//d0$!d.!,+/%0+.%!/d�* d
1�!.*!0!/d�/d�*d+.�$!/0.�0%+*d(�5!.d%*
0$!d*!40d/!�0%+*/K

�"d5+1X.!d%*0!.!/0! d%*d'*+3%*#d)+.!d��+10d0$!d/,!�%"%�d/!�1.%05d"!�01.!/d+"
�+�'!.X/d%),(!)!*0�0%+*Ld0�'!d�d(++'d$!.!M
h t t p s ://d o c s . d o c k e r . c o m /e n g i n e /s e c u r i t y /s e c u r i t y /K

,PDJH�UHSRVLWRULHV
�1(*!.��%(%05d)�*�#!)!*0d%/d�d�.%0%��(d�+),+*!*0d+"d�*5d)+ !.*d �5d��d+,!.�0%+*Kd�!.+a
 �5d21(*!.��%(%0%!/d�.!d+*d0$!d.%/!d�* d!2!*d0$+/!d21(*!.��%(%0%!/d3%0$d,�0�$!/d��*d�!
�1)�!./+)!d0+d.!)! %�0!Kd�%./0Ld�,,(%��0%+*d+3*!./d)1/0d�!d)� !d�3�.!d+"d0$!%.
21(*!.��%(%0%!/d�* d,+0!*0%�(d,�0�$!/Kd�$!*d0$!/!d,�0�$!/d)1/0d�!d%*0!#.�0! d%*0+d/5/0!)/
�* d�+ !d�* d+"0!*d0$%/d.!-1%.!/d�  %0%+*�(d !,(+5)!*0/d+.d)�%*0!*�*�!d3%* +3/Kd�2!*
3$!*d0$!.!d%/d2%/%�%(%05d0+d21(*!.��%(%0%!/Ld0$!.!d%/d+"0!*d�d(�#d%*d.!)! %�0%+*Ld+"0!*d0�'%*#
(�.#!d+.#�*%6�0%+*/d/!2!.�(d)+*0$/d0+d,�0�$K

�$%(!d�+*0�%*!./d#.!�0(5d%),.+2!d0$!d,.+�!//d+"d1, �0%*#d�,,(%��0%+*/d�* d)%*%)%6%*#
 +3*0%)!Ld0$!.!d/0%((d.!)�%*/d�d�$�((!*#!d%*$!.!*0d%*d21(*!.��%(%05d)�*�#!)!*0K
�/,!�%�((5d/%*�!d�*d�00��'!.d+*(5d*!! /d0+d!4,+/!d+*!d/1�$d21(*!.��%(%05Nd)�'%*#d�*50$%*#
(!//d0$�*d877Ad+"d/5/0!)/d,�0�$! d%/d�d.%/'d"+.d�+),.+)%/!Kd

�$�0X/d*!! ! d%/d�d"�/0!.d"!! ���'d(++,d%*d�  .!//%*#d21(*!.��%(%0%!/Kd�+*0%*1+1/d/��**%*#
�* d05%*#d%*0+d0$!d/+"03�.!d !,(+5)!*0d(%"!d�5�(!d%/d'!5d0+d/,!! %*#d0$!d%*"+.)�0%+*d�* 
.!)! %�0%+*d+"d21(*!.��%(%0%!/Kd�1�'%(5Ld0$%/d%/d!4��0(5d0$!d�,,.+��$d�!%*#d�1%(0d%*0+d0$!d(�0!/0
�+*0�%*!.d)�*�#!)!*0d�* d/!�1.%05d0++(%*#K

&RQWLQXRXV�YXOQHUDELOLW\�VFDQQLQJ
�*!d/1�$d+,!*a/+1.�!d,.+&!�0d0$�0d$�/d!)!.#! d%*d0$%/d/,��!d%/d�(�%.Kd�!d#!0d0+d'*+3d0$%/
".+)d0$!d�(�%.d	%0
1�d,�#!Md�(�%.`%/`�*`+,!*`/+1.�!`,.+&!�0`"+.`0$!`/0�0%�`�*�(5/%/`+"`21(*!.��%(%0%!/
%*`appc`�* `docker`�+*0�%*!./K

https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://docs.docker.com/engine/security/security/
https://github.com/appc/spec
https://github.com/docker/docker/blob/master/image/spec/v1.md


�+*0�%*!.`�!�1.%05

Sa98?aT

�+1d��*d2%/%0d�(�%.d�0d0$!d"+((+3%*#d(%*'Md
h t t p s ://g i t h u b . c o m /c o r e o s /c l a i r K

�(�%.d/��*/d5+1.d�+ !d�#�%*/0d�+))+*a�1(*!.��%(%0%!/a�* a�4,(+%0/dQ���/RKd�0d��*d�!
%*0!#.�0! d%*0+d5+1.d��^��d,%,!(%*!d�* d.1*d�/d�d.!/,+*/!d0+d*!3d�1%( /Kd�"d21(*!.��%(%0%!/
�.!d"+1* Ld0$!5d��*d�!d0�'!*d�/d"!! ���'d%*0+d0$!d,%,!(%*!Ld!2!*d/0+,d !,(+5)!*0Ld�* d"�%(
0$!d�1%( Kd�$%/d"+.�!/d !2!(+,!./d0+d�!d�3�.!d+"d�* d.!)! %�0!d21(*!.��%(%0%!/d 1.%*#d0$!%.
*+.)�(d.!(!�/!d,.+�!//K

�(�%.d��*d�!d%*0!#.�0! d3%0$d�d*1)�!.d+"d�+*0�%*!.d%)�#!d.!,+/%0+.%!/d�* d��^��d,%,!(%*!/K

�(�%.d��*d!2!*d�!d !,(+5! d+*d
1�!.*!0!/Mdh t t p s ://g i t h u b . c o m /c o r e o s

/c l a i r #k u b e r n e t e s K

�(�%.d%/d�(/+d1/! d�/d0$!d/��**%*#d)!�$�*%/)d%*d�+.!��X/d�1�5d%)�#!d.!,+/%0+.5Kd�1�5d
+""!./d�d*1)�!.d+"d!*0!.,.%/!d"!�01.!/d%*�(1 %*#d�+*0%*1+1/d21(*!.��%(%05d/��**%*#M

h t t p s ://q u a y . i o /

�+0$d�+�'!.d
1�d�* d�+�'!.d�(+1 d/1,,+.0d/!�1.%05d/��**%*#Kd�#�%*Ld�+*0�%*!./d0$�0d�.!
,1/$! d0+d0$!d.!,+/%0+.5d�.!d�10+)�0%��((5d/��**! d�#�%*/0d���/d�* d*+0%"%��0%+*/d+"
21(*!.��%(%0%!/d�.!d/!*0d�/d�d.!/1(0d+"d�*5d"%* %*#/Kd�  %0%+*�((5Ld�%*�.5d�*�(5/%/d+"d0$!d�+ !
%/d,!."+.)! d0+d)�0�$d0$!d/%#*�01.!d+"d0$!d�+),+*!*0/d3%0$d0$�0d+"d'*+3*d2!./%+*/Kd

�$!.!d�.!d�d2�.%!05d+"d+0$!.d/��**%*#d0++(/d0$�0d��*d�!d1/! d�/d3!((d"+.d/��**%*#d5+1.d%)�#!
.!,+/%0+.%!/d%*�(1 %*#d�,!*����d�/d3!((d�/d�3%/0(+�'d�* d�-1��!�Ld3$%�$d3!d3%((d�+2!.
%*dChapter 12L`�+3�. /`�.+ 1�0%+*`�!� 5K

,PDJH�VLJQLQJ�DQG�YHULILFDWLRQ
�$!0$!.d5+1d�.!d1/%*#d�d,.%2�0!d%)�#!d.!,+/%0+.5d%*a$+1/!d+.d�d,1�(%�d.!,+d/1�$d�/d�+�'!.

1�Ld%0X/d%),+.0�*0d0+d'*+3d0$�0d5+1d�.!d.1**%*#d+*(5d0$!d�+ !d0$�0d5+1.d !2!(+,!./d$�2!
3.%00!*Kd�$!d,+0!*0%�(d"+.d)�(%�%+1/d�+ !d+.d)�*a%*a0$!a)%  (!d�00��'/d+*d +3*(+� /d%/d�*
%),+.0�*0d"��0+.d%*d,.+0!�0%*#d5+1.d�+*0�%*!.d%)�#!/K

https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://github.com/coreos/clair#kubernetes
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/
https://quay.io/


�+*0�%*!.`�!�1.%05

Sa98@aT

�/d/1�$Ld�+0$d.'0d�* d�+�'!.d/1,,+.0d0$!d��%(%05d0+d/%#*d%)�#!/d�* d2!.%"5d0$�0d0$!d�+*0!*0/
$�2!d*+0d�$�*#! Kd�1�(%/$!./d��*d1/!d'!5/d0+d/%#*d0$!d%)�#!/d3$!*d0$!5d�.!d,1/$! d0+d0$!
.!,+/%0+.%!/d�* d1/!./d��*d2!.%"5d0$!d/%#*�01.!d+*d0$!d�(%!*0a/% !d3$!*d +3*(+� %*#d"+.d1/!M

�.+)d0$!d.'0d +�1)!*0�0%+*M

X�!"+.!`!4!�10%*#`�`.!)+0!(5`"!0�$! `���L`.'0`3%((`2!.%"5`%0`��/! `+*`�00��$! 
/%#*�01.!/`#!*!.�0! `�5`0$!`���`�.!�0+.KX

https://coreos.com/rkt/docs/latest/subcommands/trust.ht
ml

https://coreos.com/rkt/docs/latest/signing-and-verifica
tion-guide.html

�.+)d0$!d�+�'!.d +�1)!*0�0%+*M

X�+*0!*0`0.1/0`#%2!/`5+1`0$!`��%(%05`0+`2!.%"5`�+0$`0$!`%*0!#.%05`�* `0$!
,1�(%/$!.`+"`�((`0$!` �0�`.!�!%2! `".+)`�`.!#%/0.5`+2!.`�*5`�$�**!(KX
https://docs.docker.com/engine/security/trust/content_t
rust/

�.+)d0$!d�+�'!.d�+0�.5d	%0
1�d,�#!M

X�$!`�+0�.5`,.+&!�0`�+),.%/!/`�`/!.2!.`�* `�`�(%!*0`"+.`.1**%*#`�* 
%*0!.��0%*#`3%0$`0.1/0! `�+((!�0%+*/KX
h t t p s ://g i t h u b . c o m /d o c k e r /n o t a r y

.XEHUQHWHV�FOXVWHU�VHFXULW\

1�!.*!0!/d$�/d�+*0%*1! d0+d�  d�d*1)�!.d+"d/!�1.%05d"!�01.!/d%*d0$!%.d(�0!/0d.!(!�/!/d�* 
$�/d�d3!((a.+1* ! d/!0d+"d�+*0.+(d,+%*0/d0$�0d��*d�!d1/! d%*d5+1.d�(1/0!.Nd!2!.50$%*#d".+)
/!�1.!d*+ !d�+))1*%��0%+*d0+d,+ d/!�1.%05d�* d!2!*d/0+.�#!d+"d/!*/%0%2!d�+*"%#1.�0%+*
 �0�K

https://coreos.com/rkt/docs/latest/subcommands/trust.html
https://coreos.com/rkt/docs/latest/subcommands/trust.html
https://coreos.com/rkt/docs/latest/signing-and-verification-guide.html
https://coreos.com/rkt/docs/latest/signing-and-verification-guide.html
https://docs.docker.com/engine/security/trust/content_trust/
https://docs.docker.com/engine/security/trust/content_trust/
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary
https://github.com/docker/notary


�+*0�%*!.`�!�1.%05

Sa997aT

6HFXUH�$3,�FDOOV
�1.%*#d!2!.5d���d��((Ld
1�!.*!0!/d�,,(%!/d�d*1)�!.d+"d/!�1.%05d�+*0.+(/Kd�$%/d/!�1.%05d(%"!
�5�(!d%/d !,%�0! d$!.!M

API call life cycle

�"0!.d/!�1.!d���d�+))1*%��0%+*d%/d!/0��(%/$! Ld0$!d���d/!.2!.d.1*/d0$.+1#$d�10$+.%6�0%+*
�* d�10$!*0%��0%+*Kd�%*�((5Ld�*d� )%//%+*a�+*0.+((!.d(++,d%/d�,,(%! d0+d0$!d.!-1!/0d�!"+.!
%0d.!��$!/d0$!d���d/!.2!.K

6HFXUH�QRGH�FRPPXQLFDWLRQ

1�!.*!0!/d/1,,+.0/d0$!d1/!d+"d/!�1.!d�+))1*%��0%+*d�$�**!(/d�!03!!*d0$!d���d/!.2!.d�* 
�*5d�(%!*0d%*�(1 %*#d0$!d*+ !/d0$!)/!(2!/Kd�$!0$!.d%0X/d�d	��d+.d�+))�* a(%*!d10%(%05d/1�$
�/dkubectlLd3!d��*d1/!d�!.0%"%��0!/d0+d�+))1*%��0!d3%0$d0$!d���d/!.2!.Kd
!*�!Ld0$!d���
/!.2!.d%/d0$!d�!*0.�(d%*0!.��0%+*d,+%*0d"+.d�*5d�$�*#!/d0+d0$!d�(1/0!.d�* d%/d�d�.%0%��(
�+),+*!*0d0+d/!�1.!K

�*d !,(+5)!*0/d/1�$d�/d	��Ld0$!dkubeletd+*d!��$d*+ !d%/d !,(+5! d"+.d/!�1.!
�+))1*%��0%+*d�5d !"�1(0Kd�$%/d/!01,d1/!/d0$!d���d�++0/0.�,,%*#d�* d0$!d*!3d�!.0%"%��0!/X
���d0+d!/0��(%/$d�d/!�1.!d�+**!�0%+*d3%0$d0$!d���d/!.2!.d1/%*#d���d�(%!*0d�!.0%"%��0!/d�* d�
�!.0%"%��0!a�10$+.%05dQ��Rd�(1/0!.Kd



�+*0�%*!.`�!�1.%05

Sa998aT

$XWKRUL]DWLRQ�DQG�DXWKHQWLFDWLRQ�SOXJLQV
�$!d,(1#%*d)!�$�*%/)/d"+.d�10$!*0%��0%+*d�* d�10$+.%6�0%+*d%*d
1�!.*!0!/d�.!d%*d0$!%.
%*"�*�5Kd
+3!2!.Ld0$!/!d"!�01.!/d�(/+d�+*0%*1!d0+d !2!(+,d%*d0$!d*!40d"!3d.!(!�/!/Kd�$!.!d�.!
�(/+d0$%. a,�.05d,.+2% !./d0$�0d%*0!#.�0!d3%0$d0$!d"!�01.!/d$!.!K

�10$!*0%��0%+*d%/d�1..!*0(5d/1,,+.0! d%*d0$!d"+.)d+"d0+'!*/Ld,�//3+. /Ld�* d�!.0%"%��0!/
3%0$d,(�*/d0+d�  d0$!d,(1#%*d��,��%(%05d�0d�d(�0!.d/0�#!Kd�,!*��d�+**!�0d0+'!*/d�.!
/1,,+.0! d�* d/!2!.�(d0$%. a,�.05d%),(!)!*0�0%+*/Ld/1�$d�/d�!4d".+)d�+.!��d�* d�/!.
���+1*0d�* d�10$!*0%��0%+*d".+)d�(+1 d�+1* .5Ld�.!d�2�%(��(!K

�10$+.%6�0%+*d�(.!� 5d/1,,+.0/d0$.!!d)+ !/Kd�$!d"1((d����dQ/$+.0d"+.d�+(!`��/! a���!//
�+*0.+(R)+ !d%/d/0%((d�d3+.'d%*d,.+#.!//d�* d3%((d!2!*01�((5d�.%*#d�d)�01.!d.+(!a��/! 
�10$!*0%��0%+*d".+)d
1�!.*!0!/d%0/!("Kd�00.%�10!`��/! a���!//a�+*0.+(dQ����Rd%/d�(.!� 5d
/1,,+.0! d�* d(!0/d�d1/!.d !"%*!d,.%2%(!#!/d2%�d�00.%�10!/d%*d�d"%(!Kd�%*�((5Ld�d3!�$++'
)!�$�*%/)d%/d/1,,+.0! Ld3$%�$d�((+3/d"+.d%*0!#.�0%+*d3%0$d0$%. a,�.05d�10$+.%6�0%+*d2%�
����d3!�d/!.2%�!d��((/K

�!�.*d)+.!d��+10d!��$d�.!�d$!.!M

h t t p ://k u b e r n e t e s . i o /d o c s /a d m i n /a u t h o r i z a t i o n /

h t t p ://k u b e r n e t e s . i o /d o c s /a d m i n /a u t h e n t i c a t i o n /

$GPLVVLRQ�FRQWUROOHUV

1�!.*!0!/d�(/+d,.+2% !/d�d)!�$�*%/)d"+.d%*0!#.�0%*#d3%0$d�  %0%+*�(d2!.%"%��0%+*d�/d�d"%*�(
/0!,Kd�$%/d�+1( d�!d%*d0$!d"+.)d+"d%)�#!d/��**%*#Ld/%#*�01.!d�$!�'/Ld+.d�*50$%*#d0$�0d%/d��(!
0+d.!/,+* d%*d0$!d/,!�%"%! d"�/$%+*Kd�$!*d�*d���d��((d%/d)� !Ld0$!d$++'d%/d��((! d�* d0$�0
/!.2!.d��*d.1*d%0/d2!.%"%��0%+*Kd� )%//%+*d�+*0.+((!./d��*d�(/+d�!d1/! d0+d0.�*/"+.)d.!-1!/0/
�* d�  d+.d�(0!.d0$!d+.%#%*�(d.!-1!/0Kd�*�!d0$!d+,!.�0%+*/d�.!d.1*Ld�d.!/,+*/!d%/d0$!*d/!*0
���'d3%0$d�d/0�01/d0$�0d%*/0.1�0/d
1�!.*!0!/d0+d�((+3d+.d !*5d0$!d��((K

�$%/d��*d�!d!/,!�%�((5d$!(,"1(d"+.d2!.%"5%*#d+.d0!/0%*#d%)�#!/d�/d3!d)!*0%+*! d%*d0$!d(�/0
/!�0%+*Kd�$!dImagePolicyWebhookd,(1#%*d,.+2% !/d�*d� )%//%+*d�+*0.+((!.d0$�0d�((+3/d"+.
%*0!#.�0%+*d3%0$d�  %0%+*�(d%)�#!d%*/,!�0%+*K

http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authorization/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/
http://kubernetes.io/docs/admin/authentication/


�+*0�%*!.`�!�1.%05

Sa999aT

�+.d)+.!d%*"+.)�0%+*Ld2%/%0d0$!d�/%*#a� )%//%+*a�+*0.+((!.d,�#!d%*d0$!
"+((+3%*#d +�1)!*0�0%+*M
h t t p s ://k u b e r n e t e s . i o /d o c s /a d m i n /a d m i s s i o n - c o n t r o l l e r s /K

3RG�VHFXULW\�SROLFLHV�DQG�FRQWH[W
�*!d+"d0$!d(�0!/0d�  %0%+*/d0+d0$!d
1�!.*!0!/Xd/!�1.%05d�./!*�(d%/d0$�0d+"d�+ a/!�1.%05
,+(%�%!/a�* a�+*0!40/Kd�$!/!d�((+3d1/!./d0+d�+*0.+(d1/!./d�* d#.+1,/d"+.d�+*0�%*!.d,.+�!//!/
�* d�00��$! d2+(1)!/Ld(%)%0d0$!d1/!d+"d$+/0d*!03+.'/d+.d*�)!/,��!/Ld�* d!2!*d/!0d0$!d.++0
"%(!/5/0!)d0+d.!� a+*(5Kd�  %0%+*�((5Ld3!d��*d(%)%0d0$!d��,��%(%0%!/d�2�%(��(!d�* d�(/+d/!0
���%*14d+,0%+*/d"+.d0$!d(��!(/d0$�0d�.!d�,,(%! d0+d0$!d�+*0�%*!./d%*d!��$d,+ Kd

�*d�  %0%+*d0+d���%*14Ld
1�!.*!0!/d�(/+d�  ! d/1,,+.0d"+.d1/%*#
�,,�.)+.d3%0$d5+1.d,+ /d1/%*#d�**+0�0%+*/Kd�+.d)+.!d%*"+.)�0%+*Ld.!"!.
0+d0$!d"+((+3%*#d +�1)!*0�0%+*d,�#!M
h t t p s ://k u b e r n e t e s . i o /d o c s /a d m i n /a p p a r m o r /K

�!X((d3�('d0$.+1#$d�*d!4�),(!d+"d1/%*#d�d,+ d/!�1.%05d�+*0!40d0+d�  d/+)!d�+*/0.�%*0/d0+
+1.d,+ /Kd�%*�!d0$!d"1*�0%+*�(%05d%/d/0%((d%*d�!0�Ld3!X((d*!! d0+d!*��(!d0$!d�!0�d!40!*/%+*/d���
�* d�(/+d�  dPodSecurityPolicyd0+d0$!d(%/0d+"d� )%//%+*d�+*0.+((!./d%*d1/!K

(QDEOLQJ�EHWD�$3,V
�%./0Ld5+1X((d*!! d0+d��
d%*0+d5+1.d)�/0!.d*+ !Ld/3%0�$d0+d�d.++0d1/!.Ld�* d0$!*d! %0d0$!
/etc/kubernetes/manifests/kube-apiserver.manifestd"%(!d%*d5+1.d,.!"!..! d! %0+.K
�#�%*Ld3!d��*d��
d2%�d0$!d	++#(!d�(+1 d���d+.d1/!d0$!d	++#(!d�(+1 d�+*/+(!Ld3$%�$d$�/d�
�1%(0a%*d��
d�(%!*0d+*d0$!d��d%*/0�*�!/d,�#!K

�$!d�!/0d,.��0%�!d%/d*+0d0+d��
d+*0+d0$!d*+ !/d0$!)/!(2!/Kd
+3!2!.Ld3!
$�2!d +*!d/+d�0d/!2!.�(d,+%*0/d%*d0$%/d�++'d"+.d%((1/0.�0%2!d,1.,+/!/Kd�0X/
%),+.0�*0d0+d1* !./0�* d$+3d0$%*#/d�.!d.1**%*#d+*d0$!d*+ !/d0$!)/!(2!/
�* d��*d/+)!0%)!/d�!d*!�!//�.5d�+0$d"+.d(!�.*%*#d�* d0.+1�(!/$++0%*#K

�2%*#d/�% d0$%/Ld1/!d0$!d0++(/d/1�$d�/dkubectl execd3$!*d5+1d/%),(5
*!! d0+d.1*d�d�+))�* d".+)d3%0$%*d0$!d�(1/0!.d+.d�d,+ K

https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/admission-controllers/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/
https://kubernetes.io/docs/admin/apparmor/


�+*0�%*!.`�!�1.%05

Sa99:aT

��.+((d +3*d0+d0$!d�+))�* d/!�0%+*d�* d3!d/$+1( d/!!d/+)!0$%*#d(%'!d0$!d"+((+3%*#d(%/0%*#M

"bin/sh",
"-c",
"/usr/local/bin/kube-apiserver --v=2 --cloud-config=/etc/gce.conf --
address=127.0.0.1 --allow-
privileged=true --authorization-policy-file=/etc/srv/kubernetes/abac-authz-
policy.jsonl --basic-auth-file=/etc/srv/kubernetes/basic_auth.csv --cloud-
provider=gce --client-ca-file=/etc/srv/kubernetes/ca.crt
--etcd-servers=http://127.0.0.1:2379 --etcd-servers-
overrides=/events#http://127.0.0.1:4002 --secure-port=443 --tls-cert-
file=/etc
/srv/kubernetes/server.cert --tls-private-key-
file=/etc/srv/kubernetes/server.key --token-auth-
file=/etc/srv/kubernetes/known_tokens.csv --storage-backend=etcd2 --target-
ram-mb=180 --service-cluster-ip-range=10.0.0.0/16 --etcd-quorum-read=false
--admission-
control=NamespaceLifecycle,LimitRanger,ServiceAccount,PersistentVolumeLabel
,DefaultStorageClass,ResourceQuota
--authorization-mode=ABAC --allow-privileged=true 1>>/var/log/kube-
apiserver.log 2>&1"

�+1.d(%/0%*#d)�5d2�.5Ld/+d&1/0d�  d0$!d,�.�)!0!./d$%#$(%#$0! d%*d�+( d�/d"+((+3/Kd�(/+Ld�+,5
0$!d+.%#%*�(d(%/0%*#d�/d�d���'1,d/+d5+1d��*d.!/0+.!d%0d%"d*!! ! d(�0!.d+*M

"bin/sh",
"-c",
"/usr/local/bin/kube-apiserver --v=2 --cloud-config=/etc/gce.conf --
address=127.0.0.1
--allow-privileged=true --authorization-policy-
file=/etc/srv/kubernetes/abac-authz-policy.jsonl --basic-auth-
file=/etc/srv/kubernetes/basic_auth.csv --cloud-provider=gce --client-ca-
file=/etc/srv/kubernetes/ca.crt --etcd-servers=http://127.0.0.1:2379 --
etcd-servers-overrides=/events#http://127.0.0.1:4002 --secure-port=443 --
tls-cert-file=/etc/srv/kubernetes/server.cert --tls-private-key-
file=/etc/srv/kubernetes/server.key --token-auth-
file=/etc/srv/kubernetes/known_tokens.csv --storage-backend=etcd2 --target-
ram-mb=180 --service-cluster-ip-range=10.0.0.0/16 --etcd-quorum-read=false
--admission-
control=NamespaceLifecycle,LimitRanger,ServiceAccount,PersistentVolumeLabel
,DefaultStorageClass,ResourceQuota�3RG6HFXULW\3ROLF\ --authorization-
mode=ABAC --allow-privileged=true ��UXQWLPH�
FRQILJ H[WHQVLRQV�Y�EHWD� WUXH�H[WHQVLRQV�Y�EHWD��SRGVHFXULW\SROLF\ WUXH
1>>/var/log/kube-apiserver.log 2>&1"
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.!�++0Ldkubectld)�5d�!�+)!d1*.!/,+*/%2!Kd�d1/1�((5d3�0�$d0$%/d3%0$d0$!d"+((+3%*#
�+))�* M

��NXEHFWO�JHW�SRGV���QDPHVSDFH NXEH�V\VWHP

��0�$d0$!dSTATUSd�* dAGEd�+(1)*/Kd�*�!d0$!d.!/0�.0d%/d/1��!//"1(Ld3!X((d$�2!d�dSTATUS of
Runningd�* d�*d�	�d+*d0$!d+. !.d+"d�d"!3d)%*10!/d+.d(!//K

�"d3!d$� d�*5d05,+/d3%0$d0$!d)�*%"!/0Ld3!d)�5d/!!d!..+./d%*dSTATUSd+.
!2!*d#!0d�d,!.)�*!*0(5d1*.!/,+*/%2!dkubectlKd�"d0$%/d$�,,!*/Ld3!X((d*!! 
0+d.!/0+.!d+1.d!�.(%!.d,�.�)!0!./Kd�"d�((d!(/!d"�%(/Ld5+1d��*d.!�++0d0$!
%*/0�*�!Kd�$!d !"�1(0d"+.d	��d/!01,/d$�/d�d�++0d/�.%,0d0$�0d3%((d.!,(��!d0$!
)�*%"!/0d3%0$d0$!d !"�1(0d/!00%*#/K

�*�!d5+1.d���d/!.2!.d%/d1, �0! d�* d.1**%*#Ld3!d��*d�  d�d/!�1.%05d,+(%�5d�* d.1*d�d,+ 
3%0$d�d,+ d/!�1.%05d�+*0!40d !"%*! Kd�$!d,+(%�5d.1*/d�0d0$!d�(1/0!.d(!2!(d�* d!*"+.�!/d0$!
,+(%�5d"+.d�((d,+ /Kd�$!d,+ d/!�1.%05d�+*0!40d%/d/!0d%*d0$!d,+ d !"%*%0%+*d�* d�,,(%!/d+*(5d0+
0$�0d,+ Kd

&UHDWLQJ�D�3RG6HFXULW\3ROLF\
�+3d0$�0d3!X2!d�  ! d0$!dPodSecurityPolicyd� )%//%+*d�+*0.+((!.Ld3!X((d*!! d0+d�  d�
,+ d/!�1.%05d,+(%�5d�!"+.!d3!d��*d�.!�0!d+1.d!4�),(!d%*d(%/0%*#`87_9d"1.0$!.d +3*Kd�"d3!d0.5
0+d�.!�0!d0$�0d,+ d*+3Ld3!d3%((d/!!d�*d!..+.d/%)%(�.d0+d0$%/M

Pod error without PodSecurityPolicy

�#�%*Ld0$!d,+ d/!�1.%05d,+(%�5d�,,(%!/d�(1/0!.d3% !M

{
  "kind": "PodSecurityPolicy",
  "apiVersion":"extensions/v1beta1",
  "metadata": {
    "name": "default"
  },
  "spec": {
    "privileged": false,
    "seLinux": {
      "rule": "RunAsAny"
    },
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    "supplementalGroups": {
      "rule": "RunAsAny"
    },
    "runAsUser": {
      "rule": "RunAsAny"
    },
    "fsGroup": {
      "rule": "RunAsAny"
    },
    "volumes": ["*"],
    "readOnlyRootFilesystem": true
  }
}

�%/0%*#`87_8Mddefault-security-policy.json

�.!�0!d0$%/d3%0$d0$!d"+((+3%*#M

��NXEHFWO�FUHDWH��I�GHIDXOW�VHFXULW\�SROLF\�MVRQ

�$!d,.!�! %*#d !"�1(0d,+(%�5d +!/d*+0d�((+3d�+*0�%*!./d0+d.1*d%*d,.%2%(!#! d)+ !Kd�0d�((+3/
�*5d/!�%*14d(��!(/Ld�*5d/1,,(!)!*0�(d#.+1,d��/Ld�*5d1/!.d0+d.1*d0$!d"%./0d,.+�!//Ld�* d�*5
#.+1,d��d"+.d0$!d"%(!/50!)/Kd�0d�(/+d/1,,+.0/d�((d05,!/d+"d2+(1)!/K

�+1d��*d"%* d�((d,+//%�(!d,�.�)!0!./d%*d0$!d/+1.�!d�+ !Ld�10d�X2!d�.!�0! d0$!d"+((+3%*#d0��(!
"+.d�+*2!*%!*�!Kd�+1d��*d"%* d)+.!d$�* 5d(++'1,/d(%'!d0$%/d+*d)5d*!3d/%0!M
h t t p s ://w w w . k u b e s h e e t s . c o m

��.�)!0!. �5,! �!/�.%,0%+* �!-1%.! 

Privileged bool �((+3/d+.d %/�((+3/d.1**%*#
,+ d�/d,.%2%(!#! K

�+

DefaultAddCapabilities []v1.Capaility �$%/d !"%*!/d�d !"�1(0d/!0d+"
��,��%(%0%!/d�  ! d0+d0$!
�+*0�%*!.Kd�"d0$!d,+ d/,!�%"%!/
�d��,��%(%05d .+,d0$�0d3%((
+2!..% !d0$!*d�  d%0d$!.!K
��(1!/d�.!d/0.%*#/d+"d�����
��,��%(%0%!/d)%*1/d0$!d(!� %*#
CAP_Kd�+.d!4�),(!L
CAP_SETUIDd3+1( d�!
SETUIDK
h t t p ://m a n 7. o r g /l i n u x /m a n
- p a g e s /m a n 7/c a p a b i l i t i e s .
7. h t m l

�+

https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
https://www.kubesheets.com
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html


�+*0�%*!.`�!�1.%05

Sa99=aT

RequiredDropCapabilities []v1.Capaility �$%/d !"%*!/d�d/!0d+"
��,��%(%0%!/d0$�0d)1/0d�!
 .+,,! d".+)d�d�+*0�%*!.K
�$!d,+ d��**+0d/,!�%"5d�*5d+"
0$!/!d��,��%(%0%!/K
��(1!/d�.!d/0.%*#/d+"d�����
��,��%(%0%!/d)%*1/d0$!d(!� %*#
CAP_Kd�+.d!4�),(!L
CAP_SETUIDd3+1( d�!
SETUIDK
h t t p ://m a n 7. o r g /l i n u x /m a n
- p a g e s /m a n 7/c a p a b i l i t i e s .
7. h t m l

�+

AllowedCapabilities []v1.Capaility �$%/d !"%*!/d�d/!0d+"
��,��%(%0%!/d0$�0d�.!d�((+3! d
�* d��*d�!d�  ! d0+d�
�+*0�%*!.Kd�$!d,+ d��*
/,!�%"5d�*5d+"d0$!/!
��,��%(%0%!/K
��(1!/d�.!d/0.%*#/d+"d�����
��,��%(%0%!/d)%*1/d0$!d(!� %*#
CAP_Kd�+.d!4�),(!L
CAP_SETUIDd3+1( d�!
SETUIDK
h t t p ://m a n 7. o r g /l i n u x /m a n
- p a g e s /m a n 7/c a p a b i l i t i e s .
7. h t m l

�+

Volumes []FSType �$%/d(%/0d !"%*!/d3$%�$
2+(1)!/d��*d�!d1/! Kd�!�2!
!),05d"+.d�((d05,!/K
h t t p s ://g i t h u b . c o m /k u b e r n
e t e s /k u b e r n e t e s /b l o b /r e l e
a s e - 1. 5/p k g /a p i s /e x t e n s i o
n s /v 1b e t a 1/t y p e s . g o #L 1127

�+

HostNetwork bool �$%/d�((+3/d+.d %/�((+3/d0$!
�+ d0+d1/!d0$!d$+/0d*!03+.'K

�+

HostPorts []HostPortRange �$%/d(!0/d1/d.!/0.%�0d�((+3��(!
$+/0d,+.0/d0$�0d��*d�!d!4,+/! K

�+

HostPID bool �$%/d�((+3/d+.d %/�((+3/d0$!
,+ d0+d1/!d0$!d$+/0d���K

�+

HostIPC bool �$%/d�((+3/d+.d %/�((+3/d0$!
,+ d0+d1/!d0$!d$+/0d���K

�+

SELinux SELinuxStrategyOptions �!0d%0d0+d+*!d+"d0$!d/0.�0!#5
+,0%+*/d�/d !"%*! d$!.!M
h t t p s ://k u b e r n e t e s . i o /d o c
s /u s e r - g u i d e /p o d - s e c u r i t y
- p o l i c y /#s t r a t e g i e s

�!/

http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
http://man7.org/linux/man-pages/man7/capabilities.7.html
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://github.com/kubernetes/kubernetes/blob/release-1.5/pkg/apis/extensions/v1beta1/types.go#L1127
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies
https://kubernetes.io/docs/user-guide/pod-security-policy/#strategies


�+*0�%*!.`�!�1.%05

Sa99>aT

RunAsUser RunAsUserStrategyOptions �!0d%0d0+d+*!d+"d0$!d/0.�0!#5
+,0%+*/d�/d !"%*! d$!.!M
h t t p s ://k u b e r n e t e s . i o /d o c
s /u s e r - g u i d e /p o d - s e c u r i t y
- p o l i c y /#s t r a t e g i e s

�!/

SupplementalGroups SupplementalGroupsStrategyOptions �!0d%0d0+d+*!d+"d0$!d/0.�0!#5
+,0%+*/d�/d !"%*! d$!.!M
h t t p s ://k u b e r n e t e s . i o /d o c
s /u s e r - g u i d e /p o d - s e c u r i t y
- p o l i c y /#s t r a t e g i e s

�!/

FSGroup FSGroupStrategyOptions �!0d%0d0+d+*!d+"d0$!d/0.�0!#5
+,0%+*/d�/d !"%*! d$!.!M
h t t p s ://k u b e r n e t e s . i o /d o c
s /u s e r - g u i d e /p o d - s e c u r i t y
- p o l i c y /#s t r a t e g i e s

�!/
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apiVersion: v1
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metadata:
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spec:
  containers:
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�+3d0$�0d3!d$�2!d/!!*d0$!d!""!�0/d+"d0$!d,+ d/!�1.%05d,+(%�5Ld(!0X/d!4,(+.!d0$!d,+ d/!�1.%05
�+*0!40Kd
!.!d3!d��*d !"%*!dseLinuxOptionsd0$�0d(!0d1/d !"%*!d0$!d(��!(d�+*0!40d"+.d0$!
�+*0�%*!./d%*d0$!d,+ Kd�!d��*d�(/+d !"%*!drunAsUserd0+d/,!�%"5d0$!d���d3%0$d3$%�$d!��$
�+*0�%*!.d3%((d.1*d�* d0$!drunAsNonRootd"(�#d0$�0d3%((d/%),(5d,.!2!*0d/0�.0%*#d�+*0�%*!./
0$�0d.1*d�/dUID 0d+.drootKd�!d��*d�(/+d/,!�%"5d0$!d	.+1,dQ	��Rd"+.d0$!d"%./0d,.+�!//d%*d!��$
�+*0�%*!.d3%0$dsupplementalGroupKd�%*�((5Ld3!d��*d/,!�%"5d0$!d	.+1,dQ	��Rd"+.
"%(!/5/0!)d+3*!./$%,d�* d*!3d"%(!/d3%0$dfsGroupK

�%/0%*#`87_;d%/d�d2!./%+*d+"d+1.d,.!2%+1/dnode-express-infod,+ d3%0$d0$!
runAsNonRootd/!0d0+dtrueKd�0X/d%),+.0�*0d0+d1* !./0�* d0$�0d.++0dQUID 0Rd%/d0$!d !"�1(0
1/!.d%"d*+*!d%/d !"%*! d%*d0$!dDockerfileKd�%/0%*#`87_:d/$+3/d0$!dDockerfiled"+.d+1.
node-express-infod�+*0�%*!.Kd�!d$�2!d*+0d !"%*! d0$!dUSERd %.!�0%2!d�* d0$!.!"+.!d%0
3%((d.1*d�/d.++0M

FROM node:latest

ADD src/ /src
WORKDIR /src

RUN npm install

ENV PORT=80

CMD ["node", "index.js"]

�%/0%*#`87_:Mdnode-express-info Dockerfile

apiVersion: v1
kind: Pod
metadata:
    name: node-js-pod
spec:
  containers:
  - name: node-js-pod
    image: jonbaier/node-express-info:latest
    ports:
    - containerPort: 80
  securityContext:
    runAsNonRoot: true

�%/0%*#`87_;Mdnodejs-pod-psc.yaml
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VerifyNonRootErrorM

VerifyNonRootError
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5+1d)�5d3%/$d0+d.!)+2!d%0Kd�+1d��*d +d/+d3%0$d0$!d"+((+3%*#d�+))�* M

��NXEHFWO�GHOHWH�SVS�GHIDXOW

�+1X((d�(/+d*!! d0+d1* +d0$!d�$�*#!/d0+d/etc/kubernetes/manifests/kube-
apiserver.manifestd0$�0d3!d % d+*d0$!d
1�!.*!0!/d)�/0!.d�0d0$!d�!#%**%*#d+"d0$%/
/!�0%+*Kd�,!�%"%��((5Ld5+1d/$+1( d.!)+2!d0$!dPodSecurityPolicyd".+)d0$!d(%/0d+"d0$!
admission-controld/!�0%+*Kd

$GGLWLRQDO�FRQVLGHUDWLRQV
�*d�  %0%+*d0+d0$!d"!�01.!/d3!d&1/0d.!2%!3! Ld
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(++'! d�0d*�)!/,��!/d0$�0d,.+2% !d�d(+#%��(d/!,�.�0%+*d"+.d)1(0%a0!*�*�5Kd�$%(!d0$!
*�)!/,��!/d0$!)/!(2!/d +d*+0d%/+(�0!d0$!d��01�(d*!03+.'d0.�""%�Ld/+)!d+"d0$!d*!03+.'
,(1#%*/Ld/1�$d�/d��(%�+d�* d��*�(Ld,.+2% !d�  %0%+*�(d��,��%(%05d"+.d*!03+.'d,+(%�%!/Kd�!
�(/+d(++'! d�0d-1+0�/d�* d(%)%0/d0$�0d��*d�!d/!0d"+.d!��$d*�)!/,��!d�* d/$+1( d�!d1/! d0+
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!.!Ld
1�!.*!0!/d,.+2% !/d1/d�d/+(10%+*d%*d0$!d�+*/0.1�0d+"
/!�.!0/K
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���!//! d3%0$%*d0$!d,+ d�/d"%(!/d3%0$d0$!d/!�.!0d2�(1!/d�/d�+*0!*0Kd�(0!.*�0%2!(5Ld5+1d��*d�(/+
!4,+/!d0$!d/!�.!0/d2%�d!*2%.+*)!*0d2�.%��(!/K

�!d��*d!�/%(5d�.!�0!d�d/!�.!0d!%0$!.d3%0$d����d+.d+*d0$!d�+))�* d(%*!Kd�!�.!0/d +d*!! d0+
�!d��/!a=;d!*�+ ! Ld�10d%"d3!d1/!d0$!dkubectld�+))�* d(%*!Ld0$%/d!*�+ %*#d%/d +*!d"+.d1/Kd

�!0X/d/0�.0d3%0$d0$!d"+((+3%*#d�!�.!0M

��NXEHFWO�FUHDWH�VHFUHW�JHQHULF�VHFUHW�SKUDVHV���IURP�OLWHUDO TXLHW�
SKUDVH �6KK��'RQW
�WHOO�

�!d��*d0$!*d�$!�'d"+.d0$!d�!�.!0d3%0$d0$%/d�+))�* Mdd
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5+1X((d*+0%�!d0$�0d3!d1/!dvolumeMountd0+d)+1*0d0$!d/!�.!0d0+d�d"+( !.d%*d+1.d�+*0�%*!.M

apiVersion: v1
kind: Pod
metadata:
  name: secret-pod
spec:
  containers:
  - name: secret-pod
    image: jonbaier/node-express-info:latest
    ports:
    - containerPort: 80
      name: web
    volumeMounts:
      - name: secret-volume
        mountPath: /etc/secret-phrases
  volumes:
  - name: secret-volume
    secret:
      secretName: secret-phrases
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�%/0%*#`87_<Mdsecret-pod.yaml

�.!�0!d0$%/d,+ d3%0$dkubectl create -f secret-pod.yamlKd�*�!d�.!�0! Ld3!d��*d#!0d�
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apiVersion: v1
kind: Config
clusters:
- cluster:
    certificate-authority: credentials/ca.pem
    server: KWWSV���FRUHRV�P\GRPDLQ�FRP
  name: kube-aws-my-coreos-cluster-cluster
contexts:
- context:
    cluster: kube-aws-my-coreos-cluster-cluster
    namespace: default
    user: kube-aws-my-coreos-cluster-admin
  name: kube-aws-my-coreos-cluster-context
users:
- name: kube-aws-my-coreos-cluster-admin
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  user:
    client-certificate: credentials/admin.pem
    client-key: credentials/admin-key.pem
current-context: kube-aws-my-coreos-cluster-context
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The Tectonic main dashboard
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Tectonic replication controller detail
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Events stream
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Namespace filtering
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